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Università di Genova
Maurizio Aiello and Enrico Cambiaso

Istituto di elettronica e di ingegneria dell’informazione e delle telecomunicazioni (IEIIT),
Consiglio Nazionale delle Ricerche (CNR)

...

Ext. Reviewers:
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Abstract

Nowadays, the Internet of Things (IoT) is a consolidated paradigm increasingly
present in our lives, from simple devices to more complex systems, such as health
sensor or vehicular networks. Today, there are 20 billions on IoT devices connected
in the world and the number will exponentially increase in the next years [Hun17].
From a practical point of view, the Internet of Things incorporates processing skills
(also called ”intelligence”) and connection in the most varied devices. This involves
the possibility of collecting data through these objects and analyzing them, greater
automation and remote control, an analysis on how to improve the use and prevent
malfunctions of the objects themselves, thus increasing the quality of their use over
time. Among the many definitions on IoT, ENISA [ENI17] considers the IoT a
”cyber-physical ecosystem of interconnected sensors and actuators, which allow in-
telligent decision-making”. In summary, we could say, to extrapolate the concept,
that we are dealing with objects (things) connected through a planetary communica-
tion network (Internet), capable of detecting, processing and transmitting informa-
tion. In practice, the ”thing” is in fact a computer, more or less powerful in relation to
the functions for which it was designed: to detect the consumption of electricity, to
allow the increasingly pushed automation governed by the control units of our cars,
to automate our homes with home automation solutions, to digitize industrial plants
or medical systems, to name just a few classes of IoT systems. The spread of the
IoT and the birth of new application areas will draw significant advantages from the
developments expected in the coming years on some enabling technologies, includ-
ing the implementation of 5G/6G networks, which will lead to a significant increase
in transmission speed and a contextual reduction of latency times in the use of de-
vices, and the application of Artificial Intelligence (AI) and Machine Learning (ML)
technologies, to exploit the amount of data generated by IoT devices for decision-
making purposes, increasing the level of ”intelligence” in the services enabled by
the IoT devices themselves, benefiting in particular the applications in real time.

The IoT can also consist of solutions identified as ”embedded systems” in which
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sensors and actuators are incorporated into a single system that integrates network
functions with the ability to collect and process information, which can operate stan-
dalone or interconnected with computers which act as information gathering centers:
in this sense, IoT devices can be used by end users (consumers) and businesses (IoT
devices can also be used in industrial plants, to create the so-called industry 4.0),
with all the advantages that automation allows, but also with significant potential se-
curity and compliance problems. Just think of the need to ensure the operational con-
tinuity of medical devices and critical industrial plants and the privacy implications
for devices that process personal health data or that collect information designed to
profile the purchase of goods and services. Data and information are at the heart
of the IoT, feeding a continuous cycle of detection (environmental data and device
status), a decision-making process and the resulting actions. Moreover, communica-
tions security is a critical and important aspect, since the processed data/information
are considered sensitive due to the possible application of IoT (e.g. medical, critical
infrastructures, etc.). Security and the evolution of ICT technologies take on a deci-
sive importance in the IoT world. The IoT device must ensure compliance with the
basic CIA principles of security (confidentiality, availability and integrity). Vulner-
abilities of an IoT system emerge from its components, including but not limited to
sensor networks, wireless networks and the Internet. These vulnerabilities can result
in a variety of cyber-security threats, from attacks on a physical device to communi-
cation protocols and services that access IoT device data. Since IoT devices are the
basic building block of an IoT system, along with various device-level vulnerabili-
ties, they have made such devices and protocols an attractive target for adversaries.
With regard to security, it is important to emphasize that one of the so-called ”deadly
sins of the IoT” is to use the corporate network to collect information generated by
unsafe IoT devices: malicious people are always around and can exploit IoT vul-
nerabilities to bring attacks on computer systems and networks. Based on these
considerations, cyber-security aspects about IoT networks, devices and communica-
tion protocols are an interesting research topic to investigate to ensure security about
this technology.

In order to improve security about Internet of Things networks, devices and com-
munication protocols, I decided to investigate these cyber-security aspects during
my Ph.D. research activities. The main goals of this work is to identify possible
vulnerabilities on IoT devices and networks, to develop innovative cyber-threats to
able to exploit these vulnerabilities or by using IoT devices as attack vector and,
finally, to implement innovative protection and mitigation systems from the innova-
tive cyber-threats. I applied this approach to three communication protocols: Zig-
Bee, Wi-Fi (in particular to a commercial constrain module called ESP8266) and
Message Queue Telemetry Transport(MQTT). Regarding the ZigBee communica-
tion protocol, I performed security tests against well-known cyber-attacks (such as
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jamming, brute force, sniffing, flooding denial of service and replay attack) where
the results obtained show how vulnerable the protocol is to these attacks. By fo-
cusing on Wi-Fi and on the ESP8266 module, I identified a vulnerability against
replay attacks where I proposed a protection schema based on a shared key mech-
anism. Moreover, I adopted the ESP8266 module to perform two cyber-attacks: a
slow denial of service attack against an Apache2 server and a captive portal attack
used to steal sensitive information. Both the attacks are success. Finally. I studied
the MQTT protocol where I identified a vulnerability on the KeepAlive parameter
inside the protocol. By exploiting this vulnerability, I implemented two innovative
slow denial of service attack able to saturate the connections available on the central
node (called broker) to avoid legitimate connections. On this topic, I also developed
an innovative dataset based on MQTT communication that simulates smart-space
indoor environment. With the dataset, I implemented a machine learning detection
system in order to identify possible cyber-attacks against an MQTT network. Finally
on MQTT, I exploited the communication protocol to implement a tunneling system
to steal sensitive information in a private network with a related machine learning
detection system performed with hyperparameters optimization to improve accuracy
and statistics metrics.
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Chapter 1

Introduction

The concept of the Internet of Things, after Kevin Ashton’s 1999 presentation [A+09], remained
underutilized for a decade, until in 2010 when the Chinese government declared that the Internet
of Things would be a strategic priority of the new five-year plan. The year later, Gartner included
it in his Hype Cycle of emerging technologies [Fen11]. Since then, the spread of the term has
grown exponentially, as shown in Figure 1.1 from the Google Trends engine [Goo21].

Figure 1.1: Trend flow of the keyword IoT in the last 10 years [Goo21].

From a practical point of view, the Internet of Things incorporates “intelligence”into the most
varied objects, making possible greater automation and control of the systems to which it is
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applied and thus facilitating daily life. From this key point derives that information is at the
center of the IoT, feeding a continuous cycle of detection (environmental data and device status),
the management process and consequent actions.

In the Internet of Things, ”things” are physical objects, each of which is also associated with a
virtual entity that represents it in the digital world. IoT devices could be classified as:

• Sensors: allows to monitor the environment and the context in which they operate to mea-
sure certain physical, chemical or biological factors of the real world while, on a digital
level, they collect information about the network and applications. Examples: accelerom-
eters, temperature, brightness, pressure, acoustic sensors;

• Actuators: adopted to control physical systems and mechanisms; actuators operate in
reverse mode with respect to the sensors, translating an electrical input signal into actions.
Examples: motors, valves, drives, pumps, compressors;

• Embedded system: sensors and actuators, in addition to operating in standalone mode by
interfacing with a gateway, can be incorporated (embedded) in a single system that also
integrates network functions, to connect directly to a LAN or in the cloud, and storage and
processing of the information collected. Examples: biomedical devices, wearables, smart
lamps and thermostats.

Regarding the communication systems used, the requirements vary greatly between the differ-
ent types of IoT networks, depending on their purpose and the limitations in terms of available
resources. The choice of protocols adopted in a specific implementation depends on the require-
ments of the various intended use cases. The combination of multiple protocols within an IoT
system is a common practice and interoperability is guaranteed by gateways. IoT networks could
be implemented by using different application protocols such as MQTT, AMQP, or CoAP, which
are protocols based on existing standard such as TCP and UDP, or by using ad-hoc communica-
tion protocols that implement the entire communication stack such as ZigBee or Z-Wave. Figure
1.2 shows the protocol stack related to the IoT.
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Figure 1.2: IoT protocol stack compared with classical protocol stack.

Regardless of the network implementation, these systems rely on the ability to transmit and re-
ceive information units in a structured way, through services located both nearby and remotely,
using different but interoperable types of network, which generally have different properties in
terms of quality of service (QoS), resilience, security and management. As the number of devices
connected to these systems, which can store, process, analyze and share data, is growing expo-
nentially, there is an increasing need to use advanced data analytics and smart data management
techniques to effectively extract the information on which the decision-making process is based.

Moreover, IoT can be considered an evolution of machine-to-machine (M2M) communications,
originally established for telemetry applications in the industrial sector. In the case of M2M, un-
like the IoT, the systems are ”de facto” closed, with limited possibilities for integration between
devices that adopt different protocols. The connections, of the point-to-point type between ma-
chines only, are often uni-directional, made via physical cable or cellular network, and do not
use a communication protocol. The technological innovation of the IoT has led to the integration
of these devices also in the industrial sector. IoT is a widely adopted in Industry 4.0, where intel-
ligent devices and objects are revolutionizing the business and production scenario, increasingly
connection and optimization between production machines through digital data and analysis.
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Industrial Internet of Things (IIoT) is a term conceived and developed to be adopted and applied
exclusively in the context of the fourth generation industry. The purpose of IIoT is to optimize
production processes, by connecting machines together and supporting data processing to allow
predictive analytics activities, able for instance to predict maintenance requirements, hence po-
tentially leading to significant cost reductions and to more efficient production systems. In the
context of Industry 4.0, the need to converge Information Technology (IT) and Operational Tech-
nology (OT), meaning the set of hardware and software specifically intended for the monitoring
and control of business operations. Traditionally, OT technologies have used proprietary com-
munication protocols, developed by the various manufacturers operating in this field, creating
closed systems that are completely separate from IT networks. This approach is not compatible
with the drive to radically innovate the enterprise, typical of Industry 4.0, which inevitably re-
quires the integration of all the systems present, in order to fully exploit the benefits obtainable
from the application of new technologies. (IIoT, cloud, big data, artificial intelligence, etc.).

As discussed, the main advantage brought by the IoT is related to the precious information re-
trieved by the sensors and communicated on the network to other devices. As advantageous as
IoT devices connected to the Internet are, they create significant security challenges as the data
and information exchanged within them are sensitive and very delicate. While it can be assumed
that these devices are protected with the same level of security as the typical network server, this
is not the case. IoT devices have some important security problems that risk compromising the
sensitivity of the data exchanged, in the event that a malicious user can get hold of them. In
the field of information technology, security means information security, that is, the degree of
resistance of information to (or protection of information from) damage. The basic requirements
that, if respected, guarantee information security are the so-called CIA triad:

• Confidentiality: only identified and authenticated authorized entities can access the infor-
mation.

• Integrity: No unauthorized changes have been made to the information.

• Availability: Information is available when required. The requirement mainly concerns
data storage and transmission systems.

In Figure 1.3 is reported a schema about the CIA triad.
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Figure 1.3: CIA triad [Tys19].

Based on these characteristics defined by the CIA to ensure data security, further requirements
called AAA (Authentication, Authorization and Accounting), or triple-A model, have been de-
fined:

• Authentication: the process to authenticate a user

• Authorization: means providing correct level of access that a user should have based on
their credentials.

• Accounting: this requirement keeps track of what users do while they are logged into a
system.

These requirements are widely used in the context of Information Security and have also been
applied to the Internet of Things context as they guarantee an acceptable level of security. Fur-
thermore, since the IoT context is very critical in terms of information and data exchanged, these
requirements are even more stringent and important to guarantee an adequate level of security.
These requirements must always be considered when implementing an application in the IoT
context as guaranteeing access to sensitive data only to legitimate users and protecting them
from possible cyber-attacks are a fundamental requirements. Furthermore, the data must not be
manipulated and always available for the constraints upon which the IoT concept is based. In
particular, the CIA applied to the IoT context mainly focuses on the concept of data integrity
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and availability since, as described, data are sensitive and must always be available to connected
devices and data monitoring platforms.

Typically, IoT devices are basically single-use computers built without much memory or comput-
ing power that run on under-performing hardware. This makes encryption and security aspects
much more difficult, which in turn makes these devices easy victim for many different types
of attacks. In fact, a recent report found that out of 56 million tracked IoT devices, 91.5% of
data transmission was unencrypted. The most notable reasons for their security exploitation be-
ing their connectivity to the Internet, their capability of being remotely controlled, their lack
extensive security mechanisms and their ability to generate, exchange and consume potentially
sensitive and safety-critical data. Furthermore, various challenges exist in implementing secu-
rity solutions in the IoT devices, such as resource constraints (limited CPU, Memory, Storage,
Power), vendor competition in time-to-market IoT devices and solutions, lack of standard IoT
security best practices, and heterogeneity of IoT devices and protocols.

IoT is a new paradigm of the technology world and is proving to be a game changer in improving
the lives of people. However, every technology has its pros and cons which are critical factors
to its survival and growth. The proliferation of smart devices in everyday lives of people has
attracted attention from adversaries. Due to this reason there is an urgent need to identify the
adversaries and their behaviour to build protection tools to safeguard the IoT.

1.1 Brief summary of PhD contribution about security aspects
on IoT

For these reasons, I started to investigate security of IoT networks and devices during my master
thesis and I decided to work on this topic during my Ph.D. in particular focused on the identifica-
tion of vulnerabilities of IoT devices and networks, the development of innovative cyber-threats
to exploit these vulnerabilities and to identify protection and mitigation systems from cyber-
threats. Initially, I focused my Ph.D. activities on the ZigBee protocol, an ad-hoc wireless IoT
protocol widely adopted in the industrial and home automation environments. On this topic dur-
ing the master thesis, I identified a novel vulnerability on the XBee module, a device adopted to
implement IoT networks on ZigBee, and I developed an innovative cyber-threats called Remote
AT Command attacks that exploits this weakness [VCA17]. Also, I implemented a protection
system able to protect the XBee module by the innovative attack [VAC20a]. Starting from this
work, I studied and implemented well-known cyber-threats in order to evaluate the security of
ZigBee protocol [VCA19] during the Ph.D.İn particular, I focused on jamming, brute force,
sniffing, flooding and replay attacks.

Beyond these activities, I started to investigate the security of IoT module and networks by focus-
ing on different communication protocol. Initially, I analysed security aspects of IoT networks
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implemented on Wi-Fi, since it is a widely adopted protocol and a lot of IoT application works
on it since it is possible to integrate this new paradigm in the already installed networks. In par-
ticular, I studied the ESP8266 module (a widely adopted IoT device) in order to identify possible
vulnerabilities and also to exploit such device to execute cyber-attacks. The results obtained are
very interesting and innovative. In particular, I implemented different cyber-threats, such as a
social engineering attack and an innovative slow DoS attack using the ESP8266 against a web
server. The innovation of this research topic is related to the ability of a very cheap module with
low computational power to perform innovative cyber-attacks against complex systems. Regard-
ing the identification of possible vulnerabilities, I detected that the ESP8266 module is targeted
by a replay attack. On this topic, I worked on the development of a protection system against a
replay attack on the ESP8266 module by defining a new authentication schema.

Finally, I investigated IoT ad hoc protocol called MQTT in order to identify possible vulnerabil-
ities and implement innovative attacks able to exploit them. For this purpose, I implemented an
innovative cyber-attack against MQTT called SlowITe. SlowITe is a novel low-rate denial of ser-
vice attack aimed to target MQTT through low-rate techniques. SlowITe exploits the weakness
that allows the client to configure the behaviour of the server. I also implemented a new version
of the tool, called SlowTT, able to exploit other parameters of MQTT and keep connections alive
for potential infinite time. Moreover, I worked in the definition of dataset to IoT context to imple-
ment possible protection systems based on machine learning to detect attacks in real-time called
MQTTset, publicly available and usable in the research world to implement machine learning
and artificial intelligence algorithms. Finally, I studied an exfiltration data techniques (in par-
ticular a tunneling architecture) based on MQTT to validate a possible malicious application of
the communication protocol. In this work, also, a detection system is implemented and tested
based on machine learning algorithms by improving metrics results with an hyperparameters
optimization. A detail timeline, exposed with a Gantt schema, is reported in Figure 1.4.
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Figure 1.4: Gantt schema of the research activities.

During my Ph.D., I collaborated directly in four European projects related to cyber-security in
different sector such as critical infrastructures, forensics activities, IoT/CPS security domain
and medical data security where I increased my knowledge related to different cyber-security
topics focused to the aim of the project also due to the collaboration with research centers and
expert companies. In particular, I collaborated in the ANASTACIA project, an European project
focusing on the development of an automatic and autonomous framework able to detect and
mitigate cyber-threats against cyber-physical systems based on IoT devices and networks. Our
research group is working on a core part of the infrastructure to dynamically react and mitigate
threats when detected by the framework.

These challenges in protecting the IoT systems are the main motivations behind the choice of
research topic for this thesis as the identification of vulnerabilities in these systems leads to an
increase in the security of both digital information and daily life.

1.2 Starting point and Ph.D approach

I started to investigate the security of IoT networks and devices during my master thesis at the
Network Security group of CNR-IEIIT in collaboration with the University of Genoa. During
the thesis, I mainly focused on the study and implementation of a ZigBee network, an ad-hoc
communication protocol for IoT networks, and in particular on a module called XBee, widely
adopted to implement applications based on this protocol.

In particular, I implemented an innovative cyber-threat, called Remote AT command attack,
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against the XBee module able to disconnect authenticated devices from the network by exploit-
ing AT command packets adopted by the XBee module to configure the network parameters
[VCA17]. Also, this attack is reported as CVE-2017-18868 in the official Mitre portal [VCA20a]
due to its critically since, by using this cyber-threats, sensitive information could be exfiltrate.
Such modules, widely adopted to implement ZigBee applications especially in do-it-yourself
(DIY) contexts, implement two different AT Command packets, related to request and response
operations, respectively. Concerning XBee modules, these packets can be sent remotely. Such
packets belong to the (IEEE 802.15.4) MAC layer and they are interpreted by the (XBee) mod-
ule automatically. Therefore, by being such interpretation demanded to the device firmware, and
being such firmware provided by the manufacturer, Digi International, it is not possible to avoid
implicit Remote AT Commands interpretation.

In order to protect XBee modules from this attack, I implemented also a protection system
[VAC20a]. Initially, an in-depth study was carried out on possible implementations about the
protection system by analyzing hardware and software aspects of the components used to im-
plement the ZigBee network. After this important and critical study, possible protection system
based on different implementation features and characteristics are identified: (i) modifying XBee
device firmware, (ii) disabling AT Command packets sent by other devices on each single sensor,
(iii) software solution implemented at application layer of the network stack. The first two solu-
tions cannot be implemented as the manufacturer of the XBee module doesn’t provide firmware
to users (the firmware is not open source). Furthermore, is not possible to disable the AT Com-
mand packets on the modules as they are adopted to handle the network parameters. The most
appropriate solution to implement a protection system on the device is a software implementa-
tion in the application layer of the ZigBee stack. For these results, I obtained a degree award for
the best master thesis on the theme ”Digitalization through the Internet of Things in the power
generation industry” provided by the company ABB in Genoa.

Starting from this point, I decided to continue to investigate the security about IoT networks and
devices during my Ph.D. to improve security and privacy aspects in the research and industrial
fields. In order to be able to analyze all the necessary and possible aspects of IoT networks
and devices with the aim of improving their security and decreasing possible vulnerabilities,
I defined a three-phase approach adopted during my Ph.D. to the various topics covered and
studied. The three phases adopted during my Ph.D. are: identification of vulnerabilities and
weaknesses, development of innovative attacks and investigation of protection system. Figure
1.5 reports the workflow of the approach.
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Figure 1.5: Flow of the approach adopted during the Ph.D.

The steps are performed sequentially, from the first to the last. Initially, defined the IoT protocol
or device to investigate, a detailed and deep study of the target is carried out to identify possible
weaknesses or vulnerabilities. This phase is very important as it is the input for the next ones.
In these Ph.D. years, in this initially phase, I implemented physical communication networks to
analyse and study in detail processes and activities of the devices or protocols to have a clear
vision and have more elements to identify vulnerabilities combined with a detail state of the art
study. The output of this phase turns out to be a list of possible vulnerabilities that in the next
phase will be used to implement innovative attacks.

Subsequently, after defining the list of possible vulnerabilities, the next phase is related to the
development of innovative cyber-attacks able to exploit these possible vulnerabilities identified in
the previous phase. In this phase, a study of possible cyber-attacks is carried out by studying the
state of the art and real implementations to define and theorize innovative and uncommon attacks
in the context of cyber-security. The innovative cyber-threat targets network and application
layers of the protocol stack. Finally, once the vulnerability and innovation on the cyber-attack
side have been identified, the attack develops in practice to verify that it is actually possible to
implement it and to test its performance and effectiveness. In this phase many tests are carried
out to evaluate in detail the efficiency and innovation of the attack.

Finally, after implemented an innovative attack capable to exploit a possible vulnerability de-
tected in the first phase, I defined the last phase relating to protection systems. The aim is to
develop a protection system, mainly related to the cyber-threat developed, able to protect net-
works and devices. Protection systems are implemented by using techniques and algorithms to
protect against the cyber-attack using a black box approach, that is, by supposing that nothing
is known about the attack. In addition, for some scenarios, a possible detection algorithm was
also developed to predict and identify the cyber-attack in progress by using machine learning or
artificial intelligence algorithms.

The individual phases are composed of a phase of study of the state of the art of the module
or protocol to start with a knowledge base on each aspect and a second part relating to a de-
tailed study to best fulfill the target of the phase. This approach aims to implement innovative
approaches to investigate security aspects by combining real implementations (in this case, IoT
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networks) with state of the art studies to cover more aspects during the study of cyber-security.

1.3 Objectives of the Thesis

In this section, I summarize the main objectives of the Ph.D. activities. The objectives were
defined at the beginning of the Ph.D. to provide a guideline on the approach to be used to obtain
evident results for the world of research. In this thesis, the objectives will then be recalled to
associate the results obtained during the research period with the objectives initially defined.
The objectives are:

• Objective 1 (O1): identification of vulnerabilities. The aim is to identify vulnerabilities
in communication protocols or devices that a malicious user could exploit to damage the
ecosystem in question.

• Objective 2 (O2): development of innovative cyber-attacks. The goal is to develop inno-
vative cyber-attacks that can exploit identified vulnerabilities or use devices with reduced
computational resources to perform cyber-attacks.

• Objective 3 (O3): development of detection and mitigation systems based on machine
learning or innovative algorithms. This task involves the development of protection sys-
tems using emerging technologies such as machine learning and artificial intelligence or
innovative algorithms defined during the Ph.D. program.

The results obtained will be reported in detail in the next sections. Each result obtained will be
associated with one of the objectives (O1, O2 or O3) defined to highlight the correspondence
between the initial assumptions and results actually obtained.

1.4 Thesis Structure

This document is organised into three chapters, which present the background of this research
performed by a state of the art analysis on each topic, research activities and obtained results
about security aspects, other activities related to the IoT context and finally conclusions and fu-
ture work. Chapter 2 provides the background concepts, literature and the identified gaps relevant
to the research undertaken. Subsequently, Chapter 3 reports the detailed description of the activ-
ities on each topic analysed during the Ph.D. with results and research innovation improvements.
Chapter 4 presents a description of activities related to the IoT where I collaborated during the
research years by presenting results and activities. Finally, the document is concluded (Chapter
5) by summarizing the obtained results, the identified contributions of this research, limitations
of this study and the possible future research directions.
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Chapter 2

State of the art

In this section of the document, the state of the art related to IoT is reported. During the Ph.D.,
different communication protocols and devices are investigated in order to analyse real environ-
ment related to the IoT. Furthermore, existing research work on the subject of IoT and security is
being reviewed to identify gaps since the main aim of this research work is to improve security
and privacy aspects of this topic. For the literature review, publications that are directly related
to this research were investigated. In particular, I focused my research work on three different
communication protocols: ZigBee, Wi-Fi and MQTT. These communication protocols have been
studied to analyze contexts where IoT has lead great benefits and innovation, for example home
automation, industry 4.0, healthcare or critical infrastructures. The protocols can obviously be
applied to other scenarios (such as robotics, smart cities, railway, etc), but mainly ZigBee and
Wi-Fi are used in the home automation context, such as Philips Hue and Ikea Tadfri smart bulbs,
motion sensors or cameras, while MQTT is often used in contexts more related to industry 4.0
where data must communicate at high speed and guarantee an important level of security due to
the information they contain as, for example, machines connected to each other must be able to
communicate in real time with other devices in the company to optimize industrial process and
operations. Also, a preliminary study of the most famous IoT attacks and threats is performed
to understand risks and possible incidents related to vulnerabilities inside and IoT components
(both hardware and software). A graphical schema of the state of the art sections is reported in
Figure 2.1.
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Figure 2.1: Classification of the state of the art.

In the next sections, the state of the art is reported to show the initial state of each topic to validate
and demonstrate the innovation about the Ph.D. results obtained in these years.

2.1 Internet of Things historical attacks

The most famous IoT attacks is obviously Mirai in 2017. Mirai [AAB+17] is one of the most
predominant DDoS IoT botnets in recent times. Mirai means ”the future” in Japanese. The
Mirai botnet is definitely the next step in IoT DDoS botnet malware. Mirai has infected 4,000
IoT devices per hour and is currently estimated to have just over half a million active infected
IoT devices in the world, as shown in Figure 2.2. The Mirai botnet is famous for being used in
the record 1.1Tbps DDoS attack with 148,000 IoT devices. Mirai is primarily aimed at CCTV
cameras, DVRs and home routers [Kre16, HBZ16]. This lead to huge portions of the internet
going down, including Amazon, Twitter, the Guardian, Netflix, Reddit, Github and CNN. Once
infected with Mirai, devices continually search the internet for vulnerable IoT devices and then
use known default usernames and passwords to log in, infecting them with malware and use these
botnets to execeute the DDoS attack. By considering the CIA concept, the availability of these
services is attacked by Mirai by exploiting a DDoS attack since the services weren’t available
during the threat execution.
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Figure 2.2: Most infected countries by Mirai [Clo17].

Another interesting vulnerability of IoT devices is the famous Jeep car Hack. The IBM security
intelligence website reported the Jeep hack a few years ago, the vulnerability is related to the
firmware of the on-board software that allow to the research group to access to the car and to
obtain the control [TBCM18]. The research team was able to take total control of a Jeep SUV
using the vehicle’s CAN bus. By exploiting a firmware update vulnerability, they hijacked the
vehicle and discovered they could make it speed up, slow down and even veer off the road. Its
proof of concept for Internet of Things (IoT) hacks: while companies often ignore the security
of peripheral devices or networks, the consequences can be disastrous. In this scenario, privacy
and confidentiality are exploited since the malicious user can drive the car by affecting the safety
of the driving ecosystem.

By considering another nature of IoT application, a famous vulnerability is related to the cardiac
devices from St. Jude [SDF+18]. This vulnerability has afflicted 465,000 vulnerable pacemakers
that allows to hacker to obtain unauthorized remote access in order to remote control the device
and retrieve patients information. Moreover, the hacker could alter its functioning, drain the
battery, or administer potentially fatal shocks. This critical threat attacks the integrity of the
cardiac devices by allowing remote control for the malicious user.

Another vulnerability associated to the remote control is the TRENDnet Webcam Hack [SGE18].
This vulnerability is more simple than the others previous mentioned since it allows to hacker
to obtain the control of smart camera since the Mobile app and the communication used login
information in clear and readable text by attacking the privacy of the victims.

Also, the Cayla vulnerability is a famous attack against IoT devices [RIH17]. Cayla was a doll
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that it contains a “concealed surveillance device.” According to the researchers, hackers can use
an insecure Bluetooth device installed in the toy to listen and talk while a child is playing with it.
This interactive doll opens ways for hackers to use its cameras and microphones to see and hear
whatever Cayla does. The Cayla companion app also encourages children to share their parents’
names, what schools they go to, and where they live.

These are some examples of the most famous IoT vulnerabilities well known in the world, also
since IoT devices are widely distributed in the world, these devices are usually adopted such
as botnet in order to execute distributed cyber-attacks [BI17]. A classification of the attacks
and malwares against IoT devices is reported in [Ang17, VKH19]. The approach adopted to
perform cyber-attacks through IoT devices is initially to gain access, through vulnerabilities or
by exploiting possible weaknesses, and then carry out the attack against the predestined victim.
The main IoT attacks that take advantage of this approach are:

• Linux/Hydra [Jan11]: first known malware targeting IoT devices developed in 2008. Its
aim is to spread mechanism and DDoS functionality.

• Tsunami [AS16] is a bot that modifies the DNS server settings in the configuration of
infected devices so that traffic from the IoT device is redirected to malicious servers.

• Carna [PSY+15]: is a botnet created by an anonymous hacker to measure the extent of the
Internet and get an estimate of the use of the IP address. The data was collected by infecting
Internet-enabled IoT devices, in particular routers with empty or predefined credentials.

• Psyb0t [ĎKZ13]: works as based for command-and-control servers. The main methods
to infect IoT devices used by Psyb0t are Telnet and SSH access using a simple brute-force
attack with default usernames and passwords.

• Chuck Norris [CZ18]: is an IRC bot found infecting routers and modem DSLs in 2010.
Similar to Psyb0t, it has spread by forcing passwords, but it could also exploit the vulner-
ability of authentication in D-Link routers.

• LightAidra/Aidra [DFAG+19]: is a tool for scanning and mass exploitation based on IRC
on different architectures. The malware is designed to search for open telnet ports that can
be accessed using known default credentials.

• Linux.Darlloz [ZCW+14]: is defined as an IoT worm that spreads by exploiting an old
PHP vulnerability to access a system and privilege escalation through predefined and com-
mon credential lists.

• TheMoon [New19]: is an IoT worm discovered in February 2014. This malware specifi-
cally targets Linksys routers and exploits a command execution vulnerability when parsing
a specific value parameter sent in a POST request.
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• Spike/Dofloo [Xu18]: is a backdoor/DDoS malware discovered around mid-2014, iden-
tified as a target for 32-bit and 64-bit PCs with Windows, Linux-based PCs and IoT de-
vices based on MIPS and ARM architectures. This malware launches attacks with various
payloads including SYN floods, UDP floods, DNS query floods and GET floods against
targeted organizations.

• BASHLITE [MBM+18]: is one of the most widespread malware that infects Linux-based
IoT devices to launch DDoS attacks. It is reported that BASHLITE is responsible for the
enslavement of over 1 million IoT devices, consisting mainly of Internet-enabled cameras
and DVRs [SCM16]. BASHLITE infects an IoT device by brutally forcing access to Telnet
using known default credentials. Most infected devices are located in Taiwan, Brazil and
Colombia.

• KTN-RM/Remaiten [WLL+17]: is an IoT malware that combines the functionality of
Tsunami and BASHLITE. It infects Linux-based IoT devices by brutal forcing using com-
binations of default usernames and passwords frequently used from a list. Remaiten can
adapt based on the architecture of the IoT device and the type of attacks it wants to launch.

• Linux/IRCTelnet [DDDGS18]: is a new ELF botnet IRC malware intended for IoT de-
vices with IPv6 functionality. IRCTelnet which combines the Tsunami concept for the
IRC protocol, BASHLITE for infection techniques (access to telnet brute force and code
injection) and uses the Mirai botnet IoT credentials list. The basic source code of Ligh-
tAidra/Aidra is used to create the new botnet malware. The botnet uses UDP, TCP flood
along with other sets of attack methods in both the IPv4 and IPv6 protocol. The new
malware presents the option of additional IP spoof in IPv4 or IPv6.

As previously mentioned, the security of IoT devices is a topic of critical importance as these
networks and devices are mainly used in contexts where data is sensitive and of fundamental
importance where possible sensor malfunctions or communication networks can cause serious
damage.

2.2 Communication protocols

This section reports the state of the art relating to the protocols investigated during the PhD. For
each protocol, I carried out a deep study to identify possible vulnerabilities based on the current
state of the research world combined with a practical approach where I implemented a physical
network and studied its security aspects.
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2.2.1 Security state of the art of ZigBee

Cyber-security of IoT systems is a critical topic, since it is important to identify possible vulner-
abilities and innovative threats on such systems, with the final aim to efficiently protect them.
In order to detect possible vulnerabilities that could be exploited in an IoT network, it is im-
portant to consider security of wireless networks and the panorama of attacks affecting them.
[AHS12] introduces a taxonomy of attacks against Wireless Sensor Networks, by grouping at-
tacks in function of the exploited layer of the ISO/OSI stack. WSN are also investigated in
[Mes14a], proposing attacks categorization and taxonomies. A complete survey on the techni-
cal challenges, advances and future topics about WSN is proposed by [ZZWH16] focused on
security protocols and algorithms that are adopted in the wireless network. Most of the attacks
mentioned in such taxonomies are implemented during the research activities, by analyzing their
success against a ZigBee network.

Internet of Things networks may adopt different communication protocols. A comparison be-
tween IoT network protocols is proposed in [PKSE16], including Wi-Fi, ZigBee, Z-Wave, Thread
and Bluetooth Low Energy. In this work, security about ZigBee protocol is investigated, due to
its wide adoption [Gee05]. Other works focus on the execution of cyber-attacks on Internet of
Things contexts. Concerning Wi-Fi IoT networks, efficiency of denial of service [LLSK17],
flooding [Sha16], sybil [ZLLS14] and man-in-the-middle [FMC16] attacks is investigated in lit-
erature.

An important contribution is provided by Joshua Wright, the creator of Killerbee, a framework
including a set of tools able to exploit the ZigBee protocol analyzing network traffic and process-
ing the recovered packets [Wri09]. Although such software is extremely dangerous, its specific
hardware requirements (such as Atmel AVR USB Stick or TelosB mote models) limit the execu-
tion to properly equipped attackers. Thanks to Killerbee, it’s possible to execute several attacks
against a ZigBee network: for instance, it is possible to retrieve the network key when sent as
clear text. Such retrieval requires the attacker to be located in proximity of the network nodes,
in order to sniff the key exchange. Killerbee also includes other threats such as replay [SR13] or
manipulation/injection [BAKL12].

Other attacks focus on Denial of Service (DoS) activities, executed in order to disconnect a node
from the network. DoS attacks are popular on the Internet [CPCA13] and they are extending
to last generation fields such as mobile [JPJ12], SDN [KA15] and IoT [SWZL12]. Considering
such kind of threats perpetrated against a ZigBee system, several attacks target battery powered
sensors in order to reduce the lifetime of the device. In this context, the ZigBee end-device
Sabotage attack [OHA+14] is executed by keeping sensors active through the send of a broadcast
message every time the device wakes up from the sleep status. In this way, a sensor under
attack is forced to reply the malicious user, hence delaying the next sleep and discharging the
batteries quickly. A similar threat, the ghost attack proposed in [SCC+14], reduces the lifetime
of the targeted device by sending several crafted bogus messages to the victim. [VHPA+13]
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demonstrate instead how it is possible to discharge the batteries of a sensor if the attacker knows
the adopted sensor polling rate. [PGBA16] investigates instead DDoS attacks feasibility against
IoT environments. Another DoS attack proposed by [VHPA+13] exploits the ZigBee frame
counter. Such counter is commonly used by different network protocols to prevent threats such
as replay attacks. Concerning ZigBee frame counter exploitation, a malicious user could send a
parameter containing the maximum allowed frame counter value (sized 4 bytes), hence forcing
the victim to set the counter to the received value. If Message Integrity Check [LJX10] is not
implemented by the victim, each packet received after the malicious one will be discarded by the
victim since it will present a lower frame counter.

Another attack, known as Same-Nonce attack [SW04], can be carried out only if the Trust Center,
a device providing reliability during the key exchange stage, provides the same nonce encrypt
with the same network key for two consecutive times. In a ZigBee network, coordinators has role
of Trust Center. In this scenario, an attacker may retrieve part of the plain text simply calculating
the XOR between the two sniffed packets. Although this situation rarely happens, it is possible
to force this behavior by causing a power failure, e.g. by discharging batteries of a Trust Center.
In this case, Trust Center resets the nonce to its default value and it is possible to send a packet
with the same nonce [VHPA+13].

Considering other threats, ZigBee networks are also vulnerable to attacks known as Sinkhole and
Wormhole, discussed in [KZ15]. During a Sinkhole attack, a malicious node attracts the network
packets with the aim of creating confusion in the routing phase. Instead, during a Wormhole at-
tack, the malicious user receives packets at one point in the network and then replays this packets
in other areas to interfere all network functionality. Also, while [KLS+16] proposes the Broad-
cast Storm attack clogging the network by sending numerous broadcast packets, [YWWH16]
introduces two attacks against ZigBee, known as Absolute Slot Number (ASN) and time syn-
chronization tree attack. A sybil attack, proposed [LLK+08], is launched by an attacker that
acquires multiple identities on the network. The aim of this attack is to convince the other de-
vices that the malicious node is a legitimate node. In this way, a malicious node may, e.g., access
all services of the network or identify itself as a ZigBee router . Another type of attack is per-
formed if the enemy can physically access to a ZigBee device. Indeed, the malicious user may
perform a firmware dump in order to extrapolate the network key stored/hard-coded in the device
[JQ15].

Other attacks focus instead on specific version of ZigBee. In this context, a particular version of
the ZigBee protocol, called ZigBee Light Link, used for instance by Philips Hue bulbs [Wan13],
has been exploited different times. Indeed, [O’F16] found that the adopted ZigBee network key
can be retrieved if an attacker can sniff the re-initialization process accomplished by the bulbs
after a reset and if he knows the ZigBee Light Link master key. Another attack on ZigBee
Light link is proposed in [RSWO17], creating a worm that automatically infects adjacent bulbs,
building a custom infected firmware and to be deplyed as a fake OTA update.

Many works focus instead on ZigBee protection. Because of the wide adoption of the ZigBee
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protocol [Gee05], its interest in literature is focused not only to enhance the protocol [LW08,
EYL13, BAE11, RCS14], but also to improve ZigBee security. In this context, [MM15] makes
use of received signal strength indication (RSSI) to detect running sybil attacks, while [XMTZ06]
implements a protection system to counter jamming attacks, and [WP12] introduces counter-
measures against the sinkhole attack. Also, protection systems from physical attack aimed to
discharge battery of sensors and to protect the exchange of the network key between end-device
and coordinator are investigated [VHPA+13], while [RM08] proposes instead a protection sys-
tem against DoS attacks, by evaluating its efficiency on networks adopting different protocols,
including ZigBee. Instead, [RM13] focuses on the proposal of a novel rekeying system to protect
a network from suspicious nodes and to prevent eavesdropping. [BAKL12] proposes a protec-
tion system against packet-in-packet attacks (also known as tunneling [AMCP16]). [GHYK18]
works on a protection system in order to defense an IoT network by studying an approach to
re-distribute nodes in order to reduce damage in the network. Other works focus on the pro-
posal of innovative intrusion detection systems, designed to protect ZigBee based IoT networks.
[JL16] makes use of machine learning algorithms to detect running attacks. [JM14] makes use
of noise filtering processing to protect a network from impulsive noise. [ABPT+15] introduces
an Anomaly Behavior Analysis System (ABAS) for the ZigBee protocol based on network traf-
fic analysis in order to classify attack using information such as packets origin or destination.
[CLC+14] adopts a fuzzing method implemented on finite state machines by injecting differ-
ent testing cases into the system in order to detect vulnerabilities. [JM14] implements a system
using a noise filtering to protect against impulsive noise a ZigBee network. [ZS15] describes
the applied security measures in ZigBee protocol with a focus on weakness and he proposes a
software, called SecBee [DS18], to test security about ZigBee network using know vulnerabili-
ties. Regarding physical attack, [MO06, Per04, CD18] perform different study about attack and
defense against ZigBee regarding jamming threat by implementing a protection approach able to
protect sensor from this physical attack. [OHA+14] proposes a protection system against sniff-
ing, by installing the network key in the device avoid over-the-air exchange, for a replay attack,
proposing that the encryption process can be integrated with timestamp mechanism, and against
Network Discovery and Device Identification where they suggest to introduce in the network an
intrusion detection and prevention system.

2.2.2 Security analysis of the Wi-Fi communication protocol

IoT networks can be implemented by using different devices and protocols, depending on the
application needs, as discussed in the previous sections. By focusing on Wi-Fi networks, the
ESP8266 module is widely adopted for different purposes and in different contexts. For in-
stance, regarding sport applications, [RAA18, HYM14] embed the ESP8266 module on wear-
able devices in order to measure the high-performance and low-injury real-time high jump during
sports activities. Concerning healthcare, [ŠKK+17, ŠKK+16] theorize a heart rate monitoring in-
frastructure to combine pulse sensors with ESP8266 devices to remotely control patient’s health
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parameters. Instead [PCY+17] develops a remote control prosthetic hand controlled by an An-
droid application and making use of an ESP8266 to simulate the hand gesture selected on the
app. [ASPP17] implements an IoT application to monitor the closure of the eyelid to avoid a
drowsiness problems. In this case, the ESP8266 is attached to the eyeglass is order to remotely
monitor eyes parameters. The ESP8266 module is also adopted in industrial applications to mon-
itor and control energy systems [SBR18, AYA+15, KB17, TST+16], to automatic implement air
condition systems [SL17], or to prevent landslide [BPS16]. Referring to home automation con-
texts, [KS16, BP16, PSS+17, FMFCFLC18, KM16] implement an ESP8266-based system using
the MQTT protocol to monitor different physical parameters retrieved by home environments.
Instead, [SS16] develops a smart irrigation system controlling and monitoring irrigation, embed-
ding both an ESP8266 module and an Arduino micro-controller. Mentioned works focus on the
adoption of the ESP8266 module for different contexts.

In this context, the application of cyber-security measures to the Internet of Things networks and
devices assumes a crucial role, due to the wide diffusion of the IoT phenomenon [C. 13]. [S. 11]
addresses this topic proposing an IoT security framework supporting users to define security
needs, considering factors like environment or costs. Given the low power consumption and the
limited capabilities of IoT devices, security-related features can not be implemented properly
[MSDPC12]. Concerning threats against the Wi-Fi protocol, one of the most popular wireless
protocols, different taxonomies are proposed. [WL03] proposes a classification of Wi-Fi attacks
by analyzing both threats and countermeasures. Instead, by considering security of Wireless
Sensor Networks (WSN), it is investigated in [PS+09, Mes14b], proposing a categorization of
known attacks. Similarly, [Liu12] proposes a categorization of wireless attacks against smart
grid environments. A complete survey on technical challenges, progress and future topics WSN
is proposed by [HT+17], focusing on security protocols and network algorithms.

Unlike other network devices, IoT sensors and devices are often characterize by low computa-
tional power, low-sized memories and limited power capabilities. It is therefore important to
protect them adequately, while ensuring low resources usage. This is a challenge investigated
in the literature and generally known as green security [CMM11]. [HFH15] considers hardware
and software limitations of IoT systems, by creating a taxonomy of weaknesses in IoT devices
and networks. [SWZL12] analyzes the security of IoT networks identifying the crucial aspects
related to common vulnerabilities, while [MUC14, BKP15] focus on the security challenges to
be faced in the IoT field, also proposing security solutions. Similarly, [KP14] focuses on security
issues in environments such as healthcare, smart home or vehicle management.

Concerning protection systems, [AGA+15] proposes an algorithm to analyze spatio-temporal
data to detect attacks to IoT systems. [Tan13] focuses instead on the identification of compro-
mised nodes in IoT networks. Similarly, [NEA+15] introduces a technique to discover threats
inside of a network. Instead, [DMK+12] proposes a data protection system using public key
infrastructure (PKI) encryption in IoT networks, while [AH15] introduces an attack protection
framework, by classifying possible threats, hence proposing ad-hoc mitigation activities. A sur-
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vey of the state-of-the-art in Intrusion Detection Systems (IDS) is proposed by [BMS14]. They
analysed a series of well-know algorithms to detect threats on an IoT network. [KKK17] pro-
posed TermID which is a distributed network for intrusion detection system based on classifi-
cation rule and swarm intelligence principles to detect an attack on execution on the network.
[KKSG16] also compared a serious of machine learning and algorithms to detect threats on
802.11 protocol.

2.2.3 State of the art on security applied to the MQTT protocol

The starting point to investigate the security of the Internet of Things is to analyze the most
adopted communication protocols. In this context, [ASAAA17, KT15] review different IoT
communication protocols, with a focus on their main features and characteristics. Authors com-
pare 6LoWPAN, acronym of IPv6 over Low-Power Wireless Personal Area Networks, ZigBee,
Z-Wave and Bluetooth Low Energy network protocols. Similarly, [HSS17, YS+16a, AFGM+15,
GGH+15, DGCR16, Asi17] investigate both communication protocols such as ZigBee, 6LoW-
PAN and Z-Wave protocols, also considering application layer protocols like CoAP, MQTT,
AMQP.

In particular, in this work, I investigated the security of the MQTT protocol. By focusing
on MQTT security, standards specify a list of threats that needs to be considered by solution
providers. Some of the threats mentioned by MQTT Oasis standards [Sta14] are:

• Devices can be compromised,

• Unauthorised access of data,

• Attacks targeting the communication protocol,

• DoS attacks, and

• MitM attacks trying to intercept, alter or reroute communication and inject malicious con-
trol packets.

According to [CCVC12], security was not considered important when designing the MQTT pro-
tocol. While MQTT supports authentication, it sends credentials in plain text and lacks dynamic
access control list updates to block malicious publishers and subscribers. In order to address
these security concerns, the OASIS standard suggests the following security measures that de-
velopers can employ when building MQTT-based applications:

• Use of Secure MQTT (TLS version 1.2 or 1.3 on MQTT),

• Authentication of users and devices,
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• Client Authorisation,

• Control packet and application data integrity and privacy check.

Even the encrypted version of MQTT has been defined by the OASIS standard, using encryption
in constrained IoT devices is an important challenge [Sta14, SRSB15]. Some of the additional
security mechanisms that have been proposed to protect the communication between client and
broker are [Sta14, Ess15, SRSB15]: use of VPN to encrypt sessions between client and server,
use of client certificates for authentication, payload encryption, firewall configuration only to
allow traffic on default port 1883 (MQTT) and 8883 (MQTT-SSL), Load Balancer to distribute
the load to multiple MQTT brokers, restrict MQTT clients and set limits on the size of the MQTT
message. While applying these countermeasures is useful for reducing the impact of cyber-
attacks, IoT devices that use the MQTT protocol to communicate and send control messages will
be at risk of vulnerability in the protocol. Therefore it is necessary to study and understand the
behavior of the MQTT protocol and the attack patterns that target such application protocols.
Most of the work related to the MQTT protocol available in the literature focuses on:

• Performance evaluation [GSH16, LKHJ13, TMV+14, YS16b, GKL+18],

• Proposing security enhancements to the existing protocol [SRSB15, MHB+16, SKCH16],

• Formal modelling [HKB17, Azi16] and

• Security evaluation [PVP+17, FBVI17, ARH17a].

The security enhancement measures proposed in [SRSB15, MHB+16, SKCH16], include the
protection of data communication using encryption techniques for constrained devices. The vari-
ous performance evaluation methods proposed in [GSH16, LKHJ13, TMV+14, YS16b, GKL+18]
do not evaluate the broker performance during the DoS attacks. Other works on MQTT protocol
attempts to present a formal model and security analysis of the protocol. [Azi16], presented
a formal model of MQTT protocol based on message passing process algebra. The author
analysed the various message QoS levels against the standards and identified that the QoS-2
message model was prone to errors. [PVP+17] presented a security analysis of the MQTT pro-
tocol and described the various security requirements for IoT deployments. In another work,
[ARH17a] presented some attack scenarios as well as a security analysis of the MQTT proto-
col. In their work, the authors highlighted the security issues of the MQTT protocol and dis-
cussed attack scenarios against brokers with open authentication. Feasibility of such attacks
is questionable as most MQTT broker deployments in industrial environment disable open au-
thentication feature as it poses security risk of unauthorised access. In order to understand the
security issues in the MQTT protocol a threat model and the impact of SYN-Flood DoS attack
on message brokers was presented in [FBVI17]. [HRVL18]8) proposed a fuzzing approach to
test vulnerabilities of an MQTT based application. The proposed approach tested the behaviour
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of the MQTT based application when fuzzed data was inserted between clients and the bro-
ker. The authors used a proxy fuzzing technique along with a non-normative packet variable
header data template to asses the behaviour of both broker and clients when presented with un-
expected data. Failures were detected in certain versions of the broker software and in client
applications. Nevertheless, [ARH17a, HBK18] show the adoption of the web service Shodan
[BBDM14] to identify vulnerable MQTT brokers publicly accessible on the Internet. Instead,
[DC19, CBP17, FBVI17, YSAAH17] implement a distributed denial of service attack on MQTT.

Considering the IoT security topic, several attacks against IoT networks are found in literature,
meanwhile protection of IoT networks and systems from cyber-threats is an open research chal-
lenge, due to the constant appearance of novel threats targeting such platforms.

In these years, machine learning algorithms are adopted to detect cyber-attacks against infras-
tructure and networks. Particularly, deep learning approaches are adopted to detect cyber-attacks
by training the algorithm with the KDDCUP99 [KDHS18], while random forest, decision tree
and gradient boost algorithms are adopted to implement intrusion detection system with KDD-
CUP99 [ASK+20, CN12, KBR17] and naı̈ve bayes algorithms are adopted for cyber-protection
in [ABE04]. In order to design and validate efficient and accurate protection systems to detect
ICT attacks, the availability of public datasets is a critical point in the research world. By an-
alyzing datasets considered in literature, although published in 1999, the KDDCUP99 dataset
is still adopted to implement detection systems by comparing different machine learning al-
gorithms [YFZ+18], or by implementing specific algorithms such as random forest to classify
network traffic flows [LZLZ18]. Notwithstanding, although KDDCUP99 is widely adopted in
cyber-security [ECB17, MMGAK19], it is not a good choice to adopt it in IoT scenarios, since
it is not intended to be used in this context, as it includes attacks on conventional ICT networks
that are difficult to adapt to IoT environments.

Instead, by considering datasets used for detection of attacks against IoT, UNSW-NB15 and
NIMS are combined in [MTC18] with simulated IoT sensors, in order to identify running at-
tacks. Although authors consider HTTP, DNS and MQTT protocols, the MQTT traffic generated
by the IoT sensors is not publicly available, while the other traffics are. Ref. [AWS+19] makes
instead use of a custom dataset created by combining commercial IoT solutions (like Echo Dot,
Belkin NetCam, Hive Hub, Samsung Smart Things Hub) with different communication pro-
tocols (Wi-Fi, ZigBee and Bluetooth Low Energy) to classify cyber-attacks. Ref. [EJVA20]
combines instead simple IoT sensors, like temperature, motion, air pressure sensors, to validate
machine learning algorithms (one-class classification, Isolation forest (iForest), Local Outlier
Factor (LOF)), while Ref. [ZTG+19] focuses on a real IoT industrial scenario by designing an
intrusion detection system based on machine learning to detect cyber-attacks against an industrial
networks. Another dataset adopted to compare the effectiveness of classification algorithms on
IoT malware infections and IoT benign traffic by using IoT-23 dataset is investigated in [BLG20].
This dataset contains DNS traffic focused on Mirai, Torii, IoT Trojan, Kenjiro, Okiru, Haji me
and other botnet. N-BaIoT is another dataset used to detection and mitigate botnet attacks in the
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IoT context [MBM+18] focused on Wi-Fi communication. Although the adopted datasets are
in this case particularly interesting and variegate, authors did not release them publicly. Hence,
the possibility to exploit them for research purposes is extremely limited.

By focusing specifically on MQTT, different research works implement detection algorithms
based on MQTT dataset. In this context, a variant of the KDDCUP, called NLS-KDD, is adopted
in [SSA19] to implement an artificial neural network (ANN) able to prevent attacks against
MQTT. Nevertheless, by analysing the adopted dataset, it does not include MQTT application
data, by focusing just on TCP transport layer packets. Therefore, in this scenario, a specific
MQTT attack may not be detected, if exploiting the application layer protocol. Ref. [Mou19]
builds instead an MQTT dataset for detection approach based on machine learning called TON IoT.
Although publicly available, TON IoT does not include all MQTT packets send/received during
a connection: in particular, the authentication phase for both MQTT and TCP, involving the sen-
sor and the broker, is not found in the dataset. Similarly, disconnections are not present. As
authentication and disconnection phases are a critical aspects of IoT devices’ communications,
the dataset is considered incomplete. In addition, the TON IoT dataset includes a single TCP
connection for all the nodes, hence making it particularly difficult to distinguish different nodes,
for instance at transport layer. MedBIoT is another dataset related to IoT botnet focused on the
detection of botnet attacks as Mirai, Yakuza and Torii [GMMGBN20] but in this dataset the au-
thentication phase is not present. Another IoT dataset is BoT-IoT [KMST19]. Such dataset has
been adopted for different applications, such as to train deep learning based intrusion detection
systems [GFS+19] or to train a C5 classifier and a One Class Support Vector Machine classifier
to detect cyber-threats on the network [KGV+19]. In BoT-IoT, MQTT is exploited for commu-
nications with AWS services. Nevertheless, the raw PCAP traffic data related to MQTT was not
released. As previously anticipated, considering previous works on the topic, different custom
datasets are build and adopted to design protection systems, by also considering the MQTT pro-
tocol. Particularly, in literature, data of DHT11 temperature sensors connected to MQTT public
services are adopted [CDE+19], as well as temperature, inRow and coolant sensors [MLVID19].
Although such works are promising, related datasets are not publicly available. Instead, con-
cerning datasets of devices such as sensors and actuators proposed in [AMAMOG+19], they
have been publicly released, although not representative of a real network. In particular, in this
case, data regarding the authentication phase are missing. In addition, raw PCAP files are also
not available. By considering the adoption of deep learning methods for cyber-protection pur-
poses, [FMMJ20] analyses and reports the most adopted datasets in this context. Particularly,
as author reported, the only dataset available including MQTT traffic is BoT-IoT [KMST19], al-
though, as mentioned before, it does not include raw and extracted network data related to MQTT.

Despite the many studies related to the security of MQTT, tunneling systems are not investigated.
Instead, in [HKM18] a new reference model for the IoT stack is developed, in which each layer
is divided into different components (building blocks). Following the proposed architecture,
different attacks are surveyed, including denial of service (DoS), MiTM, buffer overflow and
authentication attack for MQTT. Authors in [NAYL16a] describe network security issues that
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could occur in IoT environments such as smart home, healthcare and transportation, classified
through different criteria (e.g. device property, information damage level, location, strategy,
host-based, access level, communication stack protocols, protocol-based). Instead, [TLM+20]
describes IoT attacks in general, regardless the underlying protocol. This approach exposes
similar attacks to different IoT protocols, by adopting an approach focusing on packets, protocols
or the whole system. For this categorization, several protocols are considered (e.g. ZigBee,
LoRaWAN, SigFox, etc.), without including MQTT. [ATZS19] addresses the major privacy and
security concerns in smart city applications instead, including DoS, malware, eavesdropping or
traffic analysis, without specific reference to application protocols such as MQTT. In [SKP+18],
the problem of IoT security is studied in terms of IoT-enabled attacks, referring to those threats
which exploit IoT vulnerabilities to compromise critical systems (healthcare, industry, etc) that
are strictly connected to IoT. In this work, examples of covert channels, built through smart IoT
devices (smart TVs, smart LEDs), are reported as an instrument for data leakage. In this context,
it is relevant to mention the Mirai attack, occurred in 2017, exploiting billions of IoT devices to
carry out a distributed attack against DynDNS [AAB+17].

Regarding covert channels, in [TZS+18] the feasibility of IoT covert timing channels (CTCs)
over mobile 4G/5G networks is investigated. Besides inter-packet delay based CTCs, other
techniques are illustrated (e.g. packet-reordering, rate-switching, packet-loss, retransmission,
and scheduling-based CTCs). Another interesting covert channel in IoT is presented in [Ho19],
where Sequential Probability Ratio Test (SPRT) is dynamically applied to sensor data to build
a covert channel between two distinct trojan applications running in two different IoT devices.
Covert channels can also be achieved in IoT applications, such as for Android wearables [DUAB16],
where hidden information is conveyed through changes to notifications content. The MQTT pro-
tocol has been exploited for covert channels too: in [VMWM19], an exhaustive categorization of
covert channels affecting MQTT is provided. Authors focus on the usage of such protocol to ex-
ploit the unaware MQTT broker by sending hidden messages through steganographic approaches
[MC14]. Unlike [VMWM19], the proposed work focuses on the exploitation of MQTT for tun-
neling purposes instead, by embedding the application payload on the MQTT publish message
itself.

Referring to IoT tunneling activities, several research works can be found in literature, proposing
implementations of systems theoretically near the concept of a tunnel. In [HT19], an IP tunnel-
ing using the TCP with Network Coding (TCP/NC tunnel) is presented as a way to optimize
goodput in heterogeneous IoT lossy networks, hence, without any kind of malicious intention.
Instead, [MBD+15] proposes a cloud-based framework for the setup of virtual networks among
IoT nodes: the system includes a reverse tunnel over WebSocket protocol, as a way to provide
server-initiated connectivity to any board-hosted service, or any other node on a contributed re-
source network, e.g., a Wireless Sensor Network. [AGY20] mentions Traffic Analysis as one of
the main attacks against smart homes (aimed at device identification) and tunneling techniques
(VPN tunnel) as the most common countermeasure, which allows to hide the metadata and mask
the flow information. Moreover, the paper introduces a novel Signature based Tunneled Traffic
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Analysis (STTA) attack, that can be effective even when tunneling is implemented. Again, in
this case, the proposed tunneling method should not be considered a novel threat. In [dHSF+18],
authors explore the feasibility of tunneling HTTP or HTTP/2 over SSH as a valid alternative
to TLS, in order to establish a transparent, secure, bidirectional communication between IoT
devices and platforms, with increased performance. By considering HTTP and SSH tunnels, im-
plementations of such tunneling methods are compared with the proposed MQTT based tunnel,
in order to evaluate their performance.

If we consider protection from malicious tunneling activities, as previously underlined, such
threats are often dangerous for the security of the network. Therefore, adopting countermea-
sures to prevent the attacks is necessary. According to [ZAB07], the identification of a covert
channel is required as a preliminary stage, then it’s possible to apply countermeasures, which
can be divided in four categories: eliminating the covert channel, limiting its bandwidth, audit-
ing or documenting the covert channel (so that everybody is aware of its presence). As high-
lighted in [EF16], most of the existing detection approaches depend on the recognition of an
abnormal behavior. Typically, the warden knows the normal traffic behavior in a certain net-
work, so it can easily detect abnormalities caused by covert communication. However, if the
normal traffic includes considerable variations, then these methods will fail to detect covert traf-
fic. Moreover, any covert traffic that looks similar to normal traffic will be hard to detect. It is
clear that covert channel detection is crucial. To this purpose, in the last years machine learning
(ML) has come to help, providing different methods to analyze and discover covert channels.
One of the most used classifiers is Support Vector Machine (SVM), as highlighted - between
others - in [SHRS16, XYH18, ASS19, AA18]. Neural networks, logistic regression and deci-
sion trees also have been tested in the same studies. Other detection approaches involve deep
learning [PCG+20], such as Recurrent Neural Networks ([SZZ18] or Reinforcement Learning
[ZLH+20]). [Cho19] puts into evidence that all the above mentioned algorithms were trained
and tested on traffic data obtained from just a single covert channel tool. As an advance to
this limitation, three ML models (SVM, k-Nearest Neighbors, Deep Neural Networks) on covert
traffic generated by nine different tools are discussed to demonstrate that k-NN performed bet-
ter than the others. Moreover, statistical methods could be adopted to detect specific tunneling
systems [AMP15]. Another possible approach to detect a tunneling system is to adopt machine
learning and artificial intelligence algorithms. In IoT applications, unsupervised machine learn-
ing approach [dTT19], supervised [RP18] and ad-hoc algorithms [YLNN19] are adopted. Also,
by combing different technologies, such as blockchain, it is possible to detect and mitigate infor-
mation leakage [XZZ+20].
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Chapter 3

Ph.D. contribution

3.1 Results on the ZigBee communication protocol

ZigBee is a wireless standard introduced by the ZigBee Alliance in 2004. It is based on the IEEE
802.15.4 standard, used in the Wireless Personal Area Networks (WPAN) context [RSP11]. Zig-
Bee is designed for embedded systems, often characterized by extremely low power consumption
and low-rate transfers requirements [DHTS13]. The protocol is indeed able to minimize battery
replacement frequency (up to 2 years) and to provide a communication rate up to 250 kbps, for a
coverage radius up to 1000 meters. Figure 3.1 depicts the ZigBee stack protocol.

Figure 3.1: The ZigBee stack protocol.
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The physical layer of the IEEE 802.15.4 standard manages modulation and demodulation opera-
tions. Particularly, ZigBee supports three different frequencies:

• 2.4 GHz with support to 16 different channels and providing a maximum communication
rate of 250 kbps (used worldwide);

• 868 MHz with support to 1 channel and a maximum data rate of 20 kbps (used in Europe);

• 915 MHz with support to 10 channels and 40 kbps of communication rate (used in US).

Since they work on the same frequency, in case of 2.4 GHz adoption, there may be interferences
with existent Wi-Fi networks [SALR14].

The MAC layer, also implemented in IEEE 802.15.4, takes care of ensuring a reliable and secure
communication, by implementing a Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA) to control access to the physical level [PB07].

The network layer of the ZigBee protocol implements instead network topologies, new devices
management and security handling. Particulary, ZigBee supports three different network topolo-
gies:

• a star topology, where each node communicate with a central node;

• a tree topology, where central nodes of different networks are connected with a bus net-
work;

• a mesh topology, where all the nodes are connected to each others.
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Figure 3.2: Network topology available in ZigBee.

A graphical schema is reported in Figure 3.2. Mesh networks are the most interesting ones: in this
case, ZigBee implements ad-hoc routing algorithms to automatically rearrange communications
if a node of the network is disconnected [LZTS10].

The application framework layer represents the user interface and it is composed by three main
components:

• Application Support SubLayer (APS), providing an interface between network and appli-
cation layers; moreover, it controls and manages data sent and received by other protocol
layers to ensure proper packet transmission and encryption;

• ZigBee Device Objects (ZDO), an application object responsible of the initialization pro-
cedures of the APS and the ZigBee network layer to perform discovery of services and
new nodes in the network;

• Application Framework (AF), an execution environment for “application objects”, each
ones identified by an endpoint address from 1 to 254 (0 is reserved for ZigBee Device Ob-
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ject (ZDO), 255 for broadcast messages). Application objects are usually implemented by
different manufacturers. In order to enhance products interoperability, the ZigBee Alliance
has published different Application Profiles. The most common ones are home automation,
smart energy, light link and green power [RSP11].

ZigBee Node Types ZigBee supports different kind of devices with different functionalities:

• ZigBee end-device (ZED): it represents the sensor, usually in sleep mode most of the time
and periodically waking up in order to communicate with the other nodes of the network;

• ZigBee Router (ZR): an optional node used to route packets on the network;

• ZigBee Coordinator (ZC): a ZigBee Router with gateway functions used to manage the
network.

While on the same network it is common to have several different ZED nodes and different
routers, a single coordinator is found.

ZigBee Security As many other wireless networks, like Wi-Fi [Gol11] or ad-hoc wireless sen-
sor network [CR08, CD05], security assumes a crucial role in the ZigBee protocol. The encryp-
tion algorithm used in ZigBee is Advanced Encryption Standard (AES) with a 128 bit key. Such
algorithm, considered extremely secure and reialble, guarantees confidentiality and authenticity
on a wireless communications [LC17].

ZigBee provides two different security profiles [DT10]: Standard Security, the basic security
profile, rarely adopted because of its exposure to attacks, and High Security, mostly used since it
guarantees greater security during communications. Particularly, while considering the Standard
Security profile, the network key is shared in clear text (unencrypted), it is encrypted with the
Link Key in case of High Security profile adoption. The Link Key is one of the security keys
adopted by ZigBee:

• Master Key, usually hardcoded on the device or shared out-of-band, it is needed in order
to retrieve the other keys but it is never directly sent on the network;

• Network Key, a key shared by all the devices connected to the same network. It is generated
by the Trust Center and it can be sent on the network as plain text or in encrypted form,
depending on the adopted security profile;

• Link Key, a key generated using the Master Key and adopted for communications between
two different devices on the same network.
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In a ZigBee network, if communication is unencrypted, an attacker may access all information
of the network and may even sniff/capture exchanged packets. Otherwise, if communication is
encrypted, a malicious user may only perform attacks that don’t require access to the network,
such as denial of service or jamming, since it is very difficult to retrieve the ZigBee adopted
network key, hence decrypt exchanged packets.

In the next section, I will report the obtained results in terms of security vulnerabilities about
the ZigBee protocol by focusing on the implementation and execution of well-known threats in
cyber-security against this IoT communication protocol.

3.1.1 Investigation of well-known cyber-threats against ZigBee

In this section, an overview of cyber-attacks implemented on the test network, the procedure
adopted in the security test phases and finally the obtained results are reported. This work is
focused on the implementation of well-know cyber-attacks against the ZigBee protocol. In par-
ticular, wireless cyber-attacks are investigated and implemented to verify if IoT networks based
on ZigBee are vulnerable to them. A set of cyber-attacks targeting non-IoT systems are selected
and performed against a test ZigBee network, in order to evaluate the possibility to effectively
target the network. Different scenarios are analyzed associated to different threats. Such sce-
narios focus on network dismantling to make it inaccessible, through the execution of jamming
and flooding DoS attacks, the recovery of sensitive information, through sniffing and brute force
attacks, and the impersonation of a network node, by perpetrating a replay attack. The results
obtained provide a set of vulnerabilities on IoT networks based on threats affecting non-IoT sys-
tems, by providing researchers a starting point concerning the potential exposure of IoT networks
and systems to cyber-threats (O1-O2). Such threats represent important attacks in the wireless
security scenario [HH05].

The threats selection is based on a multi-stage process. Such attack flow initially involves the exe-
cution of threats from outside of the network (hence, no network access is required). Particularly,
jamming attacks are considered for this step. Hence, network access attacks are considered, by
retrieving the authentication key through a brute force attack. Finally, once access to the network
is provided, several attacks are executed, by starting with passive threats (network communica-
tions sniffing), to the execution of denial of service (DoS) attacks against specific nodes of the
systems and, finally, to the execution of a replay attack, able to assess network security from
active attacks. By executing such threats, a malicious node is potentially able to damage the net-
work and make its services unusable, retrieve sensitive information exchanged on the network, or
propagate malicious information/actions. With the aim to contextualize each considered attack,
Table 3.1 reports, for each threat, information on how the attack is performed (inside or outside
of the network), the effects of the attack for the network, and the tools adopted to perpetrate the
attack.
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Attack Execution Effects Adopted tools
Jamming Outside Network not available RF Explorer

Brute force Outside Unpermitted access to the network Atmel RZ RAVEN USB Stick
and TelosB mote

Sniffing Inside Retrieve sensitive information Atmel RZ RAVEN USB Stick
and TelosB mote

Flooding Inside Network not available Atmel RZ RAVEN USB Stick
and TelosB mote

Replay Inside Propagation of malicious packets Atmel RZ RAVEN USB Stick
and TelosB mote

Table 3.1: Summary of the well-known cyber-attacks against the ZigBee network.

By considering the ZigBee protocol in particular, scope of this work, a description of the consid-
ered threats is reported.

• Jamming: The main aim of a jamming attack is to produce a DoS attack on the targeted
system, by working at the physical layer of the ISO/OSI stack. By using a directional
module called jammer, specific electromagnetic waves tilting network devices are created
and spread over the air. The aim of jamming attack is to deny the reception of commu-
nications from a network node, by interfering with the radio frequencies of the targeted
system. In general, physical attacks are a crucial topic for security of computer networks
[XMTZ06, RMBM09], since a malicious user may interrupt connectivity and system re-
store may not be immediate [MO06].

• Brute force and dictionary: In computer science, a brute force attack consists in verifying
all the theoretically possible solutions of a certain problem, until the correct one is found.
In the cyber-security field, this approach is usually adopted to retrieve the secret key used
by a service to implement access control, data decryption or device protection. In network
security context, instead, the aim of a brute force attack is to detect the key/passphrase used
to authenticate a node in the network, hence gaining access to the network like a legitimate
node does [BU05]. Although a brute force attack is theoretically always able to retrieve the
correct key, it may require extremely long execution times. A variant of brute force attacks
consists in text files containing several combinations of possible values. Such approach is
commonly known as dictionary attack [MCX16].

• Sniffing: The aim of this attack, also known as eavesdropping, is to passively intercept data
exchanged in a network. This threat can in general be executed either outside or inside of
the network. This activity can be carried out both for legitimate purposes (for instance, to
analyze communication issues or to detect intrusion attempts) and illicit purposes (fraud-
ulent interception of sensitive information exchanged on the network) [TC13]. Usually,
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exchanged network packets directly transit from the sniffing node [SG07], although this is
not always true (for instance, data propagated over the air or received through mirroring
interface are received by both the recipient and the malicious user). Because of this, sniff-
ing activities are sometimes confused with man-in-the-middle (mitm) ones, while sniffing
should be considered an implementation of a mitm attack [YML+12]. The difference be-
tween sniffing and man-in-the-middle is that mitm is adopted to alter received data before
forwarding them to the intended recipient (active attack), while sniffing is a passive imple-
mentation of mitm.

• Flooding denial of service: During a denial of service attack, resources of the targeted sys-
tem are depleted by the attacker, until it is no longer able to communicate on the network
[WS04]. In a distributed denial of service attack (DDoS), incoming traffic sent to the victim
comes from many different sources. In case of DDoS, rather than a simple DoS, it is more
difficult to stop the attack [LRST00]. There are different categories of denial of service
attacks, and several threats affecting all the layers of the ISO/OSI stack [WS04, CPCA13].
An important category of DoS threats is represented by flooding attacks, targeting the sys-
tem with high amount of packets, in order to consume its resources or induce it to a mis-
behavior [SLS05, SKK+97, Paw17]. Concerning DoS attacks against IoT systems, Mirai
is maybe the most known attack. Mirai is a botnet that become popular after the October
21th 2016 attack against the DNS provider Dyn. The attack exploited vulnerabilities of
several IoT devices to execute the global coordinated DDoS attack [KKSV17a].

• Replay attack: A replay attack occurs when an attacker copies a stream of messages be-
tween two parties and plays it back to one or more parties [PYFZ08]. If the attack is not
detected, the affected nodes process the flow as if the messages are legitimate. This mis-
interpretation may lead to negative consequences, such as the creation of redundant orders
for an article on an online shopping system, or the re-elaboration of sensitive information
that could create damage to the system. On IoT networks, a replay attack may lead to the
opening of a secure lock, or to an interruption of a farm machine. In order to protect a net-
work system from replay attacks, it is therefore crucial to distinguish whether the received
packets are legitimate or whether they are sent from a malicious node to abuse the network
[Syv94].

Testbed In this section, the architecture of the test network adopted to execute the different
attacks is reported. By performing security tests against the network, the aim is to validate the
success and the efficiency of the well-known threats against the ZigBee network. In order to
perform the tests, a specific ZigBee test network is implemented and a schema is reported in
Figure 3.3.
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Figure 3.3: ZigBee testbed network implemented for test the well-known cyber-threats.

The network is implemented by using IoT sensors adopted to retrieve and propagate temperature
information from the environment. Temperature data are sent from the sensor devices to the
coordinator as single packets sent every 30 seconds. When they are not retrieving/sending data,
devices are in sleep mode, to prevent battery drain. The network is composed by a coordinator
node for packets management and two sensors for data retrieval and sending. In this configu-
ration, sensors send packets composed by random temperature values, since the content of data
exchanged in the network is not relevant for the scope of the scenario. The aim is to test security
of the communication protocol and sensors.

According to the multi-step process defined before, both jamming and brute force attacks from
outside of the network are executed. Particularly, in order to execute a jamming attack, authenti-
cation is not required. Also concerning the brute force scenario, the aim is to retrieve the network
key used to access the network. Hence, even in this case, the attacker is not connected on the
network.

Subsequently, a malicious node is connected to the network in order to execute the selected
attacks from inside the network. For this purpose, the attacker is able to connect to the network
without forcing the access for the sniffing, flooding and replay attack. Although this may be
unusual, a scenario such this one may be related, for instance, to a dissatisfied user working on
the organization. This kind of attack is commonly known as insider threat [NBL+14].

Different devices are used in the test ZigBee network. According to Figure 3.3, network compo-
nents are composed by the following nodes:

• Coordinator, composed of a Raspberry PI 3 equipped with an XBee USB Board and an
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XBee Series 2;

• Sensors, composed of an Arduino UNO R3 , equipped with an XBee Shield and an XBee
Series 2;

• Attacker, composed of computer with specific network card for the ZigBee protocol.

The sensor and the coordinator nodes are connected to the network by using XBee Series 2
radio modules. Concerning the attacking node, jamming attacks were accomplished through
the RF Explorer Signal Generator device , while the Atmel RZ RAVEN USB Stick was used to
accomplish packets interception, the XBee Serie 2 radio module was used to accomplish brute
force, while the TelosB mote sensor was used to accomplish flooding DoS and replay attack. For
sniffing, flooding and replay threats, the KillerBee software framework was used.

The KillerBee framework was created in 2009 by Joshua Wright and later purchased by the
company Riverloopsecurity. It is a software library offering a set of security tools focused on the
IEEE 802.15.4 protocol. The main features of KillerBee are the ability to intercept the commu-
nication between two devices and also allows to process, decrypt, create and modify packets and
then send them on the ZigBee network [Wri09].

Finally, tests are performed to validate the implemented attack. By following the attacks previ-
ously introduced, tests perform the following steps:

1. Execution of a jamming attack against the targeted IoT

2. Execution of a brute force attack, in order to retrieve the access key adopted by the targeted
network for authentication purposes

3. Once the access to the network is provided, sniffing of the packets exchanged on the net-
work

4. Interruption of legitimate accesses to the IoT network by flooding it

5. Execution of a replay attack in order to impersonate a legitimate network node

Concerning the executed activities, detailed results are reported.

Jamming results In order to analyze the effects of a jamming attack, the RF Explorer Spec-
trum Analyzer device is adopted, providing the ability to analyze the radio waves present in the
environment during the jamming attack.

The jamming device was used to generate radio waves at the specific frequency adopted by the
network. For instance, ZigBee channel 28 corresponds to a frequency of 2480 GHz.
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Distance (m) 1 5
Frequency (GHz) 2.479 2.479

Power (dBm) -30/-40 -75/-85
Sent 100 100

Received 0 0
Errors 100 100
Lost 0 0

Table 3.2: Information retrieved with the jammer turned toward one device (jamming case A).

Distance (m) 1 5
Frequency (GHz) 2.479 2.479

Power (dBm) -30/-40 -75/-85
Sent 100 100

Received 56 47
Errors 43 51
Lost 1 2

Table 3.3: Information retrieved with the jammer placed between two communicating devices
(jamming case B).

Two different scenarios are considered: in the first one, sensors were at a distance of 1 meter
from each other. In the second one, such distance was equal to 5 meters. By taking the com-
munication between two sensors, for each scenario, the device was first turned towards one of
the two sensors (Jamming Case A), after which the test was performed by placing the jammer
between the two sensors (Jamming Case B). For each test, communication involves the send of
100 packets between the two sensors. Such attack is almost instantaneous, as the RF explorer
immediately begins the waves generation process that leads to the denial of service.

Packets exchanged by the sensors are analyzed through the Range Test software tool by X-CTU.
The results of the tests are available in Table 3.2 and Table 3.3. The tables report information
on the packets sent (Sent) and received (Received) from/by a node, packets lost (Lost) during
the communication (for instance, two sensors physically distant one from the other), ad errors
(Error) during the transmission (for instance, due to communication interruption).

As expected, by analyzing the obtained results, it is possible to notice that the jamming attack is
more efficient when the attacker is physically close to a device, since the generated waves have
a greater power and can better overlap the (legitimate) waves generated by the devices. Also,
results show that while the Jamming Case A leads to 0 received packets, during the Jamming
Case B, about half of a packets are correctly received. As conclusion, the Jamming Case A leads
to a more successful attack.
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Brute force/dictionary results A brute force attack was used during security tests to recover
the network key adopted by the test network. Although other protocols such as Wi-Fi have
different brute force tools that even work offline [KTT+12], this is not the case of the ZigBee
protocol.

Because of this, I executed a tool ad-hoc created, trying all possible key combinations until
the valid one is found. Since the network key is represented as a 32 bit hexadecimal value,
all possible combinations are 232, hence more than 4 billion. By assuming a test rate equal to
1 check every 10 second , more than 40 billion of seconds (more than 1000 years) would be
needed in order to retrieve the correct network key. The time required to perpetrate the attack
can be approximated as

t = k ∗ len(file)

2
(3.1)

where k represents the time needed to compute one key (in seconds).

Therefore, a brute force attack against a ZigBee network system is not possible to implement in
practice. Hence, for the tests, dictionary attack is executed, by willingly including the correct
network key in a dictionary file given in input to the attack script. As expected, in this case
results shown that the attack was successful and it was possible to access the network through
the retrieved key. In this case, although as effect of the attack, one or more malicious nodes may
join the network, the nodes are not directly affected by the attack.

Sniffing results After the brute force and jamming attacks were executed and evaluated, a
sniffer network packets attacks is executed on the network: the goal is to intercept the network
traffic and retrieve useful information [MGM04]. For this test network, end devices communicate
with the coordinator by repeatedly sending packets every 30 seconds. Although, as previously
mentioned, this attack can also be executed from inside of the network but, in this scenario, the
attacker did not join the network. Intercepted packets are either encrypted or in clear text, in
function of the network configuration. Through the zbdump and zbwireshark tools of KillerBee
[VWC+12], it is possible to store exchanged packets locally and analyze them. Once the packet
sniffing phase was carried out, the package analysis phase was accomplished.

As reported, three different security transmission modes are provided by the ZigBee protocol.
For these tests, I analyzed all such security implementations. The first tested configuration con-
cerns unencrypted communications. Since packets are transmitted in clear, it was possible to
analyze the content of the data, including packets payload or sender/recipient addresses. The
second tested configuration is relative to the exchange of the network key between the end de-
vices and the coordinator in clear text, with subsequent encryption of the exchanged messages.
In this case, if a malicious user sniffs the network key, e.g. when a node connects to the network,
or after actively disconnecting an already connected node, all communications can be decrypted
by the attacker.
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The last configuration is the safest one and it involves encryption of both authentication and
communications, hence making key recovery activities particularly difficult. Through physical
access to the end device, an attacker may access the internal configuration to retrieve the link key
and recover the network key.

Flooding denial of service results For flooding DoS tests against the ZigBee protocol, I
adopted the zbassocflood tool of the KillerBee framework, that is supposed to send network
binding packets making the coordinator inactive, because too many active connections are gen-
erated [SR13]. After the execution of this attack, it is required to legitimate devices to access to
the network again. Such access failed due to an authentication failure.

Figure 3.4: Denial of Service flood attack against ZigBee.

In particular, the executed attack works at the application layer of the ZigBee stack, generating
random MAC addresses connected to the coordinator, in order to block connectivity of the en-
tire network. Figure 3.4 shows the connections managed by the coordinator during a flooding
attack. As shown in the figure, the attacker creates a high number of rogue nodes (related to
different MAC addresses). By having a higher number of nodes to be part of the network, it is
more difficult to provide network connectivity to other (legitimate) nodes. In the figure, nodes
identified by an “E” icon are end devices, while nodes identified by a “R” icon are router nodes.
Also, nodes with light background are executing the authentication phase. Instead, nodes with
dark background are already authenticated on the network. The time required to the attacker to
perform this attack depends on the number of nodes currently connected to the network, as the
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aim of the attack is to saturate the maximum number of nodes simultaneously connected to the
network.

Under these conditions, a legitimate node is not able to connect to the network, since the coordi-
nator is not able to manage additional connections.

Replay results In order to execute a replay attack, it is needed to intercepts packets of interest
first. Indeed, since the replay attack is based on a re-transmission of packets exchanged on the
network, the attacker has to sniff packets first. Hence, packets are sent on the network again.
Figure 3.5 reports a scheme of the executed replay attack on the considered network. The aim
of the attacker is to sniff exchanged packets until relevant information are found. At this point,
packets can be replayed even instantly.

Figure 3.5: Replay attack against ZigBee.

By referring to the test network, the captured packets are related to temperature data, sent by the
sensor nodes to the coordinator. Hence, the attacks replayed such packets, by sending them to the
coordinator. For this malicious tests, I only focus on packets including application payload data,
since other packets may lead to an attack failure, due to the ZigBee protocol functioning. Once
a packet is received, the coordinator processes it without verifying its authenticity. In this case,
authenticity is the same of the original sender, since addresses are unchanged. After executing
the attack, the coordinator processes the packet as it is legitimately sent, hence making the attack
successful and the network vulnerable to a replay attack. Therefore, it is possible to conclude
that the ZigBee protocol is vulnerable to a replay attack in the validation activities. Nevertheless,
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in function of the adopted hardware, a protection system may be implemented in this case at the
application layer of the ZigBee stack, by providing additional security to the commands to avoid
repetitions (e.g. by using temporary tokens).

3.1.2 Challenges and personal experience

During the activities addressed related to the ZigBee communication protocol, I encountered
various problems of various kinds. The study of the protocol was easy to understand as there
are many documents available on the network that explain in detail all the characteristics of the
ZigBee protocol. Also, security aspects are very discussed in the research world for which the
study of the state of the art was very thorough. On the other hand, network implementation has
been more complicated as this protocol requires ad-hoc hardware to work as it is based on an
uncommon standard in computers. As first step to implement a physical network, I studied the
hardware and devices. Furthermore, the configuration of the ZigBee packages was also complex
as the interface between hardware and software is very delicate. Instead, the creation of the net-
work brought a number of problems that were solved by carrying out extensive research. Setting
the Sleep state of the End-Devices has brought about a series of complications as the configura-
tion for the Hibernation PIN consists of a series of steps which, if not performed perfectly, can
lead the device not to enter this state or staying there for a time that cannot be calculated.

3.2 Results on the Wi-Fi communication protocol

Given the nature of the different applications and contexts, different configurations are available
to implement IoT networks by using different IoT devices and protocols. For instance, it is
possible to adopt well-known standards such as the IEEE 802.11 Wi-Fi protocol, making use
of the full TCP/IP stack. By using well-known standards is possible to enrich networks with
innovative devices to manage more information. Wi-Fi is a wireless networking technology that
allows computers and other devices to communicate over a wireless signal. It describes network
components that are based on one of the 802.11 standards developed by the IEEE and adopted by
the Wi-Fi Alliance. Wi-Fi is the standard way computers connect to wireless networks. Nearly
all modern computers have built-in Wi-Fi chips that allows users to find and connect to wireless
routers. Most mobile devices, video game systems, and other standalone devices also support
Wi-Fi, enabling them to connect to wireless networks as well. When a device establishes a Wi-Fi
connection with a router, it can communicate with the router and other devices on the network.
Since Wi-Fi is a wireless networking standard, any device with a ”Wi-Fi Certified” wireless card
should be recognized by any ”Wi-Fi Certified” access point, and vice-versa. However, wireless
routers can be configured to only work with a specific 802.11 standard, which may prevent
older equipment from communicating with the router. For example, an 802.11n router can be
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configured to only work with 802.11n devices. If this option is chosen, devices with 802.11g
Wi-Fi chips will not be able to connect to the router, even though they are Wi-Fi certified.

Such approach would provide integration of IoT devices on existing networks and with exist-
ing applications, since it is based on a consolidated, widely adopted and pre-existing protocol
standard. Figure 3.6 reports the IoT network based on Wi-Fi adopted in this scenario.

Figure 3.6: Adopted IoT network based on Wi-Fi protocol.

The network is made up of various types of devices: a part relating to smart assistants, a part
consisting of commercial devices such as cameras, printers or motion sensors and a last part
relating to sensors developed through custom applications (in this scenario, temperature and
humidity). Nevertheless, such solution also inherits security vulnerabilities and limits, since
every Wi-Fi IoT device would be exposed to already existing well-known Wi-Fi threats, such as
denial of service [XWL+18], de-authentication [SGSL18], or replay [NAYL16b].

Considering cyber-security aspects of IoT devices, it is particularly important and crucial, since
IoT nodes are often demanded to accomplish critical activities, or because of the nature of the
devices, often able to collect and manage sensitive information (e.g. vital parameters of patients,
for health contexts, data related to citizens moving in smart cities environments, etc.). In ad-
dition, the limited capabilities of IoT nodes is often in contrast with the deployment of proper
security measures, as implementation of security measures introduces an additional computation
layer on the sensor node. Because of this, it is important to strengthen security of IoT devices and
networks. In this section, security of IoT devices communicating through the Wi-Fi protocol im-
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plemented on a specific module called ESP8266 is analyzed. The ESP8266 module is a low-price
micro-controller, developed by Espressif, providing Wi-Fi connectivity to an embedded micro-
controller. Being programmable, this device can be used for a large number of applications, such
as environment control [KS15], health parameters [MP17] or industrial processes [SB17b]. In
addition, the size of the device is extremely reduced. Figure 3.7 reports a comparison between
the ESP8266 module and a coin.

Figure 3.7: Size comparison between an ESP8266 module and 1 euro coin.

In particular, the ESP8266 Wi-Fi module is a self contained system-on-a-chip (SOC) with inte-
grated a full TCP/IP protocol stack. The ESP8266 chip is capable of either hosting an application
or offloading all Wi-Fi networking functions from another application processor. This module
has an on-board processing and storage unit that allows it connect sensors through its GPIOs.
There are several variants of the original ESP8266 developed by Espressif, although the basic
computational characteristics are often unchanged [N. 15].

In the next sections, I reported the obtained results in terms of security vulnerabilities and also by
using this low computational power device as vector attack, in order to demonstrate executions
of cyber-threats by using constrained devices.

3.2.1 Protecting the ESP8266 Module from Replay Attacks

By working over the Wi-Fi protocol, the ESP8266 module is potentially vulnerable to existent
Wi-Fi attacks [All03]. In this context, a relevant threat is represented by the replay attack [CG10,
Row10]. Replay is a well-known threat that exploits a security lack granting to the malicious user
unauthorized access to data or systems [Syv94]. Particularly, the intruder captures network traffic
between two network nodes, hence injects the same retrieved traffic on the network, in a later
moment. Such vulnerability is particularly important in the cyber-security field, since it opens to
possibility to replicate pre-defined actions, even by replaying encrypted data. In the IoT context,
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the vulnerability assumes extreme relevance, due to the sensitive context involving IoT devices.
Let’s think, for instance, to a set of commands able to control the opening/closure of a gate. By
replaying the opening command, it is theoretically possible to control, hence enter, a closed gate.

Concerning the ESP8266 module, a deep inspection shown that the module does not natively
implement a protection system able to counter a replay attack. In particular, by assuming that
the module is able to control/trigger/enable or disable a sensor (e.g. light, door, fire evacuation,
etc.), direct control (over Wi-Fi) of the module is required to trigger the desired activity. In
this scenario, if no protection has been deployed, the system is vulnerable to replay attacks. A
possible protection approach against replay attacks is proposed in [B+18], embedding a random
identifier and the port number as part of the key exchanged, while other security countermeasures
are able to mitigate different vulnerabilities. In this context, traffic encryption may be adopted,
through symmetric cryptography, because of its low-resources usage. The most used algorithms
for this purpose are 3DES and AES [PG16]. By considering the ESP8266 module, the NodeMCU
firmware implements encrypted HTTPS communications, although, due to its computational lim-
its [SG17, AK17, B+18], such implementation of HTTPS slows down communications at point
to make them unusable (e.g. for packet losses, or browser timeout expiration). Other counter-
measures may use one-time passwords, nonces, message authentication codes or timestamps, to
bind messages to a specific execution [JS14].

The ESP8266 module is able to implement encryption and security controls, such as SSL or
to use encrypted communication, by using external and third party libraries and applications.
Nevertheless, during the investigation phase on the module, preliminary tests are performed by
using such libraries, but the device lacking of providing appropriate security of communications,
since, through SSL or encrypted communications, connections are unstable and the device is
often disconnected from the network. This is due to the reduced computational capacity of
the module. Therefore, a research study shown that the ESP8266 module does not implement
efficient protection methods to counter replay attacks.

In order to protect the ESP8266 module from replay attacks, an approach based on the use of
nonces is evaluated. A nonce is a pseudo-randomly generated number often used in cryptography
applications [Rog04]. The validity of a nonce is limited in time and each nonce can be used
only once. Nonce approach are adopted instead of timestamps since timestamps, an alternative
methodology [EBE11], require time synchronization between the devices, that may be difficult
to achieve for low-performance devices like ESP8266. Preliminary tests returned that other
solutions are more computation-demanding than nonces, although nonces can be considered a
specific case of the one-time password scenario. Considering the adopted nonce approach, it is
combined with encryption algorithms: the proposed method encrypts the nonce in order to share
it privately between the two parties involved in the communication.

In the proposed solution, a pre-shared key is shared between the parties involved in the com-
munication. For instance, by considering the ESP8266 module, it can be hard-coded inside the
application installed on the device. Particularly, AES 128 bit cryptography primitives is adopted,
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applied to the IoT context [THL+18]. Encryption and decryption should be considered expen-
sive operations on low-power devices like ESP8266. Nevertheless, it is possible to define l the
number of digits composing the nonce, hence, its length. Preliminary tests showed us that a
nonce of length l = 4 decimal digits takes just a few milliseconds of processing power, without
compromising performance of the ESP8266. Since the length of the nonce is 4, and the range
number is 0-9, the nonces that could be generated are 104.

Assuming an application layer application (e.g. web-based) between two entities A and B, gen-
erally speaking, considering the exchange of a single message m, a first packet including m is
generated from the client A and sent to the server B. Hence, after processing m and triggering
an event em depending on m, B generates a response rm, sent back to A. Although both m and
rm may be encrypted, concerning the ESP8266 module, encryption is not possible, due to the
computational limits described above. Hence, a malicious user accessing the communication (for
instance, by working at network level) is able to reproduce the message exchange, by sending m
on the network, in order to trigger (again) em on B. Depending on the context, em may trigger
the opening of a door, the disabling of a camera, or other actions that are potentially extremely
dangerous, due to the physical location and functions often assigned to IoT nodes.

The proposed solution makes use of a pre-defined communication schema between the client and
the server, needed to accomplish messages exchange securely, without being exposed to replay
attacks. Note that the proposed algorithm limits encryption only on sensitive variables, hence
limiting the computational needs of the host. In this case, the proposed protocol makes use of
AES encryption at 128 bit, through a pre-shared key. Particularly, assuming an arbitrary content
x, the encrypted version of x is considered as {x}. Of course, each connection with the ESP8266
module is first established through the 3-way handshake. According to Figure 3.8, the following
steps are executed:

1. A sends m to B

2. B sends back an encrypted temporary and one-time nonce {n} to A

3. A sends {n+ 1} to B

4. B checks if the received value is equal to the expected one:

(a) if the value is equal to the expected one, B triggers em and sends rm to A

(b) otherwise, B triggers some error reporting action e′m and (optionally) sends r′m to A
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Figure 3.8: Sequence diagram of the proposed protection algorithm for ESP8266 module against
Replay attack.

Then, the proposed methodology is validated on a real environment.

Obtained results For these tests, a local wireless network protected through WPA2 is config-
ured and composed by the following components: (i) two ESP8266 modules, each one acting
as web server and connected to a sensor simulating opening/closure of a digital lock (smart lock
in the following), (ii) a (legitimate) client, remotely controlling the smart lock servers and (iii)
a malicious node, sniffing communications and perpetrating the replay attack on the two smart
locks. Although such scenario is extremely simple (as the aim is to demonstrate the vulnera-
bility of ESP8266 modules to replay attacks), it may be possible to think to a more complex
scenario including HTTP API calls executed from network nodes and/or module devices to the
ESP8266 module, to manage the lock remotely. In the considered scenario, the two IoT mod-
ules are connected to the network through Wi-Fi. They run a web server listening for incoming
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messages/control commands. While one module is protected through the proposed security al-
gorithm, the other isn’t. This approach is adopted to demonstrate that the protected device is not
affected by the replay attack, while the other (unprotected) device is. The client is connected
to the network through wired cable and it is configured to communicate with both the servers,
to open/close the smart locks. In this scenario, sniffing activities are executed by the malicious
node to intercept the client/server traffics, through a network tap. Other approaches may adopt
proper configuration of network appliances (like network switches), to replicate traffic directed
to a specific node on the attacker’s port. The legitimate client is supposed to interact with the
ESP8266 modules to open the smart locks. Such traffic is captured by the attacker and it is later
replicated on the network by the malicious node, trying to exploit the replay vulnerability on
both the servers/modules.

Hence, two scenarios are considered: first, a scenario without protection from replay attacks, rep-
resented by the communication between the client and the unprotected server. Then, a scenario
embedding the proposed algorithm, both on the server and the client, by using a pre-shared cryp-
tography key. These two cases are executed on the network and compared, in order to validate
and to evaluate the proposed protection method against replay attacks.

It is quite easy to imagine how the exposure to the replay vulnerability on a real environment
could lead the adversary to access sensitive areas of an organization, or a private environment,
with potential damage, loss of assets, or danger to personal safety.

After executing the “open lock” command from the client to both the servers, locks are opened,
as expected. In a later moment (a few seconds, during tests), the client sends a “close lock”
command to both the servers, in order to close the smart locks. At the same time, the attacker
captured the entire network flow, in order to replay it. This would theoretically allow the mali-
cious user the ability to run the command flow remotely, at a desired time, without authorization,
to open/close both the locks.

Obtained results validated the proposed algorithm: particularly, the unprotected node returned
vulnerable to the replay attack, since results obtained shown that the open/close flow was repli-
cated (O1). In this scenario, the malicious user is able to open/close the door lock, as the com-
munication is vulnerable to the replay attack. In parallel, the protected node was not affected by
the attack, due to the temporary nonce shared captured, not valid at time of the execution of the
replay attack. The protection system therefore ensures that a malicious user is not able to execute
previously captured packets several times since the protection system requires the exchange of
the encrypted nonce of which the malicious user does not know the decryption key and cannot
recover (O3).

Therefore, the proposed protection system resulted an efficient method to protect communica-
tions involving the ESP8266, without affecting performance of the module.
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3.2.2 Using ESP8266 as vector attack to execute Slow DoS attack

During the research activities, I decided to implemented a critical cyber-threat, called slow DoS
Attack on the ESP8266 module, in order to demonstrate the possibility to adopt IoT nodes to
carry out disruptive cyber-attacks (O2). The proposed attack is a denial of service (DoS) attack
aimed to make a network service unavailable to its intended users. The slow DoS attack (SDA),
category of DoS attacks, is designed to execute a DoS attack by adopting the low-rate approaches
making use of minimum attack bandwidth and resources to target a network service. Hence, the
goal is to demonstrate if a simple and cheap IoT module is able to execute critical and disruptive
cyber-attacks against corporate servers.

In the proposed scenario, the victim is represented by an Apache2 web server, able to handle by
default 150 connections simultaneously. Therefore, it is assume that the DoS state is achieved by
the attacker when 150 connections are established/seized on the victim. In order to evaluate the
attack and the obtained results, connections on the server are monitored by considering an attack
of 10 minutes.

Obtained results are shown in Figure 3.9. Particularly, just after a few seconds from the beginning
of the attack, the ESP8266 module is able to lead the DoS on the victim. Nevertheless, unlike for
conventional attacking nodes [CPA17], the DoS is not continuously maintained over time, be-
cause of the computational limits of the module. Nevertheless, as connections are re-established
and the attack influence [CPA17] is kept high. Such aspect is especially measured after around 8
minutes from the beginning of the attack, where most of the established connections were closed
by the server. Nevertheless, as shown, the IoT module is able to re-establish connections as soon
as a closure is detected, hence maintaining an high attack influence [CPA17] on the server.
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Figure 3.9: Results of a Slow DoS Attack perpetrated by a single ESP8266 module against an
Apache2 web server.

Although the DoS is not maintained over time, obtained results prove how low-cost IoT devices
can be adopted to perpetrate cyber-attacks against network services. Such threats target networks
of different nature, also including critical environments such as healthcare [BDMJ+19] or med-
ical IoT devices [KG19]. Future works may be focused on the execution of such threats against
medical IoT devices. In such sensitive contexts, it is important to consider that a lack in pro-
tection may compromise patients’ health conditions, hence, potentially compromise not only the
functioning of the underlying system, but also expose potential threats to human lives. In virtue
of this, regarding IoT and network security topics, by following the concept behind the Mirai at-
tack [KKSV17b], it is important to consider attacks against single network services perpetrated
by coordinated IoT nodes.

3.2.3 Captive portal attack by exploiting the ESP module

Another cyber-threat developed, always using the ESP module as an attack vector, is the Fake
Captive Portal attack (O2). Normally a captive portal is an Access Point or a gateway that allows
the connection to the Internet after a login procedure through a web page. In the context of
cyber-security, however, the attack creates a malicious Access Point with the aim of stealing
access credentials from victims who connect to the fake Wi-Fi network created by the attacker:
for this reason, a malicious Captive portal is considered a social engineering attack. Social
engineering represents a set of techniques used by cyber criminals to lure unsuspecting users to
send them their confidential data, infect their computers with malware or open links to infected
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sites. This type of attack turns out to be very dangerous since, usually, the aim of malicious users
is to recover sensitive user information.

In the proposed scenario, the attack was developed using the NodeMCU rom within the ESP8266
module. Although scientifically it does not impact the security sector as these attacks are known,
the innovation point is related to adoption of this simple sensor to implement the attack. In
fact, despite the small size and limited performance, it is possible to implement a Captive portal
attack with the ESP module. In detail, the project developed has as its aim the theft of the
victim’s Facebook credentials. At the first start of the malicious device, a network with SSID
called ConfigureAP is created, which can only be accessed via password in order to limit access
to the malicious user only: from here the attacker can decide the name of the network that will
be displayed from other users and that it will actually be the fake Captive Portal. Once the SSID
name has been decided, the device is automatically restarted and a free wireless network will be
created with the chosen SSID. Once the network is created, the device is ready to retrieve the
victims’ Facebook credentials. In particular, the victim who connects to the network will get
redirected to a page where to continue, and therefore authenticate on the network and browse
freely, it is necessary to enter their Facebook credentials, as often happens in free networks (for
example free Wi-Fi city networks). Figure 3.10 reports the fake Facebook login page.

Figure 3.10: Fake Facebook login page created by the ESP8266 module.

At the end of the insertion and sending of the credentials, the user will not get any reply message
regarding the authentication so he will be led to interpret it as an error in the login procedure or a
network malfunction, in reality his credentials will be saved on a file called credentials.txt inside
the device. Here the Fake Captive Portal attack was successful. Once the data has been collected,
the attacker will be able to retrieve the victim’s login credentials.
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A strong point of this device is its small size and the power supply through simple AA batteries,
therefore it is even possible to hide it in a public place, and then recover it at a later time.
The device was built using the ESP8266 module, two AA batteries, two switches which serve
respectively as on/off and as a reset of the default credentials, all connected by jumper cables,
soldered to each other. The circuit diagram of the device is available in Figure 3.11.

Figure 3.11: Electrical schema of the captive portal attack by using an ESP8266 module.

As previously anticipated the innovation of this attack turns out to be the implementation on a
simple and accessible device such as the ESP module. With a simple device from a few euros
it is therefore possible to retrieve sensitive and private information of users, thus affecting their
privacy and information security.

3.2.4 Challenges and personal experience

As for the activities related to the ESP8266 module, the main issue encountered concerns the
software part of the module. At the hardware level, a connection via a USB device is required
to load the codes on the module (with electrical circuits and resistors). At the software level, on
the other hand, the big obstacle is related to the low computational capabilities of the module.
The developed codes had to contain exactly only the extremely necessary functions as being the
memory for the instructions low, excessive functions could only lead to a worse performance or
to the non-achievement of the objectives.
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3.3 Results on the MQTT communication protocol

MQ Telemetry Transport (MQTT) is an application layer protocol introduced by IBM in 1999.
Although it should not be considered a recent protocol, MQTT is nowadays adopted for different
applications such as handling mobility [LCC+15], monitoring data [GSH16], notification sys-
tems [TWL+13], heart and ECG monitoring [CM16, BLCD13], and it was adopted in the past by
large-scale companies like Facebook in the Messenger application [LKHJ13]. In 2016, the Orga-
nization for the Advancement of Structured Information Standards (OASIS) declared MQTT as
the reference standard for communications on Internet of Things environments [KS16]. Because
of this, MQTT is still considered an important protocol in the IoT field and its security assumes
a crucial and critical role. MQTT is a lightweight messaging protocol, created to obtain a proto-
col able to minimize bandwidth in device communication and optimize energy consumption for
applications that require low battery power or with reduced computational power.

The MQTT protocol is based on the TCP/IP stack, positioning itself at the application level [Nai17].
The MQTT protocol stack is mainly composed of four levels: physical, network, transport, and
application. The physical layer is associated with Ethernet or WiFi connections, while the net-
work layer is tied to IPv4 or IPv6 addresses (depending on how the network is set up). The trans-
port layer guarantees a stable connection thanks to TCP, and finally, at the application level,
MQTT is positioned.

The protocol, which adopts a publish/subscribe communication model based on a central node
hosting the MQTT server called the broker, is used for M2M and plays an important role in the
IoT. In order to exchange information, the MQTT protocol uses a mechanism for publishing and
subscribing messages through the broker, able to manage thousands of clients simultaneously. In
MQTT, if a particular client wants to communicate with another client, it publishes a message
on a certain channel (called the topic) for the message broker. The message broker has the task
of filtering and distributing communications between publishers and subscribers. Each client
can subscribe to multiple topics, and every time a new message is published in a specific topic,
the message broker distributes it to all clients subscribed to that specific topic. An example of
an MQTT network is shown in Figure 3.12. In this example, two different sensors publish two
different messages, m1 and m2, on the same MQTT topic t. From the other side, when another
device connects to the MQTT broker on the topic t, it receives the messages m1 and m2.
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Figure 3.12: Network sample representation of the Message Queue Telemetry Transport (MQTT)
publish/subscribe approach.

The MQTT protocol is an interesting solution for wireless networks since its features allow
managing and mitigating possible connection issues. For example, if the communication from a
subscribed client to a broker is interrupted, the broker will store the messages for that client and
send messages when the client is connected again.

An MQTT session is divided into four phases: connection, authentication, communication, and
termination. A client starts by creating a TCP/IP connection to the broker using a standard
port or a custom port defined by the broker’s operators. The standard ports are 1883 for unen-
crypted communications and 8883 for encrypted communications using SSL/TLS. During the
SSL/TLS handshake, the client validates the server certificate to authenticate it. The client can
also provide a certificate to the broker server during the handshake. Since the MQTT protocol
aims to be a protocol for devices with limited resources and the IoT [PRA+16], SSL/TLS may
not always be an option [WWNN18]. In such cases, authentication could be implemented by
using a username and plaintext password that is sent by the client to the server as part of the
CONNECT/CONNACK packet sequence [BA17]. These packets are adopted by MQTT to au-
thenticate a device on the broker. Otherwise, if devices have sufficient computational power,
MQTT allows authenticating devices by using the username/password and communicating this
information encrypted with SSL.

MQTT is considered a lightweight protocol because all its messages have a reduced code foot-
print. Each message consists indeed of a fixed header, an optional variable header, a message
payload with a maximum size of 256 MB of information, and a QoS payload. The three different
quality of service levels determine how the content is managed by the MQTT protocol [LCC+15].
Although higher levels of QoS are more reliable, they have more latency and bandwidth require-
ments, so subscriber customers can specify the highest QoS level they wish to receive. The QoS
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available on MQTT are:

• The simplest QoS level is an unrecognized service. The publisher sends a message to
the broker once and the broker passes the message to the subscribers once. There is no
mechanism to ensure that the message has been received correctly and that the broker does
not save it. This level of QoS can also be indicated as QoS0 or at most once.

• The second QoS is called QoS1 or at least once and guarantees that a message is delivered
at least one time. The sender client stores the message until it gets a PUBACK packet from
the receiver that acknowledges the correct reception of the message.

• The third QoS guarantee the exactly transmission of the data. This QoS level delivers the
message with two pairs of packets. The first pair is called PUBLISH/PUBREC and the
second pair is called PUBREL/PUBCOMP. The two couples ensure that, regardless of the
number of attempts, the message will be delivered only once. This level of QoS can also
be defined exactly once or QoS2.

During the communication phase, a client can perform different operations, such as publication,
subscribe, unsubscribe, or ping. Considering the proposed work, the most important packets
available in MQTT networks are:

• CONNECT/CONNACK: packets adopted to authenticate a device on the MQTT broker.

• SUBSCRIBE/SUBACK: packets adopted to subscribe a client on a specific topic.

• UNSUBSCRIBE/UNSUBACK: packets adopted to unsubscribe a client from the topic.

• PINGREQ/PINGRESP: packets adopted to ping the broker server [RND18].

• DISCONNECT: packets adopted to disconnect the client from the MQTT broker [ARH17b].

As adoption rate for MQTT protocol in building IoT based applications increases, the attacks
targeting the IoT Application Layer protocol are predicted to increase. Hence such targeted
attacks need to be detected and solutions need to be built to prevent such attacks. A detailed
discussion on MQTT protocol and its security were presented to identify potential threats from
adversaries. This work is important as initial point to evaluate the security of MQTT. In partic-
ular, in this work, I implemented two innovative cyber-attacks classified as slow DoS targeted
the Application Layer of MQTT. These threats are able to exploit weaknesses in the protocol to
accomplish their aim. As Slow rate DoS attacks, minimum resources and bandwidth are required
to the threats by making these innovative attacks more complex to detect and mitigate since their
behavior is considered legitimate. Such attacks can cause serious impact to the sensitive appli-
cations relying on the MQTT protocol and hence, its vulnerabilities need to be identified and
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detection systems need to be developed. Regarding the mitigation system approach for MQTT,
I worked to create a new legitimate dataset that will be adopted in machine learning/artificial
intelligence approach to detect and mitigate cyber-threats. Finally, a tunneling system based on
MQTT able to extract sensitive information is studied with a protection system based on machine
learning algorithms. In the next sections, obtained results are reported in details.

3.3.1 SlowITe, A Novel Denial of Service Attack Affecting MQTT

The Slow DoS against Internet of Things Environments (SlowITe) attack is a novel denial of
service threat targeting the MQTT protocol (O1-O2). Such threat belongs to the category of
Slow DoS Attacks, making use of minimum attack bandwidth and resources to target a network
service executing a denial of service [CPCA13, CPCA15a, CPA12]. Since Slow DoS Attacks
are able to target TCP-based protocols only [CPCA13], the MQTT service is considered as a
target by SlowITe since running over TCP. Particularly, the aim of SlowITe is to instantiate a
high number of connections with the server, in order to seize all available connections the MQTT
broker is able to manage simultaneously. Once all available connections (at the application layer)
are established by the attacker, the DoS state is reached. At this point, the aim of the attacker is
to keep the MQTT broker busy as long as possible, hence maintaining the DoS state, by using at
the same time the least possible bandwidth. In particular, considering a single connection, once
the three-way-handshake is accomplished, it is important to initiate a communication with the
server, in order to seize the connection with the listening daemon. For instance, for other SDA
like Slowloris, this is done in HTTP by sending the beginning of the GET request to the server
[CPCA13, CPA14]. Such payload can’t be adopted by SlowITe, since the payload accepted by
the MQTT server is not compliant to the HTTP protocol. Nevertheless, as previously mentioned,
in order to authenticate the client to the MQTT broker, the CONNECT packet is needed. Hence,
it is required by the attack to send such a packet to the server. Indeed, SlowITe exploits the
CONNECT packet supported by MQTT to instantiate the communication with the broker. The
application layer payload of such packet is sized around s1 = 30 bytes (the exchange of username
and password pairs is not considered here), depending on the size of the client identifier used to
uniquely identify the connection, at the application layer. Once such a packet is received by
the server, a CONNACK acknowledgment packet is sent back to the client, with an application
payload sized s2 = 2 bytes. At this point, the attacker can follow two different approaches:(i)
from one side, avoid sending additional messages to the server, hence, waiting for the server-side
connection closure or (ii) exploit additional packets and communications to keep connections
alive for an indefinite time.

Although it may not seem to be the best option, for the implementation of SlowITe, I followed
the first approach, since the second approach is not needed in practice, as connections are closed
by the server after extremely long times.

In particular, after the CONNECT packet is sent to the server, the server has to keep the connection
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alive for a period of time equal to k = 1.5 times [FRA07] the Keep-Alive parameter T , that is
by default equal to T ′ = 60 s [NK19, Mis18]. This means that by sending a single CONNECT
packet it is possible to keep the connection alive for k · T ′ = T ′DoS = 90 s. Although similar
exploitation on HTTP allows the attacker to keep connections alive for 300 s [CPA14], found
value should be considered relatively high, since it means that each connection requires (at the
application layer) just s1+s2

8·T ′
DoS

= 2.84 bps. After the Keep-Alive timeout expired, as expected,
the connection is closed by the server and the attacker needs to establish a new connection with
the server in order to seize the freed connection slot again.

Although such approach may be successful, from the attacker point of view, as it would be able
to potentially size all connections available on the server, hence reaching the DoS, and keeping
the server unavailable for around T ′DoS = 90 s, using low-rate techniques, SlowITe exploits a
specific vulnerability of MQTT that makes the attacker able to set the Keep-Alive parameter to
an arbitrary value. Such openness of the protocol should be considered a relevant weakness of the
MQTT protocol, found during research studies and exploited by SlowITe. In order to exploit it,
it is possible to specify the value of T on the CONNECT packet itself. Hence, it is possible for the
client to configure the behavior of the server, in terms of the expiration of the timeouts used for
connection closures. Being 16 bits allocated to the value of T on the MQTT CONNECT packet,
although it is possible to void the Keep-Alive mechanism by setting up a Tmin = 0 Keep-Alive
value, such configuration may not be allowed by the server: for instance, HiveMQ provides the
ability to disable unlimited Keep-Alive values (see [Hiv]). Nevertheless, it is possible to specify
a maximum value of T equal to Tm = 65535 . In this way, once the CONNECT packet is sent
to the server, the connection will not be closed by the server, before k · Tm seconds. Hence, the
connection will be kept alive for around 27 h and 18 min. This means that for such a period
of time, no network packets are exchanged between the client and the server, at the application
layer. Such extremely high value should be considered an important result of the proposed work.

The behavior is replicated for a number of connections depending on the server’s configuration
and its load. Indeed, in order to make the attack effective and make the MQTT broker un-
reachable by legitimate clients, SlowITe must seize all available connections. The number of
connections that the MQTT broker is able to manage is configured on the running server: con-
sidering for instance Eclipse Mosquitto v1.6.2, one of the most known MQTT servers [L+17],
“typically, the default maximum number of connections possible is around 1024” (more details
are available on the GitHub source code page of Mosquitto at [Mos]). This means that with a
number of connections equal to Nm = 1024 or greater, it is theoretically possible to lead a DoS
on an MQTT server, since most operating systems have a default socket limit of 1024 for pro-
cesses, so during the test phase, the SlowITe attack will create an number of connections equal
to 1024 to execute the attack against the MQTT broker.

Since SlowITe’s aim is to seize all connections of the server through low-rate techniques, the
impact on the server, in terms of bandwidth, CPU, or memory is negligible. This is a common
characteristic of Slow DoS Attacks, but it should be considered important, since it makes it
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more difficult to detect running attacks [MACP15]. The proposed attack should, therefore, be
considered an innovative threat exploiting a vulnerability of the MQTT protocol through low-rate
approaches.

Then, the adopted testbed is described, hence the obtained results obtained during the execution
of the SlowITe tests are reported. Initially, the SlowITe attack against Eclipse Mosquitto is vali-
dated [L+17] MQTT server, for both plain text and SSL ports. Then, the attack is tested against
other MQTT services such as ActiveMQ [Ion15], HiveMQ [EW18] and VerneMQ [PK18], com-
paring obtained results in terms of efficacy and bandwidth requirements.

Given the criticality of the attack, as it could potentially block an MQTT network, a report was
made to the MITER Corporation, funded by the National Cybersecurity FFRDC of the United
States Department of Homeland Security, which included it in the Common Vulnerabilities and
Exposures (CVE) with reference CVE-2020-13849 [VCA20b].

Testbed In order to validate the proposed SlowITe attack, a real network has been adopted.
The victim host was represented by a physical host based on Ubuntu Linux 18.04 server LTS,
running Eclipse Mosquitto v1.6.2 [L+17] based on the MQTT v3.1.1 and listening on ports 1883
(plain text) and 8883 (SSL). Other scenarios involve tests on ActiveMQ v5.15.12317, HiveMQ
v4.3.2 (in its free version) and VerneMQ v1.10.2, running on plain text port 1883 . The default
configuration was adopted for each tool. Instead, the attacker is composed of a Raspberry PI 3
Model B based on Raspbian 9.8 and running the SlowITe software over the Java environment.
Connectivity between the two nodes is provided through Ethernet connection. The choice to use a
low-powered node as the attacker is driven by the characteristics of Slow DoS Attacks, requiring
limited resources to accomplish their purpose [CPCA13, CPA14, CPCA15b, FCPA15]. It should
also be noted that, as previously mentioned, like for other kinds of SDA [CPCA15a], the impact
of the attack on the server is limited, in terms of bandwidth, CPU and memory. In addition, the
Raspberry PI often being used in IoT contexts, the adoption of this device such as vector attack
is tested.

Once the attack is running, SlowITe is validated it by checking if the DoS is effectively reached
on the server. Nevertheless, considering Eclipse Mosquitto (a similar concept is also valid for
the other daemons tested), since the number of simultaneous connections the server is able to
manage is not well defined (see the “around 1024” limit introduced above), it is needed to check
application layer connectivity with a listening daemon during the attack. In particular, a checking
node that periodically checks the status of the server is needed, trying to connect to the MQTT
broker through a single legitimate connection. Similarly to the concept behind the Schrödinger’s
cat paradox [Bam14], such a check connection may alter the status of the server itself. Indeed,
such a connection may itself induce a DoS on the server. Nevertheless, the aim is to verify if the
attack is able to generate the DoS itself or not. Such verification is accomplished by simulating
a legitimate connection and checking if a (legitimate) client is able to connect to the server.
Particularly, if the connection is accomplished, the DoS state is not reached. Otherwise, the
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attack is considered successful.

In order to validate the attack, during its execution, connectivity with the server is checked by the
victim itself, by repeatedly trying to connect to the MQTT broker, as a client, every Tcheck = 1 s,
and checking if the application layer connection is established or not. According to the approach
described above, in case the connection with the broker is established, the DoS is not reached.
Conversely, if the MQTT connection is not established, the attack is successful.

Obtained Results In order to test if SlowITe is successful, the initial point is to identify the
connection closure time, by analyzing the behavior of a single malicious connection with the
MQTT broker. Hence, the attack needed to be validated by creating multiple malicious connec-
tions with the server and observing the behavior of the server. Finally, tests on the SSL listening
port of the server are evaluted. Considering such tests, in the following, the obtained results are
reported.

Connection Closure Tests After a connection is established, the validation of the connection
closed after k = 1.5 times the Keep-Alive value T is needed. Hence, for default values, being
T ′ = 60 s, a connection closure after around T ′DoS = 90 second is expected. In order to test
it, a single SlowITe connection with the server is established and observed the behavior of the
MQTT broker. The CONNECT command is sent by SlowITe after 0.003 s the send of the first SYN
packet. As a consequence, the CONNACK message is sent almost instantly by the server. Then, at
time 90.625 the server sends a TCP FIN packet to the client to close the communication, which
is definitely closed at time 90.670 . Therefore, T ′DoS is equal in practice to 90.670 , that is in line
with the expectations. The overall attack bandwidth is equal to 86.29 bps.

In order to analyze the effect of the extended Keep-Alive parameter, from the attacker’s point of
view, it is set to the maximum Tm = 65535 value. Such value allows to evaluate the actual possi-
bility to keep connections alive for extremely long times, around 27 h. Similarly to the previous
case with a Keep-Alive equal to T ′ = 60 s, as expected, result obtained shown a connection
closure after 98302.876 s, hence, as, expected, more than 27 h. This means that a malicious user
could set the Keep-Alive to its maximum Tm value, in order to keep connections alive as long as
possible and, at the same time, reduce bandwidth requirement to minimum values.

Hence, with both the configurations adopted, it is potentially possible to lead a DoS on the server,
when trying to seize all available connection of the broker. For the next tests, since results shown
that the adopted T does not influence the possibility to lead a DoS, T = T ′ = 60 seconds is
adopted, that represents the default value.

Multiple Connections Tests In order to test if the attack is successful and the DoS is effectively
reached on the targeted server, it is important to define N , the number of connections to establish
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with the server. As previous mentioned, such number is “around 1024”. Because of this, in
order to identify the number of connections needed for tests, N = Nm = 1024 is set to execute
a SlowITe attack against the MQTT broker service, by targeting the 1883 port, used for plain
text communications. At this point, assuming the application daemon is able to manage exactly
Nm −Ne ≤ Ns ≤ Nm + Ne simultaneous connections, with Ne unknown, one of the following
cases is expected:

• N < Ns , hence the attack is unsuccessful, as legitimate clients are able to connect the
broker; or

• N ≥ Ns , hence the DoS is reached, as some of the malicious connections are still not
established with the broker.

In the latter case, considering an attack creating N = Nm connections with the victim, assuming
no legitimate connections are established during the observation, Ne = |Nm − Ns| is defined.
In particular, Ne represents the number of connections not exploited by the attack, if Ns ≤ Nm .
Otherwise, if Ns > Nm , Ne represents the number of additional connections that the attack
would need to lead a DoS on the victim. Results of the executed tests are shown in Figure 3.13,
by focusing on different time intervals of the attack. In particular, Figure 3.13a highlights the
first 20 s of the attack, where SlowITe instantiates the connections in order to reach the DoS state.
Similarly, Figure 3.13b reports instead details on the time interval where connections are closed
by the server, to analyze if, after 1.5 times the Keep-Alive value sent from the client, connections
are closed. Finally, Figure 3.13c shows the entire time scale focused on the maximum number
of connections established by the client, to analyze the DoS state during the entire execution of
the attack.

Results show that just after 3 s from the beginning of the attack, a large number of connections
with the server are established by SlowITe. Particularly, tests demonstrated that the number of
simultaneous connections managed by the server is equal to 1012 . Hence, Ns = 1012 =⇒
Ne = 12 .

By instead analyzing the DoS state on the victim, the DoS is reached as soon as Ns connections
are established, and maintained until the first connection is closed by the server. Similarly to
the tests previously reported, such event occurs after around T ′DoS = 90 s. In virtue of such a
result, it is possible to conclude that N = 1024 is a good choice for the execution of the attacks,
although each N between 1012 and Nm would be good in this case.

Considering the connection closures, the last connection was closed by the server after 92.060
s from the beginning of the capture. Such a result was expected, since it is compliant to the
results obtained and reported above. Moreover, the overall attack bandwidth was measured as
86493.85 bps. Compared to the previous test on a single connection, such result is in line with
the expectations, since N connections are established with the server, instead of a single one.
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SlowITe execution against Eclipse Mosquitto MQTT service for plain text communications

Figure 3.13: Effects of a SlowITe attack against an Eclipse Mosquitto MQTT service.

Tests on SSL/TLS Previous tests focus on the exploitation of plain text communications, while
now SlowITe targets a MQTT service supporting SSL/TLS. In this case, a minor increase in
bandwidth consumption is expected, compared to the previous tests, since an additional security
layer is introduced in the communication flow. Particularly, after running SlowITe, it is possible
to highlight that the effect of the server is very similar to the one depicted in Figure 3.13. Indeed,
in this case, the DoS is reached just after 4 s from the beginning of the attack. Moreover, the
DoS status is maintained until time 95.797 , while the last connection is closed at time 95.887 .
This means that SlowITe is able to exploit not only plain text communications, but SSL-based
communications as well.

Nevertheless, the attack bandwidth required to perpetrate SlowITe is in this case increased. In
particular, 341188.81 bps are required for the attacker to reach the DoS state. As expected,
such an increase of requirement depends on the introduction of the SSL/TLS layer on the com-
munication, requiring an additional exchange of messages between the client and the server.

Additional Tests against Other MQTT Service After executing tests on Eclipse Mosquitto,
the impact of SlowITe also on other MQTT services is validated. Indeed, since the aim of
SlowITe is to target the MQTT protocol, instead of a single software supporting such proto-
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col, the threat is executed against different services. Particularly, as previously mentioned, tests
are targeted ActiveMQ [Ion15], HiveMQ [EW18] and VerneMQ [PK18], running on their de-
fault settings.

Considering ActiveMQ, the maximum number of simultaneous connections the server is able to
manage is by default equal to Na

m = 1000. Therefore, during these tests, the malicious software
was adopted to establish Na = Na

m connections.

Instead, regarding HiveMQ, during tests, the free version of the software is targeted, which sup-
ports at most Nh

m = 25 simultaneous connections. Similarly to the ActiveMQ case, SlowITe was
configured in this case to initiate Nh = Nh

m connections with the server. It’s important to con-
sider that in this case, although a lower number of connections is adopted, the DoS state could
still be reached, since it is expected that connection number Nh

m + 1 will not be managed by the
server, hence experiencing a denial of service.

Finally, as the number of maximum connections supported by VerneMQ is equal toN v
m = 10000.

As preliminary tests showed that the service is effectively able to manage a slightly higher num-
ber of connections, in this case, N v = 11000 , hence keeping N v > N v

m .

Similarly to the SlowITe scenario reported above, T = 60 seconds is set, while traffic capture
refers to an overall duration of 200 s. Tests on each service tool were performed individually.
Table 3.4 reports the effects of the attack against each server, where, according to the definition
reported above, Nm is considered as the maximum number of concurrent connections supported
by the server and N the number of connections established by the attacker. In addition, Tc is
defined as the instant of time, represented as second, the first connection is closed by the server,
from the beginning of the capture.

Targeted Service Nm N Tc Network Bandwidth (bps)
Total For Each Connection

Mosquitto 1024 1024 92 38, 890.88 38.43
ActiveMQ 1000 1000 145 38, 320.96 38.32
HiveMQ 25 25 90 958.96 38.36
VerneMQ 10, 000 11, 000 90 449, 321.92 44.89

Table 3.4: Comparison between MQTT services.

For each considered scenario, the attack was successful: after just a few seconds from the begin-
ning of the attack, all connections are established with the server and the DoS is reached. This
means that SlowITe is able to target different services supporting MQTT.

Nevertheless, tests shown that the VerneMQ service is not affected by a denial of service, when
N v = N v

m = 10000 is considered. Indeed, for the executed tests, the server is effectively able
to manage 10, 009 simultaneous connections, instead of the 10, 000 configured. Although the
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objective of the test to validate the possibility to lead a DoS on a VerneMQ service is reached,
the investigation of the behavior of the server and the relation between the adopted configuration
and the number of connections the server is able to effectively manage is the scope of further
work on the topic.

During these tests, also it is possible to validate that the bandwidth requirements are in line with
expectations and they depend on the number of connections established. Particularly, considering
the different number of connections established during the attack, the attack bandwidth required
is similar for each scenario and VerneMQ requires more bandwidth, while ActiveMQ requires
less bandwidth than the other tested services.

In addition, connections are closed, as expected, around 90 s, which is a value in line with
the T ′DoS parameter previously defined. This is not true for ActiveMQ: tests reported that the
connections are closed later than expected, hence maintaining the DoS state for longer times.
Under such circumstances, where the KeepAlive parameter is set 60, test found Tc = 145 . As
such value is very close to T+T ′DoS , it is possible to presume that the timeout used by ActiveMQ
to implement server-side connection closures is initiated after the number of seconds specified
as Keep-Alive is elapsed. The validation of such a hypothesis is the scope of further work on
the topic.

Although different configuration are required to target different services, SlowITe was able to
lead a DoS on all tested services, hence demonstrating the ability of the proposed threat to target
the MQTT protocol in real scenarios.

3.3.2 SlowTT, an improvement of SlowITe cyber-threat

The proposed slow denial of service against MQTT (SlowTT) is an optimized and more efficient
version of the SlowITe attack against the MQTT protocol (O1-O2). As described in [VAC20b],
SlowITe has some limitations that SlowTT aims to optimize and improve. In particular, SlowITe
is able to keep all the connections available on the network busy for the time defined in the
KeepAlive parameter (by exploiting the 1.5 times management of the KeepAlive parameter), and
SlowTT aims to keep connections alive for an infinite time by exploiting the parameters and
network configurations adopted by the MQTT protocol in order to avoid re-establishment of the
connections or to avoid the high value of the KeepAlive parameter that could be suspected (al-
though defining a high KeepAlive value as not legitimate is not correct). In addition, SlowTT
allows setting lower KeepAlive values as it keeps connections active by exploiting the PING
packets to simulate an even more legitimate behavior of IoT sensors (think of a fire alarm that
remains connected, but as long as there is no fire, it never communicates information). The value
of KeepAlive does not affect the behavior of the attack as SlowTT is able to keep the connec-
tions open by exploiting the PING packet. Furthermore, the attack by keeping the connections
open prevents a legitimate client from occupying them as soon as the broker closes them. In that
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case, the DoS status is still reached for each subsequent client, but this could lead to problems
as the legitimate connection is not controlled by the attacker and should be occupied as soon as
it becomes free [MFDVGTdTN07]. With SlowTT, however, this does not happen as the con-
nections are not closed by the broker. Therefore, starting from the first version of the attack, an
in-depth study of the MQTT communication protocol is carried out to identify other parameters
and network packets to be used to implement the innovative version of the attack.

From the first version of SlowITe, an innovative version was idealized, theorized, and imple-
mented. The aim is to implement a denial of service attack against the MQTT protocol that
makes a network unreachable by legitimate users and also that is difficult to identify and miti-
gate. Based on these features, the SlowTT tool to send MQTT packets to the broker is developed.
The threat tool instantiates a high number of connections with the MQTT broker and tries to
keep connections busy to prevent the client’s connection by exploiting the CONNECT and PING
packets. In order to briefly summarize the SlowTT approach, the tool has the following flow:

1. Connection with the MQTT broker by exploiting the CONNECT packet.

2. Sending packets to keep the connection alive by exploiting the PING packet.

With this approach, the MQTT broker will never close the connection because through the PING
packet, the attacker keeps instantiated connections alive. In order to develop an efficient version
of the SlowTT tool, initially, three different versions of the thread were developed based on
packets adopted to perform the attack.

Before proceeding with tests to validate the other versions of SlowTT, the attack is optimized
by working on two very important parameters: Wait Timeout (WT) and KeepAlive. The Wait
Timeout is a client-side parameter configured by SlowTT to define the interval time between
each PING packet to keep the connection alive. The KeepAlive parameter, on the other hand,
is adopted in communication with the MQTT broker and used server-side. Such a parameter
identifies the time MQTT connections remain alive (without an exchange of packets) before
the MQTT broker closes the connection with the client. These parameters are related among
themselves, as the Wait Timeout has to be lower than the server-side timeout (e.g., KeepAlive,
for MQTT), in order to avoid server-side connection closures. After an in-depth study of the
MQTT protocol, two critical issues are noted regarding the KeepAlive parameter that can be
exploited by the attacker to perform SlowTT effectively and efficiently. The KeepAlive is not
defined by the MQTT broker, but by the client through the CONNECT packet during the authen-
tication phase; in addition to the client’s ID, the KeepAlive is also transmitted. This can be used
by an attacker to occupy the connection as much as possible without the MQTT broker clos-
ing it. The maximum time supported by the KeepAlive is 65,535 seconds. The second critical
issue is that the protocol MQTT keeps the connections alive for 1.5 times the KeepAlive time,
specifically with the following sentence “If the Keep Alive value is non-zero and the Server does
not receive a Control Packet from the Client within one and a half times the Keep Alive time
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period, it MUST disconnect the Network Connection to the Client as if the network had failed”
in the MQTT white paper. These two critical issues are fully exploited in SlowTT; as with the
CONNECT packet, the attack tool sets a KeepAlive, and knowing that the MQTT broker closes
the connection after 1.5 times the KeepAlive time, the tool sends the PING packet a few seconds
before connection closure. These two aspects are very critical and important since by configuring
in the right way the KeepAlive and Wait Timeout parameters, it is possible to drastically reduce
the number of packets sent on the network by the attacker. In this way, the threat is very complex
to detect since the tool simulates, in all its aspects, a legitimate connection that sends packets
with a certain time.

Finally, in order to make the attack efficient and make the MQTT broker unreachable by legit-
imate clients, SlowTT must occupy all available connections. The number of connections that
the MQTT broker is able to manage is defined within the configuration file. By default, a max-
imum number of connections is not set, but again, within the configuration file, it is described
that the maximum number of connections is “around 1024” since most operating systems have
a default socket limit of 1024 for processes, so during the test phase, the SlowTT attack will
create an number of connections equal to 1024 to execute the attack against the MQTT broker.
Table 3.5 summarizes the improvement of SlowTT compared with SlowITe.

Feature SlowTT SlowITe
Duration time Keep connections alive When the 1.5 times KeepAlive value expires,

for infinite time connections are closed
KeepAlive The attack does not The attack strictly depends

depend on the value of KeepAlive on the value of KeepAlive
Behavior More realistic behavior Anomalous behavior

(CONNECT and PING) (just CONNECT is a rare approach)

Table 3.5: Features comparison between Slow denial of service against MQTT (SlowTT)
and SlowITe.

Testbed In order to test and validate the innovative SlowTT attack proposed, a dedicated IoT
test network based on MQTT was implemented. The network contains an MQTT broker, in order
to manage messages exchanged on the MQTT network and different connected clients. The vic-
tim of the SlowTT attack is the MQTT broker since SlowTT aims to make it unreachable and to
avoid legitimate connections.

As demonstrated in [CPCA13, CPA14, FCPA15, VAC20b], a slow DoS attack, against a web
application or an IoT protocol such as MQTT, requires low performance, computational power,
and bandwidth to target the victim. Furthermore, mobile smartphones, botnets, and basic IoT
devices are able to execute this kind of threat. For these reasons, an IoT device is adopted
as vector attack; in particular,a Raspberry Pi 3 Model B connected to the broker. The testbed
network aims to represent a real network scenario where IoT devices with limited computing
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power and hardware are able to execute cyber-threats against other devices connected to the real
network.

The MQTT broker is implemented by using the Eclipse Mosquitto tool [L+17], an open-source
message broker (EPL/EDL license) that implements the MQTT protocol Versions 5.0, 3.1.1,
and 3.1. Mosquitto is lightweight and is suitable for use on all devices, from single board low-
power computers to complete servers. In particular, Mosquitto v1.6.2 based on MQTT Version
3.1.1 was installed in the broker. The MQTT broker implements standard configuration (e.g., the
MQTT listening port is 1883 for clear communication; instead, the listening port for encrypted
communication is 8883), and no constraints on the maximum connection number were entered
so that the MQTT broker is able to manage around 1024 connections (due to limits on the num-
ber of processes the server can manage). Furthermore, TLS encryption and MQTT Version 5
are considered in these tests to evaluate the new version of the SlowTT attack. In particular,
communication is encrypted with SSL/TLS (TLS v1.2).

In order to validate and verify the efficiency of the SlowTT attack, validation software was de-
veloped to verify that a DoS attack is not simple because the MQTT broker should be, at the
same time, alive and dead (based on the Schrödinger’s cat paradox [Bam14]). In order to ver-
ify if SlowTT is able to reach the DoS status, the validation tool alters the MQTT broker status
by trying to connect a legitimate client to the broker. This solution checks every second if it is
possible to connect to the broker. The validation tool developed is adopted to validate SlowTT’s
efficacy server-side: if the validation software is able to connect, that means that the DoS attack
was not effective (in that time); instead, if it is not able to connect, this means that the attack is
successful because all possible connections are instantiated by SlowTT.

The following scenario can be summarized in the following steps:

• The Raspberry Pi device starts to execute the SlowTT attack.

• In order to validate the attack, the MQTT broker checks if there are connections available
on the MQTT broker by using the validation tool.

The tests and results reported in the following work were carried out with the following times:
20 min of execution of the attack, KeepAlive set at 65,535 seconds, and Wait Timeout set to
60 s. The results obtained are extremely interesting and innovative as they demonstrate that the
SlowTT attack is able to make an MQTT network inaccessible to legitimate clients.

Executed Tests and Obtained Results In this section, the obtained results related to the per-
formed tests are reported. Initially, different versions of SlowTT are developed by combining
possible packets available in MQTT communications. Then, preliminary tests are performed to
identify the best approach to develop an efficient and performing version of the tool. Finally, the
obtained results are described in detail in terms of network traffic and bandwidth.

70



As mentioned before, three different versions of the cyber-threat are developed in order to achieve
the purpose of the tool. The concept of the implementation is to test different versions of the tool
by combining network packets available in MQTT. Based on these constraints, the developed
versions are the following:

• Connect + Ping: both the CONNECT and PING packets adopted; in the following called
SlowTT.

• Only Connect: only CONNECT packets adopted. This version is SlowITe.

• Only Ping: only PING packets adopted; in the following called Slowping.

The Slowping version is not able to perform the attack since without the CONNECT packet,
it is impossible to complete the authentication process on the MQTT server based on the TCP
three way handshake between the attacker and the broker, so this version is not able to establish
a connection to execute the attack. The attack flow is reported in Figure 3.14. The Wait Timeout
parameter is reported as wt in the figure.

Figure 3.14: Slowping attack flow against a MQTT broker.

SlowITe instead is able to establish multiple connections with the MQTT server and to set the
KeepAlive value since the authentication phase is completed by the attacker device. After this
phase, as shown in Figure 3.15, SlowITe does not send any other packets to the MQTT server
due to its nature. This attack is further compared with other versions in the rest of the paper.
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Figure 3.15: SlowITe attack flow against a MQTT broker.

Finally, the SlowTT version is the most promising version of SlowTT since, after establishing a
connection by using the CONNECT packet and setting the KeepAlive parameter, it sends PING
packets before the KeepAlive expired to keep the connection alive, as reported in Figure 3.16.
The Wait Timeout parameter is reported as wt in the figures.

Figure 3.16: SlowTT attack flow against a MQTT broker.

Based on the previous consideration, SlowITe and SlowTT are investigated and evaluated since
the Slowping version is not able to perform the attack since it is unable to create a TCP connec-
tion.

In order to validate the SlowTT attack, the first test executed is to demonstrate the difference
between the SlowTT and SlowITe versions. For this test, the attack is executed for 120 seconds
with the KeepAlive set to 60 s and with a PING message after 80 s in order to keep the connection
established. The PING message is sent after 80 s since connections are kept alive for 1.5 times
the KeepAlive value that, in this test equal to 90 s. Figure 3.17 shows the obtained result in terms
of network traffic.
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SlowTT and SlowITe executed against MQTT broker

Figure 3.17: Comparison between the SlowTT and SlowITe attack tools.

The result demonstrate that the SlowTT attack (blue line in Figure 3.17) is able to keep the
connection alive over the time set by the KeepAlive parameter by exploiting the PING packet.
Instead, the SlowITe version of the tool (red line in Figure 3.17) closed the connection when the
KeepAlive time expired. Furthermore, Figure 3.17 demonstrates that the MQTT protocol keeps
the connection alive for 1.5 times the value of the KeepAlive parameter. Furthermore, the con-
firmation of MQTT’s behavior on the KeepAlive parameter can be exploited by the attacker to
optimize the SlowTT attack and drastically reduce the number of packets needed to make the
MQTT broker unreachable, simulating normal network traffic and thus making the detection of
the activities very complex.

The different approaches between SlowTT and SlowITe is discussed. Although the aim of both
attacks is the same, the approach adopted in SlowTT is innovative since it is possible to keep
alive instantiated connections for an infinite time, while in SlowITe, once the KeepAlive time
expires, the broker automatically closes the connections.

After validating the SlowTT approach, further tests are carried out to validate the efficiency and
performance of SlowTT compared with SlowITe. The tests were performed for both attacks
by using the same scenario to avoid technical issues with configurations/features. In summary,
the tests were performed for 20 min, with a KeepAlive value of 65,535 s and a Wait Timeout
value of 60 seconds. The value of KeepAlive was not considered of significant importance in
these tests since the aim is to demonstrate that the attack is able to make a broker unreachable,
the target of DoS attacks; it is used in the previous test to prove that the SlowTT attack is able to
keep the connection alive for a potentially infinite time. Firstly, the SlowTT version of the attack
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is tested. The attacker initialized the connections and every 60 s sent a PING packet against
the MQTT broker. At the same time, on the MQTT Mosquitto broker, the broker checks every
second if there are connections available in order to validate the efficacy of SlowTT. The broker
reports zero if a connection is available on the broker or one if a connection is not available.
The results obtained are shown in Figure 3.18.

SlowTT tool test against an MQTT broker server establishing 1024 connections

Figure 3.18: Network traffic analysis of the SlowTT cyber-threat.

The results obtained demonstrate the efficiency and innovation of the SlowTT attack. As shown
in Figure 3.18, the attacker creates 1016 connections; at the same time, the MQTT broker can
no longer accept other requests since all connections are instantiated by the attack. The results
are confirmed by the validation since it reported the value one. Analyzing Figure 3.18, when the
attack begins, the maximum number of connections managed by the MQTT broker has not yet
been reached, and the MQTT broker reports zero as there are connections available. By analyzing
the obtained results, it is possible to confirm that SlowTT is able to perform a DoS attack against
an MQTT broker, making the broker unreachable by establishing all available connections on the
MQTT server, and therefore, no clients are able to connect and communicate with other devices.
From the bandwidth point of view, the SlowTT version requires 42.89 kbps. The execution of this
attack against an MQTT broker can lead to serious damages, as MQTT is used in very critical
environments (industrial, logistics, critical infrastructure monitoring, healthcare, smart homes,
cyber-physical systems, etc.) by IoT devices to communicate in real time sensitive data and
information recovered from the environment in analysis, and in the case that the communication
channel stops working, critical situations can arise with the loss of sensitive information. After
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running the test using SlowTT, the same tests are performed with SlowITe in order to compare
and evaluate the results. The scenario configuration was the same as the previous test; only the
attack tool changed. The test was performed for 20 min, with a KeepAlive value of 65,535 s,
a Wait Timeout value of 60 s, and several connections equal to 1024.

As for the test performed by using SlowTT, the attack is able to create 1016 connections that clog
the network and make it unreachable by other clients (maybe legitimate ones). The figure related
to the attack executed by using SlowITe is not reported since the network analysis reports a
graph similar to Figure 3.18. In this case as well, as in the previous one, when the SlowITe attack
reaches the maximum number of connections established by the MQTT broker, the validation
tool reports the value of one while in the first seconds of the attack, the value of zero is reported
as not all the connections were occupied. From the bandwidth point of view, the Connect version
requires 9.53 kbps, and this value is lower than the SlowTT value as PING packets are not sent.
However, comparing the two data, there is not a large discrepancy that could be used to identify
attacks. Both attacks are very complex to detect in terms of bandwidth and data transmitted
because, as these tests show, the network resources used are very minimal.

The real difference between the two versions is related to the value of the KeepAlive parameter.
If the KeepAlive is set with a low value, the SlowTT attack is more efficient because by exploiting
the PING packets, it is able to keep the server busy longer and therefore independent of the
KeepAlive value. The Wait Timeout between the PING packets must be less than the KeepAlive.
For the same reason, the SlowITe attack has a good effect only if the KeepAlive time is long;
otherwise, the connections are closed when the time is expired.

Targeting an MQTT Service Running on SSL As demonstrated in [VAC20b], SlowITe,
a preliminary version of SlowTT, is able to target and exploit communication encrypted with
SSL/TLS. In order to cover more IoT scenarios, SlowTT is tested also against an MQTT net-
work encrypted with SSL/TLS. In this test, the testbed is composed of the same devices and
configured with the same parameters of the previous tests, but the MQTT broker encrypts the
communication by using TLS v1.2.

In order to instantiate connections, SlowTT must be able to communicate over SSL. In these tests,
the attacker is an external device to the network, that is without access to the certificates necessary
to communicate legitimately with the broker. The first step is to authenticate the attacker on
the MQTT broker by encrypting packets with SSL; otherwise, the MQTT broker is not able to
authenticate the device. In order to establish a connection encrypted with SSL, an approach to
retrieve the public key used by the MQTT broker to encrypt the communication is adopted. When
the public key is retrieved, this certificate is imported into the attacker’s keystore. By using this
approach, SlowTT is able to encrypt packets with SSL and to communicate on the network.

When the attacker is authenticated on the broker, the workflow of SlowTT is the same as de-
scribed in the plaintext tests. The results obtained once again demonstrate that SlowTT is able
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to correctly execute the attack even with encrypted communication with TLS v1.2. The net-
work traffic analysis obtained during tests shows graphs equal to Figure 3.18. In conclusion,
what was previously demonstrated in [VAC20b] is confirmed: SlowTT is able to bypass the SSL
encryption of the MQTT protocol and establish all the connections necessary for the attack.

SlowTT Against MQTT Version 5 In 2019, OASIS released Version 5 of MQTT, a refinement
of Version 3.1.1 to improve protocol features and applications [GIC20]. The new features of
MQTT Version 5 include: better error reporting; a reason code has been added to responses to
publications PUBACK/PUBREC; shared subscriptions: if the message rate on a subscription is
high, shared subscriptions can be used to balance the load of messages; message properties, used
to implement the other features; message and session expiry, an option to discard messages if not
forwarded to other clients; other limits such as maximum packet size and the number of (QoS >
0) messages that are transmitted to the client.

Although this new version is not yet much adopted at the implementation level, SlowTT against
Version 5 of MQTT is tested to highlight the innovation of the attack. In order to perform the
attack on this new version of MQTT, studies were carried out initially on the level of network
traffic and packets to compare the differences between the two versions. Based on the packets
used by the attack, a difference in the CONNECT packet is noticed since, in addition to changing
the version of the protocol defined within the packet, there is a new parameter called Properties.
This property is used by all MQTT v5 packets and allows users to transfer additional information.

In order to execute the SlowTT attack against MQTT Version 5, a dedicated version of the tool
is developed able to adopt the new CONNECT packet as a vector attack. In order to validate the
new feature of SlowTT, I tested against an MQTT network based on Version 5 with Mosquitto
as the broker since it supports MQTT Version 5.

As the tests performed and fully described in the previous sections, also in this case, the attack
is able to reach the DoS status and make the MQTT broker unreachable from legitimate connec-
tions.

3.3.3 MQTTset, a new dataset for machine learning on MQTT

In order to protect the data exchanged in ICT networks, including IoT environments, detection
and mitigation system are employed, to counter cyber-threats. In this context, thanks to the rapid
growth of machine learning (ML) and artificial intelligence (AI) algorithms, networks monitoring
and prediction of incoming cyber-attacks is nowadays possible [FHJA19, KDP+19]. Neverthe-
less, it is well-known that ML and AI systems require a large amount of well-structured data to
be adopted, in order to train models used to identify malicious situations [CD09]. By focusing
for instance on IoT context, communication traffic of IoT environments can be used by ML/AI
algorithms to train a detection algorithm to identify running attacks on the network.
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Notwithstanding, the field of datasets used in the IoT context is extremely limited. In particular,
general datasets used in cyber-security (e.g., KDDCUP99 [TBLG09], UNSW-NB15 [MS15],
or NIMS [OOM19]) are used, although they are rarely suitable to IoT environments, due to the
limited support to dedicated protocols used in IoT networks.

Starting from the problem of the few available datasets available in the IoT context, in this
work the MQTTset is introduced, a novel dataset focused on IoT. In partilcuar, MQTTset in-
cludes communications based on the Message Queue Telemetry Transport (MQTT) protocol,
a publish/subscribe protocol introduced in 1999 [SM17] and considered an IoT standard pro-
tocol by the OASIS group [KS16]. Although it’s designed to be used in IoT environments,
MQTT is even adopted for applications external to IoT like mobile health monitoring or push
notification services [LKHJ13, KCR15, YBXQ16]. MQTTset is composed of IoT devices of
different nature (e.g., temperature, humidity, motion sensors, etc.), in order to simulate a smart
home/office/building environment. In addition, MQTTset includes both legitimate and mali-
cious traffics. Hence, it is potentially possible to use MQTTset to train ML/AI models in order
to characterize the legitimate behavior and identify malicious situations. In this work, first the
MQTTset dataset is proposed, hence validate it by adopting known ML/AI algorithms in order
to characterize legitimate traffic and identify potential threats on the network. Finally, in order
to help the research community to investigate the growing IoT context, the MQTTset dataset
is publicly released, including both legitimate and attack traffics, expressed in form of PCAP
packet capture files.

This work aims to create MQTTset, an IoT dataset focused on MQTT communications. MQTTset
was built by using IoT-Flock [GHR+20], a network traffic generator tool able to emulate IoT de-
vices and networks based on MQTT and CoAP protocols. IoT-Flock provides the ability to
configure the network scenario, in terms of nodes (e.g., sensor type, IP addresses, listening ports,
etc.) and communications (e.g., time interval used for communications between the sensors
and the broker). In addition, the tool implements different cyber-threats against the MQTT and
CoAP: publish flood, packet crafting attacks, segmentation fault attack against CoAP (making
use of a null Uri-path), and memory leak attacks against CoAP (by using invalid CoAP options
during packets forging).

In order to create a dataset representative of a real network, in this scenario, different IoT sen-
sors connected to an MQTT broker are deployed. Particularly, such broker is based on Eclipse
Mosquitto v1.6.2, while the network is composed by 8 sensors. The considered scenario can be
assimilated to a smart home environment, where sensors, uniquely identified by an IP address,
retrieve information like temperature, light intensity, humidity, CO-Gas, motion, smoke, door
opening/closure and fan status at different temporal intervals. According to Figure 3.19, sensors
are located into two separated rooms.
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Figure 3.19: IoT devices adopted to implement the MQTTset.

The sensors network is implemented in a limited access area (both physically and virtually)
where sensors communicate with the broker. In the network, no additional components (e.g.,
firewall) are installed. Indeed, the traffic is captured from the broker itself. Instead, during the
attack phases, the malicious node is directly connected to the broker in order to execute the
cyber-attacks. The position of the attacker node inside the network is not relevant since its aim
is to attack the MQTT broker due to the nature of the selected attacks.

Each sensor is configured to trigger communication at a specific time, depending on the nature
of the sensor. For instance, a temperature sensor may send information on the measured temper-
ature on the environment at predefined time intervals, e.g., every hour. Instead, a motion sensor
communicates on the network only when a movement is detected. Hence, in this case, since a
“periodic” communication is not suitable, a “random” one was adopted, by simulating motions
at random times. The communication behaviour is reported in Table 3.6 in the type column,
where periodic indicates the sending of a periodic message (sent every n seconds, with n re-
ported in the messages frequency column) and random indicates that sending is accomplished at
random periods, every a random m value, with m ≤ n, with n defined previously. By analyzing
communication aspects, the dataset simulate a real behavior of a home automation since sensors
communicate based on their functionality.

Each sensor is set up with a data profile and a topic used by the MQTT broker. The data profile
consists of the type of data used by the sensors, such as the ranges used by temperature or humid-
ity sensors, or the commands adopted by door lock sensors. Instead, the topic is the identifier of
the channel used to publish or receive information. In the proposed scenario, the MQTT broker,
identified by the IP address 10.16.100.73, is listening on plain text port 1883. Information
on all the involved sensors are shown in Table 3.6. Furthermore, some of the sensors connected
to the network, in addition to sending information, also have subscriber functions, to retrieve the
data exchanged on the network.
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Sensor IP Address Room Type Messages Topic Data ProfileFrequency (s)
Temperature 192.168.0.151 1 Periodic 60 Temperature Temperature

Light intensity 192.168.0.150 1 Periodic 1800 Light intensity Light intensity
Humidity 192.168.0.152 1 Periodic 60 Humidity Humidity

Motion sensor 192.168.0.154 1 Random 3600 Movement Movement
CO-Gas 192.168.0.155 1 Random 3600 CO-Gas CO-Gas
Smoke 192.168.0.180 2 Random 3600 Smoke Smoke

Fan speed controller 192.168.0.173 2 Periodic 120 Fan speed Fan speed
Door lock 192.168.0.176 2 Random 3600 Door lock Door lock
Fan sensor 192.168.0.178 2 Periodic 60 Fan Fan

Motion sensor 192.168.0.174 2 Random 3600 Movement Movement

Table 3.6: IoT sensors adopted in the MQTTset scenario.

The MQTTset dataset includes network traffic related to MQTT version 3.1.1. Authentication is
not enabled, hence, no username and password exchange is required to authenticate clients to the
broker. In addition, only plain text communications are included. Although this may represent
a limit of the proposed dataset, it provides packets inspection capabilities [ZBSC16], as well as
the possibility to consider a wider set of parameters included in network packets.

The generated MQTT traffic is represented as a packet capture (PCAP) file, captured during the
generation of MQTTset data. Capture time refers to a temporal window of one week (from Fri-
day at 11:40 to Friday at 11:45). The dataset is publicly available and it is represented by
11,915,716 network packets and an overall size of 1,093,676,216 bytes.

Starting from MQTTset, several possible intrusion detection and traffic characterization applica-
tions related to the MQTT protocol may be implemented. Particularly, as previously mentioned,
to the best of knowledge, a comprehensive and publicly available dataset focused on IoT pro-
tocols like MQTT is missing. In addition, MQTTset includes not only legitimate traffic, but
also malicious one. In this scenario, popular and easy to detect cyber-attacks against MQTT are
integrated but it is possible to integrate more complex attacks such as zero-day [KGV+19] or
innovative attacks against MQTT such as SlowITe [VAC20b] which is characterized by a partic-
ularly low attack band since it is a slow dos attack, the computational capabilities and bandwidth
required to perform this attack are very low making it difficult to identify and mitigate. Be-
ing publicly accessible, researchers will be able to integrate their attacks with the dataset for
analysis/detection/mitigation purposes. Such attacks are briefly introduced.

Considered Cyber-Attacks As previously anticipated, MQTTset includes real attacks imple-
mented to target the considered MQTT network, in order to include in the dataset additional
PCAP files which could be adopted, for instance, to validate detection algorithms. Particularly,
the following attacks are part of MQTTset and summarized in Table 3.7.
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Attack PCAP Size (bytes) Number of Packets Time (mm:ss)
Flooding denial of service 49,875,539 130,223 05:00

MQTT Publish flood 8,212,656 613 05:00
SlowITe 972, 272 9202 10:00

Malformed data 1,038,590 10,924 06:00
Brute force authentication 1,397,132 14,501 30:00

Table 3.7: Cyber-attacks executed in the testbed for the MQTTset.

• Flooding denial of service: Denial of service attacks are executed to prevent the service
to serve legitimate clients [WS02]. In this case, the MQTT protocol is targeted with the
aim to saturate the broker, by establishing several connections with the broker and sending,
for each connection, the higher number of messages possible. In order to implement this
attack, the MQTT-malaria tool [CDE+19] is executed, usually adopted to test scalability
and load of MQTT services.

• MQTT publish flood: In this case, a malicious IoT device periodically sends a huge
amount of malicious MQTT data, in order to seize all resources of the server, in terms of
connection slots, networks or other resources that are allocated in limited amount. Dif-
ferently on the previous attack, this attack tries to saturate the resources by using a single
connection instead of instantiate multiple connections. This attack was generated in this
case by using a module inside the IoT-Flock tool [GHR+20].

• SlowITe: The Slow DoS against Internet of Things Environments (SlowITe) attack is a
novel denial of service threat targeting the MQTT application protocol [VAC20b]. Par-
ticularly, unlike previous threats, being a Slow DoS Attack, SlowITe requires minimum
bandwidth and resources to attack an MQTT service [CPCA13, CPCA15a, CPA12]. Par-
ticularly, SlowITe initiates a large amount of connections with the MQTT broker, in order
to seize all available connections simultaneously. Under these circumstances the denial of
service status would be reached.

• Malformed data: A malformed data attack aims to generate and send to the broker several
malformed packets, trying to raise exceptions on the targeted service [PT19]. Considering
MQTTset, in order to perpetrate a malformed data attack, the MQTTSA tool [PPR+19] is
adopted, sending a sequence of malformed CONNECT or PUBLISH packets to the victim
in order to raise exceptions on the MQTT broker.

• Brute force authentication: A brute force attack consists in running possible attempts to
retrieve users credentials used by MQTT [SIM+19]. Regarding MQTTset, the attacker’s
aim is to crack users’ credentials (username and password) adopted during the authentica-
tion phase. Also in this case, the MQTTSA tool [PPR+19] is used. Particularly, in order
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to recall to a real scenario, the rockyou.txt word list is adopted, that is considered a pop-
ular list, widely adopted for brute force and cracking attacks [KMJ18]. For these tests,
the credentials are stored on the word list used by the attacker.

MQTTset Validation After the definition of the sensors included in the network and generated
the dataset, the MQTTset is used to provide a publicly available dataset to be used for detection
purposes. As mentioned above, MQTTset embeds IoT related traffic, in particular, MQTT com-
munications. In order to validate MQTTset, an intrusion detection system is designed, hence
applied on the dataset, combining legitimate MQTT traffic with different cyber-attacks (men-
tioned above) targeting the MQTT broker of the network. Both legitimate and attack traffics are
part of MQTTset. Subsequently, the different datasets referring to legitimate and malicious situa-
tions were mixed together and used to carry out training and prediction of algorithms, to validate
the possibility to use MQTTset to test and implement a novel intrusion detection algorithm.

For validation of potential intrusion detection systems, the following algorithms are considered:
neural network [HN19], random forest [TSH+19], naı̈ve bayes [SY19], decision tree [AMF+19],
gradient boost [TR19] and multilayer perceptron [GJ19]. In each case, a data pre-processing
phase is carried out, with the aim of extracting the necessary features able to characterize anoma-
lous, hence attack, traffics/connections. This phase is extremely crucial, as, depending on the
selected features, the adopted algorithm may lead to different results. Moreover, the selected
features have to be picked up accurately, as they have to represent and characterize a specific
category of network traffic [KDP+19].

All available features able of describing a connection were then recovered directly from the raw
network data. Features are extracted and filtered in order to focus on the most relevant ones able
to characterize potential attacks and the legitimate traffic. In particular, the features removed are:

• Source/destination addresses and ports: such features are removed in order to allow de-
tection to be more independent on networking configuration details (useful for DoS/DDoS
attacks)

• Communication times: such features are removed since the identification of attacks must
not be dependent on times or schedules

• tcp.stream: such parameter are related to a single execution, not useful for detection

• tcp.checksum: it is a unique value for each packet of the communication

• MQTT clientId, password, username and related lengths: such parameters are related to a
single execution and configuration and can be easily altered by an attacker

• MQTT topic: such parameter, easy to tune by the attacker, could be adopted to discriminate
legitimate and malicious behaviour
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• iRTT: a dedicated parameter used from Wireshark to define time between packets, not
related to a connection

• tcp.window size value: it is a parameter related to a single packet

The full list of selected features extrapolated and provided by MQTTset is reported in Table 3.8.
Such features were extracted both for the legitimate and the malicious cases.

A summary of the workflow of the proposed work is reported in Figure 3.20: starting from
raw network traffics provided by MQTTset, features extraction is accomplished. Hence, data
are combined to mix legitimate and malicious traffics. Since the features extracted are time-
independent, the mix of legitimate and malicious traffic is executed with a random approach
but with a fixed seed (with value 7) in order to replicate the dataset easily. On the mixed traffic
generated, different detection algorithms are adopted, with the aim to identify anomalies on the
generated traffic data.
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No Name Description Protocol Layer
1 tcp.flags TCP flags TCP
2 tcp.time delta Time TCP stream TCP
3 tcp.len TCP Segment Len TCP
4 mqtt.conack.flags Acknowledge Flags MQTT
5 mqtt.conack.flags.reserved Reserved MQTT
6 mqtt.conack.flags.sp Session Present MQTT
7 mqtt.conack.val Return Code MQTT
8 mqtt.conflag.cleansess Clean Session Flag MQTT
9 mqtt.conflag.passwd Password Flag MQTT

10 mqtt.conflag.qos QoS Level MQTT
11 mqtt.conflag.reserved (Reserved) MQTT
12 mqtt.conflag.retain Will Retain MQTT
13 mqtt.conflag.uname User Name Flag MQTT
14 mqtt.conflag.willflag Will Flag MQTT
15 mqtt.conflags Connect Flags MQTT
16 mqtt.dupflag DUP Flag MQTT
17 mqtt.hdrflags Header Flags MQTT
18 mqtt.kalive Keep Alive MQTT
19 mqtt.len Msg Len MQTT
20 mqtt.msg Message MQTT
21 mqtt.msgid Message Identifier MQTT
22 mqtt.msgtype Message Type MQTT
23 mqtt.proto len Protocol Name Length MQTT
24 mqtt.protoname Protocol Name MQTT
25 mqtt.qos QoS Level MQTT
26 mqtt.retain Retain MQTT
27 mqtt.sub.qos Requested QoS MQTT
28 mqtt.suback.qos Granted QoS MQTT
29 mqtt.ver Version MQTT
30 mqtt.willmsg Will Message MQTT
31 mqtt.willmsg len Will Message Length MQTT
32 mqtt.willtopic Will Topic MQTT
33 mqtt.willtopic len Will Topic Length MQTT

Table 3.8: The list of extrapolated features in the MQTTset.
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Figure 3.20: Workflow activities for MQTTset validation.

Obtained results will be presented and discussed in the next section.

Testbed and Obtained Results After pre-processing and features extraction stages has been
accomplished, and data are combined/mixed to generate a single dataset including both legit-
imate and malicious traffic data, the aim is now to validate all the intrusion detection algo-
rithms selected above. Selected algorithms are implemented in Python programming language,
by using well known machine learning and artificial intelligence libraries and tools such as
Sklearn [PVG+11b], Tensorflow [Shu18] and Keras [Cho18]. All the algorithms have been tested
on the same (mixed) dataset generated and on the same host (in details, a MacBook pro 2017 with
a 2.5 GHz Intel Core i7 dual-core, 16 GB of RAM and 512 GB SSD disk), to avoid potential devi-
ations referred to hardware or data changes. In this way, consistency on tests and results is main-
tained. Since the MQTTset is composed of different types of MQTT traffic, the detection system
must solve a multi-classification problem as it must not only identify an attack but, based on the
training phase of the system, also predict the nature and type of attack. The multi-classification
approach is considered since in a real scenario, a system could be target for cyber-attacks with
different behaviour, payload and characteristics. A detail detection could be important in order to
mitigate efficiently the identified threats. Based on this real scenario, an intrusion detection sys-
tem should be able to identify malicious behaviours, in order to protect the system from attacks.
For these reasons, intrusion detection algorithms able to make multi-class predictions [TTP19]
are implemented and validated, as the aim is to classify multiple threats. The decision tree (Deci-
sionTreeClassifier) is implemented with gini criterion, best splitter and maximum depth set until
all leaves are pure, while the random forest classifier (RandomForestClassifier) is tested with
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the default configuration. Instead, the gradient boost (GradientBoostingClassifier) is configured
with maximum 20 estimator. Regarding the deep learning approach, the multilayer perceptron
(MLPClassifier) is configured with a max iteration set to 130, a batch size to 1000, an activation
function set to relu and with adam solver. The neural network, instead, is implemented by using
the sequential algorithm with Kers (Sequential) with the first hidden layer consisting of 50 nodes,
the second of 30, the third of 20 and finally the last with 6 nodes relating to the 6 classes. The hid-
den layer are characterized by a relu activation function and a normal kernel initializer except
the last hidden layer since it is set with a softmax activation function. Finally, the na’́ive bayes
approach is configured by using a Gaussian Naive Bayes (GaussianNB). In order to replicate the
tests, a seed is fixed with a value of 7 adopted in the algorithms.

In order to test the selected intrusion detection algorithms, the dataset has to be splitted into
two parts: training (70% of traffic data, in terms of generated records) and test (the remaining
30% of traffic data). Hence, as for other similar approaches [WPK13], after training is accom-
plished, the test phase is perpetrated. Table 3.9 shows the results obtained for each of the selected
algorithms, in terms of accuracy, F1 score [DJHM13] and execution time.

Algorithm Accuracy F1 Score Training Time (s) Testing Time (s)
Neural network 0.99326833989724 0.9932468365565741 262.8857 74.2051
Random forest 0.9942991408704308 0.9943007213915611 1375.6648 35.8725

Naı̈ve bayes 0.9879035395431919 0.9897062545007078 45.02647 7.1440
Decision tree 0.9779726992251886 0.9850216439428234 88.7153 1.2932

Gradient boost 0.9911319662528564 0.9916394826795836 1584.3016 10.6267
Multilayer perceptron 0.9468814683726754 0.963694302875892 3024.1888 18.4380

Table 3.9: Obtained results from the machine learning algorithms in the MQTT dataset.

Accuracy is the ratio of number of correct predictions to the total number of input samples.
Instead, the F1 score is the harmonic mean of precision and recall, where precision is the number
of true positives divided by the number of all positive results, while recall is the number of true
positives divided by the number of all tests that should have been positive (i.e., true positives
plus false negatives) [HIZH19].

By analyzing in detail obtained results, by focusing on artificial neural network algorithms,
the neural network provided an accuracy of 0.993 with an F1 score equal to 0.993, while the
multilayer percetron resulted in 0.946 of accuracy and 0.963 of F1 score. Instead, by analyzing
decision tree algorithms, random forest results gave us an accuracy value equal to 0.994 with an
F1 of 0.994, while decision tree analysis reported an accuracy equal to 0.977 and an F1 score
equal to 0.985 and the gradient boost obtained both accuracy and F1 score near to 0.991. Finally,
for the part of supervised learning, the naı̈ve bayes obtained accuracy of 0.987 and F1 score of
0.989. In order to better analyze the results, the confusion matrix are calculated and reported in
tables 3.10 to 3.15.
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Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 3198 167 0 559 2 425
DoS 287 28,050 0 10,740 0 0

Actual Flood 3 17 29 124 11 0
Legitimate 6443 83 0 3568,146 43 0
Malformed 2226 77 0 566 29 380

SlowITe 1437 0 0 802 6 516

Table 3.10: Confusion matrix of the neural network in MQTTset.

Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 3195 375 0 212 560 9
DoS 191 32,812 0 5997 76 1

Actual Flood 1 0 89 93 1 0
Legitimate 1632 7278 0 3,565,038 712 55
Malformed 943 142 0 427 1757 9

Slowite 150 360 0 1136 302 813

Table 3.11: Confusion matrix of the random forest algorithm in MQTTset.

Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 961 40 10 3411 9 20
DoS 112 27,866 0 11,004 0 95

Actual Flood 2 0 88 92 1 1
Legitimate 12,051 0 0 35,50,861 0 11,803
Malformed 44 90 27 2449 443 225

Slowite 17 0 0 2331 8 405

Table 3.12: Confusion matrix of the naı̈ve bayes algorithm in MQTTset.

Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 3286 358 0 211 496 0
DoS 229 32,798 0 5992 57 1

Actual Flood 1 0 89 93 1 0
Legitimate 52,541 8967 0 3,505,850 7290 67
Malformed 1013 140 1 426 1695 3

Slowite 193 371 0 1091 293 813

Table 3.13: Confusion matrix of the decision tree algorithm in MQTTset.
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Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 1787 67 506 1579 411 1
DoS 29 15,744 9666 6403 0 7235

Actual Flood 2 0 0 182 0 0
Legitimate 20 1385 0 3,573,310 0 0
Malformed 557 18 308 1393 987 15

Slowite 123 0 398 1720 123 397

Table 3.14: Confusion matrix of the gradient boost algorithm in MQTTset.

Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 3568 209 5 179 49 341
DoS 391 32,874 0 5788 12 12

Actual Flood 11 11 56 91 15 0
Legitimate 329 175,806 0 3,394,175 3817 588
Malformed 2121 165 5 460 277 250

Slowite 1045 10 0 799 12 895

Table 3.15: Confusion matrix of the multilayer perceptron algorithm in MQTTset.

All the algorithms have obtained an accuracy level above 98%, while the F1 score is found to
always be above 97%. On the basis of the confusion matrices, the multilayer perceptron classifies
most traffic well while gradient boost is the best for classifying legitimate traffic. In particular,
on the basis of all the matrices and algorithms, flood, malformed data and SlowITe attacks are
complex to identify, since most of the times they are classified as a different scenario.

Despite the difficulty of the algorithms to classify attacks properly, the accuracy and F1 score
values are high. This consideration is due to the number of records relating to legitimate traffic,
since it is composed by a much greater number of records than the sum of the records of all ma-
licious traffics. In fact, the order size of legitimate traffic is in the billion while that of malicious
traffic is in the order of thousands. In particular, the sum of malicious traffics is 165,281 and the
legitimate traffic is 11,915,716.

Therefore, data related to legitimate traffic greatly influence the calculation of the metrics. Based on
this concept, a balancing about legitimate and malicious dataset is needed, in order to calculate
more precise accuracy and F1 score metrics.

Additional Tests In order to implement a more balanced dataset, the dimensions of the single
datasets are elaborated to balance the reports since the legitimate traffic was much larger than the
sum of the malicious traffic and the relative results were influenced by this value. For this reason,
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the size of the individual traffic data related to the malicious scenarios is revised, by replicating
each threat, in order to have a final size in the same order of magnitude of the data related to the
legitimate scenario. In particular, the size of the dataset is set at ten million records and increased
each single traffic to two million records (as five traffic scenarios are considered). In this way,
the sum of the malicious traffic is balanced with the legitimate traffic. Once the extended dataset
is created, the same algorithms are executed and calculated accuracy and F1 score. The results
obtained are reported in Table 3.16.

Algorithm Accuracy F1 Score Training Time (s) Testing Time (s)
Neural network 0.9044728333333333 0.9023636467243322 778.1805 144.2180
Random forest 0.9159708333333333 0.9140355032443288 2298.2762 125.8504

Naı̈ve bayes 0.643889 0.6872843841719165 85.2840 13.7836
Decision tree 0.9159608333333333 0.9140241688909468 148.8115 2.3031

Gradient boost 0.8795693333333333 0.8727044450930602 8840.0049 18.1375
Multilayer perceptron 0.9038521666666667 0.9018922771095824 5714.4811 27.2843

Table 3.16: Obtained results from machine learning algorithms on the MQTT dataset with bal-
anced dataset.

By comparing Table 3.16 and Table 3.9, obtained results are clearly different in terms of accuracy
and F1 score. The algorithms have an accuracy and F1 score between 87% and 91%, except the
naı̈ve bayes algorithm, where the results are around 64% in accuracy and 68% in F1 score. In
order to compare confusion matrices between balanced and unbalanced datasets, the obtained
results are reported for random forest, neural network and naı̈ve bayes confusion matrices in
tables 3.17 to 3.19, in order to report one matrix for each algorithm approach (artificial neural
network, decision tree and probabilistic classifiers).

Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 500,368 26,869 1369 1158 70,236 0
DoS 8816 525,989 6494 49,950 8751 0

Actual Flood 1200 4800 457,200 133,200 3600 0
Legitimate 324 13,019 37,366 2,948,060 1231 0
Malformed 175,020 20,280 1680 7800 395,220 0

Slowite 0 0 0 0 0 600,000

Table 3.17: Confusion matrix of the neural network algorithm with augmented and balanced traf-
fic in MQTTset.
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Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 529,389 25,547 769 1158 43,137 0
DoS 7797 523,910 7640 50,153 10,500 0

Actual Flood 1200 3600 453,600 140,400 1200 0
Legitimate 340 11,707 28,546 2,957,346 2061 0
Malformed 142,380 15,300 2760 8040 431,520 0

Slowite 0 0 0 0 0 600,000

Table 3.18: Confusion matrix of the random forest algorithm with augmented and balanced traffic
in MQTTset.

Predicted
Bruteforce DoS Flood Legitimate Malformed SlowITe

Bruteforce 591,126 0 0 8874 0 0
DoS 169,475 430,045 70 250 160 0

Actual Flood 300,000 0 292,800 6000 0 1200
Legitimate 1,106,594 0 28,643 1,864,763 0 0
Malformed 477,060 16,620 7740 13,980 84,600 0

Slowite 0 0 0 0 0 600,000

Table 3.19: Confusion matrix of the naı̈ve bayes algorithm with augmented and balanced traffic
in MQTTset.

By analyzing the confusion matrices, it can be seen that datasets are balanced. In particular,
such balancing ensures the values of the most real metrics and not influenced by a specific value.
By analyzing the matrices in detail, it can be seen how the neural network correctly classifies
legitimate traffic while the random forest identifies flood and malformed traffic and finally the
naı̈ve bayes algorithm classifies bruteforce attacks. Instead, all algorithms are able to identify
the SlowITe attack very precisely. These results could be considered more precisely and accurate
since the dataset is balanced in order to perform balanced tests on the dataset. Moreover, the al-
gorithms shown some lack in terms of detection of the attacks since sometimes the classification
process is not able to identify the correct traffic.

Dataset The aim of this work is to create a dataset for MQTT available to the research and
industrial community to provide a support or starting point for using data analysis techniques
or machine learning/artificial intelligence in the IoT context (O3). For this reason, the dataset
is public and available on the web. The dataset is available at the following address: https:
//www.kaggle.com/cnrieiit/mqttset.
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3.3.4 Tunneling system based on MQTT

In the context of computer networks, a tunneling protocol is a communication protocol architec-
ture adopted to communicate through a hidden way. It is one of the major threats affecting net-
works security, as it can lead to exfiltration of sensitive data [SNLDS03, RDSC+12]. Tunneling
is usually adopted either to exfiltrate data to the outside of the organization (as implementation
of a covert channel), or to bypass network restrictions deployed by the organization. In both the
scenarios, the tunneling is potentially unnoticed by network administrators, as they exploit al-
lowed protocols to send apparently legitimate packets on the network. Different communication
protocols are adopted to implement a tunneling infrastructure, such as HTTP [HZL19], ICMP
[SNLDS03], SSH [DGS08], UDP [SCC16], VPN [STF13] or DNS [MPVA11].

Due to the nature of IoT networks, widely adopted to elaborate and communicate sensitive in-
formation, this network architecture could be adopted from a malicious user to extrapolate and
steal sensitive information from an IoT network [LCC+09]. For example, in a critical IoT en-
vironments, the network firewall could permit communications only on specific ports or for a
predefined set of IoT protocols (e.g. port 1883 for MQTT plaintext communication). In this sce-
nario, a malicious user could exploit MQTT to set up a tunneling system aimed to communicate,
and, potentially, exfiltrate sensitive data, outside of the organization.

Based on such concepts, the aim is to implement a novel tunneling system based on IoT protocols
(O2). In particular, this work is focused on the exploitation of the Message Queue Teleme-
try Transport (MQTT) protocol, as it is considered an IoT standard protocol by the OASIS
group [KS16]. MQTT is a lightweight messaging protocol, able to exchange packets on the
network easily, through a publish/subscribe mechanism. Moreover, MQTT security is based on
access control list or TLS 1.2 and TLS 1.3 algorithms.

In order to evaluate and validate a tunnel approach for IoT network, an architecture based on
MQTT is implemented and reported in Figure 3.21, where an example of a web server to be
contacted by the client is presented. Similarly, other protocols may be used (e.g. SSH, SMTP,
etc.).

The tunneling framework is composed by three components: a tunnel client, a tunnel server and
the MQTT broker. Particularly, the tunnel client embeds a socks server and communicates with
the attacker through a web browser; the tunnel client is installed inside of the private network
targeted and used by the malicious node to initiate the tunneling system. Instead, the MQTT
broker and the tunnel server, both under the control of the attacker, as the tunnel client, are
instead located outside of the targeted network and are adopted to communicate with the tunnel
client.

In this scenario, the tunnel is established to communicate outside of the network for web brows-
ing activities. Similarly, as previously mentioned, it may be used to communicate with an exter-
nal service (even a web service), for instance, to transfer sensitive data stolen from the internal
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Figure 3.21: MQTT tunneling architecture.

network. Therefore, in this case, HTTP requests are encapsulated inside of MQTT packets, sent
from the client to the malicious MQTT broker. For simplicity, payload compression is not im-
plemented by the tunneling system, although it may be applied by the client, for instance by the
web browser.

Suppose C → S and S → C being the request and response pathways respectively, involving
the tunnel client C and the tunnel server S. In the following a more detailed overview of the
single modules is discussed:

tunnel client in the C → S pathway, the tunnel client receives the HTTP/HTTPS raw request
from the web browser and builds a MQTT packet string containing the request, which is
then sent to the tunnel server. In details, the client sends a message on the main/general
topic (subscribed by the tunnel server) specifying the name of the (new) topic related to
the new connection; topics are unique for each C → S connection. Hence, the tunnel
client sends the web request on the just created topic. Similarly, a secondary topic referes
to S → C connections and communications coming from the tunnel server.

tunnel server this module is able to reach the web server. In the C → S pathway, it receives
the topic name generated by the tunnel client on the main/general topic, subscribes to such
new topic and waits for an incoming web request, represented as a sequence of MQTT
packets. Once received, such request are forwarded to the destination web address. Si-
multaneously, the tunnel server creates a new topic, related to S → C communications for
the current connection/socket. Instead, during the S → C phase, the tunnel server waits
for the HTTP/HTTPS answer from the web server, hence, creates response MQTT packets
containing the web response and send them to the new topic created by the tunnel service.

By adopting the multi-topic approach, where each topic is related to a specific web request, the
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MQTT tunneling system is able to manage multiple connections in real time without the risk to
blend MQTT packets requests for connections managed by the tunneling system.

In order to validate the effective functioning of proposed tunneling system based on MQTT and
to analyse its performance, it is compared with other tunneling communication protocols tools
used to exploit different well-known communication protocols.

Testbed In order to validate and test the new tunneling system based on MQTT, a comparison
between the MQTT tunneling with other communication protocols adopted to implement a tun-
neling network is discussed. After an analysis on the research community [WZ11, ADSL+18,
CCS15], the MQTT scenario is compared with other protocols exploited for tunneling purposes.
In particular, HTTP, ICMP, DNS and SSH protocols are selected. Because of their characteristics
and their adoption in a wide variety of communication flows [MPVA11, vLCL08], such protocols
are particularly important in the tunneling context. According to this choice, Table 3.20 reports
details on the tools adopted, along with their version, for the tests.

Table 3.20: Adopted tools for comparing different tunneling approaches.

Protocol Tool Version
MQTT Mosquitto v2.0
HTTP Chisel v1.7.3
ICMP ptunnel-ng v1.42
SSH OpenSSH 8.1p1
DNS dns2tcp v0.5.2

Referring to Mosquitto, according to Figure 3.21 consider that the MQTT tunneling is com-
posed by different components implemented during the research work, Mosquitto is adopted to
communicate on MQTT network.

In order to perform the tests for each tunneling system, a network testbed has been implemented.
According to Figure 3.21, the concept of the network testbed is to simulate a real scenario where
the client requires a resource to an external web server through the implemented tunneling sys-
tem. For these tests, the adopted devices are a Raspberry Pi 3 model B acting as client1, a Linux
based virtual machine acting as tunnel server, and a physical Linux based server running the
MQTT broker. All hosts are part of the same local 1Gbps network.

For the executed tests, in order to simulate a client/server communication, the client generates
and sends a random string to the server. Hence, the server answers back to the client, sending
the same string received. In order to enhance reproducibility and to use the same string for each

1In this case, the client includes both the tunnel client and the web browser surfing the web.

92



protocol exploited, random strings are generated by the same seed. Therefore, by fixing the
length of the generated string, for each test, the same string is sent/received to/from the server.

Executed tests and obtained results In this section of the paper, the evaluation metrics adopted
to compare the tunneling communication protocols are described. Hence, executed tests are re-
ported and, finally, obtained results.

Evaluation metrics In order to compare and evaluate the different tunneling systems under
analysis, new metrics are defined to provide the possibility to measure the performance of each
tool. Such metrics are mainly focused on the overhead introduced by the tunneling system, re-
ferred to the initial payload to be sent. Being packets/data encapsulated, this metric is important
as, in tunneling systems, during encapsulation, each protocol exploited introduces specific head-
ers and footers necessary to communicate across the network through that protocol.

Let’s define T the duration of the test, in seconds. Ss identifies the overall size of data (in Bytes)
sent between the beginning of the attack (assumed to begin at time 0) and its end (assumed to end
at time T ). Similarly, Sr identifies the overall size of data received during the attack execution.
Let’s also define Ps the payload length (in Bytes) referred to data sent over the tunnel during the
attack. Similarly, Pr refers to the payload length of data received through the tunnel.

The amplification factor F is defined as follows:

F =
Ss + Sr

Ps + Pr

(3.2)

By defining S as follows:

S = Ss + Sr (3.3)

hence, as the overall size of data exchanged during the tunnel, and P as follows:

P = Ps + Pr (3.4)

hence, as the overall size of payload sent through the tunnel, The Equation 3.2 is simplified to:

F =
S

P
(3.5)

Having defined the amplification factor F , tests are performed for each considered protocol
by varying the payload size P to verify how S and F vary accordingly. Subsequently, for each
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protocol, a regression function was defined, in order to analyze the trend of the underlying curves
associated to each scenario considered. Finally, the different regression functions were compared
and analyzed, to identify the most efficient tunneling system, also in function of the payload size
P .

Executed tests The tests performed refer to the execution of each single scenario, by varying
Ps . During each attack execution, the network traffic of the adopted tunnel from the client side
(in this case, the Raspberry Pi) is monitored.

Particularly, during these tests, assumed I identifies the increment of payload considered between
one test and the next one, the following payload size ranges are adopted:

• Ps ∈ [100, 1000] , with I = 100

• Ps ∈ [1000, 10000] , with I = 1000

• Ps ∈ [10000, 100000] , with I = 10000

As reported above, the payload is randomly generated for each scenario. Particularly, in order to
make each test on the protocol payload-independent, by fixing Ps , random strings always gener-
ate the same payload. In addition, for each message received by the server, the same message is
sent back to the client, hence, having Equation 3.6 satisfied, for these tests.

Pr = Ps (3.6)

Obtained results Tests was executed to compare different tunneling methods exploiting dif-
ferent communication protocols. The aim is to analyze the behaviour of each tool considered, by
varying Ps , the size of the payload generated.

The first test case refers to Ps ∈ [100, 1000] , with I = 100 . Obtained results, in terms of overall
exchanged data volume S , are reported in Table 3.21. Instead, Figure 3.22 shows the trends of
the F value related to the considered tunnels, by varying the value of Ps .

Table 3.21: Obtained S values for payload size Ps ∈ [100, 1000].

Ps

Protocol 100 200 300 400 500 600 700 800 900 1000
MQTT 5716 5713 6645 6767 7269 8067 8579 8725 9773 10677
HTTP 11486 11772 12616 12756 14212 14336 15232 14992 15326 16408
ICMP 24338 20362 27286 21438 29984 20928 31174 31176 31784 33910
DNS 36627 32919 37649 39535 41061 39193 37723 37656 43574 45870
SSH 10616 13002 11616 12052 12998 7972 13734 10562 14897 15312
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Figure 3.22: Comparison of the amplification factor F obtained for each tunneling method,
considering Ps ∈ [100, 1000].

Results show how, by increasing Ps , F decreases. This is due to the overhead introduced by
packets, headers and footers introduced by each tunnel. As it may be expected, F decreases
in percentage with the growth of Ps . In addition, results show how the proposed MQTT-based
tunneling method is more efficient than the others, considering adopted Ps values. Similarly, the
DNS case results to be the least efficient one.

The second test performed refers instead to Ps ∈ [1000, 10000] , with I = 1000 . Similarly to the
previous test, results are reported in Table 3.22 and Figure 3.23.

Table 3.22: Obtained S values for payload size Ps ∈ [1000, 10000].

P
Protocol 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
MQTT 10677 15655 21041 25955 28746 30596 33536 35180 37791 40563
HTTP 16408 22012 20838 23358 24886 36792 29618 31932 34006 36624
ICMP 33910 37958 44048 49674 55454 60966 67046 72704 78118 82708
DNS 45870 64098 59507 77318 75749 84482 94463 102319 111267 119387
SSH 15312 21134 20574 22186 24050 26762 28446 30662 32730 35244
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Figure 3.23: Comparison of the amplification factor F obtained for each tunneling method,
considering Ps ∈ [1000, 10000].

Obtained results show the MQTT tunneling system is still the best solution, but only until Ps =
3000 (excluded). Then, for Ps >= 3000 , SSH and HTTP tunneling systems should be preferred.

Finally, the last test case is related to Ps ∈ [10000, 100000] , with I = 10000 . Results are
reported in Table 3.23 and Figure 3.24.

Table 3.23: Obtained S values for payload size Ps ∈ [10000, 100000].

P
Protocol 10000 20000 30000 40000 50000 60000 70000 80000 90000 100000
MQTT 40563 62013 82570 102640 126203 146871 169514 189232 210182 233615
HTTP 36624 54792 65072 92058 101966 112732 160528 171294 182138 207600
ICMP 82708 134114 191586 146528 257108 278320 364924 432102 413296 525846
DNS 119387 200757 221906 307299 341222 433190 517069 613494 706652 802597
SSH 35244 56656 86746 99694 101820 152142 164032 185080 197144 226224
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Figure 3.24: Comparison of the amplification factor F obtained for each tunneling method,
considering Ps ∈ [10000, 100000].

Results show that, in this range, the HTTP tunneling system turns out to be the best option, along
with SSH, that is more efficient for Ps ∈ {10000, 50000} .

By analyzing obtained results, especially for the proposed MQTT tunneling system, the proposed
attack is the most efficient one (hence, lower F values) for Ps < 3000 . For higher values of F ,
other approaches (particularly, SSH and HTTP) resulted more performant. Nevertheless, it is
important to mention that the proposed threat does not implement compression capabilities, that
may lead to different results, for high values of Ps . Such analysis in the scope of further work
on the topic. In addition, it should be considered that the choice to adopt a specific tunneling
method is often driven by the needs to pass unobserved to the protection systems (e.g. firewall,
IDS, IPS, etc.) deployed on the targeted organization.

Trends analysis Starting from the results obtained during these tests, the fitting/regression
function related to each of the considered tunnels is calculated. In particular, functions were cal-
culated over the entire range of payloads (hence, referring to these tests, with Ps ∈ [100, 100000]),
to provide a fitting function that better represents the attack models. Also, the R2 value was cal-
culated for each function. Such value represents the determination coefficient that is used as an
indicator of the goodness of the fit [Hel87]. Equations computed are reported in Equation 3.7

97



(MQTT tunnel), Equation 3.8 (HTTP tunnel), Equation 3.9 (ICMP tunnel), Equation 3.10 (DNS
tunnel), and Equation 3.11 (SSH tunnel).

yMQTT = 100.34 · x−0.409 R2
MQTT = 0.9582 (3.7)

yHTTP = 431.2 · x−0.563 R2
HTTP = 0.9521 (3.8)

yICMP = 645.93 · x−0.522 R2
ICMP = 0.933 (3.9)

yDNS = 929.53 · x−0.52 R2
DNS = 0.9263 (3.10)

ySSH = 292.94 · x−0.522 R2
SSH = 0.9206 (3.11)

In order to compare real and fit functions, the behaviour of the fit functions is reported in Fig-
ure 3.25, for Ps ∈ [100, 1000].

Figure 3.25: Comparison of the fit functions obtained for each tunneling method, considering
Ps ∈ [100, 1000].
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Figure 3.25 results are in line with Figure 3.22. In fact, as shown in figure, even in this case,
the proposed MQTT tunneling system turns out to be the most effective one, for small payloads.
This confirms this statement and the results reported in Table 3.21.

Fit functions with Ps ∈ [1000, 10000] are instead reported in Figure 3.26.

Figure 3.26: Comparison of the fit functions obtained for each tunneling method, considering
Ps ∈ [1000, 10000].

In this case, results are different from expectations. Particularly, analyzing the graph, the MQTT
tunneling system results the best choice also for Ps ∈ [1000, 10000]. Compared to the real data
and F values found and reported in Table 3.22, the impact of HTTP and SSH is not relevant in
this case. This may depend to the fitting function considered and its fit to real data, the accuracy
of the fitting function (R2), and/or to the singularity introduced by the considered data, generated
randomly, and potentially able to affect compression algorithms in place.

Finally, the behaviour of the fit functions applied to Ps ∈ [10000, 100000] is reported in Fig-
ure 3.27.
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Figure 3.27: Comparison of the fit functions obtained for each tunneling method, considering
Ps ∈ [10000, 100000].

By analyzing the figure, the MQTT tunneling system is the most convenient solutions until P ′s ∈
[10000, 20000] . For Ps values higher than P ′s , the HTTP tunneling system first, hence, the SSH
tunneling system, turns out to be a better choice than the MQTT tunnel.

By considering the fitting functions reported above, the limits of MQTT are defined. In particular,
as previously stated, MQTT results the best choice, among the considered ones, for Ps ≤ P ′s .
In order to identify the exact value of P ′s considering two tunneling systems a and b, let’s define
La,b the crossing value between two of the proposed algorithms. In particular:

La,b = {x|ya = yb} (3.12)

For instance, by comparing the MQTT tunnel with the SSH one:

LMQTT,SSH = {x|yMQTT = ySSH} (3.13)

hence, in this case:

LMQTT,SSH = {x|100.34 · x−0.409 = 292.94 · x−0.522} (3.14)

where LMQTT,SSH = 13114 .
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As Figure 3.27 shows potentially similar values for LMQTT,HTTP and LMQTT,SSH , the value is
calculated.

LMQTT,HTTP = {x|yMQTT = yHTTP} (3.15)

In particular, LMQTT,HTTP = 12933 . Therefore:

LMQTT,HTTP < LMQTT,SSH (3.16)

the fitting function related to MQTT crosses with HTTP one before the SSH one.

Therefore, due to Equation 3.16, it is possible to state that:

P ′s = LMQTT,HTTP (3.17)

Generally speaking, the MQTT tunnel is the best choice for Ps ∈ [0, Ps′] , hence, Ps ∈ [0, 12933] .
For Ps > P ′s , the HTTP tunnel is more performant.

In this context, further work on the topic may be focused on validating the fitting functions found,
also evaluating other fitting approaches.

Detection of the proposed threat through machine learning In order to provide a possible
protection from the presented MQTT tunnel system, the adoption of machine learning techniques
is investigated (O3). Detection of attacks occurring in IoT network is a particularly important
topic, due to the sensitive information exchanged in networks [VAPC20]. In this context, thanks
to the rapid growth of machine learning (ML) and artificial intelligence (AI) algorithms, networks
monitoring and prediction of incoming cyber-attacks is nowadays possible [FHJA19, KDP+19].
Nevertheless, it is well-known that ML and AI systems require a large amount of well-structured
data to be adopted, in order to train models used to identify malicious situations [CD09]. By
focusing for instance on IoT context, communication traffic of IoT environments can be used by
ML/AI algorithms to train a detection algorithm to identify running attacks on the network.

For this purpose, the MQTTset dataset [VCA+20c] is adopted, a machine learning dataset for
MQTT networks implemented by using different sensors. MQTTset simulates a real scenario
where IoT sensors communicate on different topic, with different time range and purposes. The
considered dataset could be associated to a smart home context, where sensors exchanged infor-
mation related to temperature, humidity, light intensity, smoke, door opening/closure, CO-Gas,
motion, and fan status during a normal day. The dataset is extrapolated from a MQTT network
composed by 8 different sensors communicating through a publish/subscribe approach. The fea-
tures of the dataset are directly extrapolate from the raw data of the communication, in order
to retrieve characteristic information relating to the communications of the MQTT protocol. In
particular, a portion of the legitimate traffic dataset of MQTTset is selected, in order to use le-
gitimate and tunnel traffic to train machine learning models and to evaluate their efficacy and
accuracy.
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As scope of this work, different machine learning algorithms adopted in the cyber-security con-
text are selected to detect cyber-attacks. In particular, support vector machine (SVM), a decision
tree, gradient boost, K-nearest neighbors, logistic regression and random forest are investigated.
In each case, a data pre-processing phase is carried out, with the aim of extracting the neces-
sary features able to characterize anomalous, hence attack, traffics/connections. The features
adopted in these tests are the same features of the MQTTset dataset. This phase is extremely
crucial, as, depending on the selected features, the adopted algorithm may lead to different re-
sults. Moreover, the selected features have to be picked up accurately, as they have to represent
and characterize a specific category of network traffic. All available features able of describing a
connection were then recovered directly from the raw network data.

Regarding the malicious traffic, a real scenario where a malicious user adopts the MQTT tunnel to
navigate on the web is simulated. After the initialization phase of the tunnel system, the malicious
user visited the following web pages by using a web browser redirected on the Socks5 proxy
to accomplish web surfing activities on the following websites: Google, Amazon, Wikipedia,
Google Scholar, Stackoverflow, CNR-IEIIT (the institute website at http://www.ieiit.
cnr.it).

The generated network traffic was sniffed between the Tunnel client component and MQTT bro-
ker as a possible firewall able to monitor the communication, in order to elaborate the requests
and responses of the malicious user. This scenario represents a real application of an IDS or fire-
wall to monitor network traffic. After generating the malicious traffic and preparing the dataset
for the machine learning algorithms, the proposed detection systems is tested and evaluated the
obtained results.

Testbed and Obtained Results After pre-processing and features extraction stages have been
accomplished, and data are combined/mixed to generate a single dataset including both legiti-
mate and malicious traffic data, the aim is now to validate the detection systems based on several
machine learning algorithms. Selected algorithms are implemented in Python programming lan-
guage, by using the well known machine learning tool Sklearn [PVG+11a]. All the algorithms
have been tested on the same dataset and on the same host (in details, a MacBook pro 2017 with
a 2.5 GHz Intel Core i7 dual-core, 16 GB of RAM and 512 GB SSD disk), to avoid potential de-
viations referred to hardware or data manipulations. In this way, consistency on tests and results
is maintained. Moreover, the quantities of the legitimate and malicious datasets are of the same
order of measurement in order to have a balanced dataset to avoid possible high accuracy or F1
score values, due to an imbalance of one of the two datasets. Since the dataset generated is com-
posed of legitimate (MQTTset) or malicious (tunnel) network traffic, the detection system must
solve a binary classification problem as it must identify if the traffic is legitimate or not. The final
dataset is composed by 160.000 records. Based on this scenario, an intrusion detection system
should be able to identify malicious behaviours, in order to protect the system from attacks.

In these tests, the machine learning algorithms are implemented by using the default configura-
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tion provided by Sklearn. The decision tree (DecisionTreeClassifier) is implemented with gini
criterion, best splitter and maximum depth set until all leaves are pure, while the random for-
est classifier (RandomForestClassifier) is tested with 100 estimators, gini criterion and at least 1
leaf. The Logistic Regression (LogisticRegression) is executed with l2 penalty, lbfgs solver and
C equals to 1. The K-nearest neighbors (KNeighborsClassifier) is implemented with 5 neighbors
and leaf size equal to 30 while the Gradient Boost (GradientBoostingClassifier) has 100 estima-
tors, a friedman mse criterion and deviance loss. Finally, Support Vector Machine (LinearSVC)
is composed by a linear kernel and a squared hinge parameter as loss. In order to test the selected
intrusion detection algorithms, the dataset has to be splitted into two parts: training (70% of traf-
fic data, in terms of generated records) and test (the remaining 30% of traffic data). Moreover, a
seed is set for the reproducibility of the tests. Hence, as for other similar approaches [WPK13],
after training is accomplished, the test phase is perpetrated. Table 3.9 reports the obtained re-
sults for the different machine learning algorithms based on accuracy, F1 score [DJHM13] and
performing time while Figure 3.28 reports ROC curves of the algorithms.

Table 3.24: Obtained results to detect MQTT tunnel attack.

Algorithm Accuracy F1 Score Training Time (s) Testing Time (s)
Decision tree 0.49970588235294117 0.3332025887428907 0.039 0.001

Random forest 0.5087254901960784 0.3525997157767825 1.625 0.128
Logistic regression 0.9845588235294118 0.984555637535868 0.530 0.002
K-nearest neighbors 0.4986274509803922 0.3327227528457412 1.212 1.50

Gradient boost 0.49950980392156863 0.33311539718862376 0.725 0.009
Support vector machine 0.875343137254902 0.8744453974088445 2.428 0.01
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Figure 3.28: ROC curve about machine learning algorithms adopted to detect the MQTT tunnel-
ing system.

Moreover, the confusion matrix of each algorithm is reported in Figure 3.29 to demonstrate a
balanced dataset able to validate the obtained results in terms of accuracy, F1 score and ROC
curve.

Accuracy is the ratio of number of correct predictions to the total number of input samples.
Instead, the F1 score is the harmonic mean of precision and recall, where precision is the number
of true positives divided by the number of all positive results, while recall is the number of true
positives divided by the number of all tests that should have been positive (i.e., true positives
plus false negatives) [HIZH19]. Instead, the ROC curve is adopted to demonstrate between true
alarms (hit rate) and false alarms in terms of False and True Positive Rate [HM82].

Analyzing the results obtained, the metrics report low values between about 45% and 80% of
accuracy and F1 score. In particular, the decision tree, random forest and k-nearest neighbors
algorithm have 49% of accuracy and 35 % as F1 score which are very low value to detect a
cyber-attack. Instead, gradient boost, logistic regression and support vector machine are between
67-79% of accuracy and 64-78% of F1 score which is more precise but not good enough to this
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(a) Decision tree confusion ma-
trix.

(b) Random forest confusion
matrix.

(c) Logistic regression confu-
sion matrix.

(d) K-nearest neighbors confu-
sion matrix.

(e) Gradient boost confusion
matrix.

(f) Support vector confusion
matrix.

Figure 3.29: Confusion matrices calculated for each machine learning algorithms.

topic since a cyber-attack has many possibilities to be executed without countermeasures. These
results actually demonstrate that the tunnel is difficult to identify as it simulates real behavior,
with packet exchange between the different components of the MQTT network as if they were
legitimate communications (such as when a sensor sends a request to another device to request a
resource. and the second sensor transmits the requested resource).

The obtained results also demonstrate that the basic algorithms are not efficient in detecting
this attack but to carry out a correct identification, detailed and meticulous configurations must
be tested and validated. For this reason, an optimization for all the configuration parameter
algorithms is executed, to validate if the attack can be correctly identified. In the next section,
parametric optimization and the obtained results will be presented.

Hyperparameter optimization In order to optimize the machine learning detection system
to obtain better results, the optimization of hyperparameters of the algorithms is accomplished.
The hyperparameter optimization challenge is to choose a set of optimal hyperparameters for a
learning algorithm to improve the quality of the training and test metrics.
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In order to achieve this results, the hyperparameters optimization tool called Optuna [ASY+19] is
adopted. Optuna formulates the hyperparameter optimization as a process of minimizing/maximizing
an objective function that takes a set of hyperparameters as an input and returns its score. By
using this tool, for each algorithm the parameters to be optimize are defined, reported in Table
3.25.

Table 3.25: Hyperparameters considered for optimization.

Algorithm Hyperparameters
Decision tree max depth, min samples split, max leaf nodes, splitter, criterion, min samples leaf

Random forest max depth, min samples split, n estimators, max leaf nodes, criterion, min samples leaf
Logistic regression C parameter, max iter, solver
K-nearest neighbors n neighbors, leaf size, p parameter, algorithm, weights

Gradient boost max depth, min samples split, n estimators, criterion, min samples leaf
Support vector machine C parameter, max iter, loss

Once the parameters to be optimized to improve the algorithm metrics have been defined, Optuna
starts combining the different parameters and testing the algorithm to see if the combination of
the parameters leads to an algorithm improvement. At the end of the parameter testing process,
the optimal machine learning model returns, i.e. the one with the best metrics. In the tests,
to obtain efficient results and to test a good number of parameter combinations, 200 parameter
combinations with different values (chosen by Optuna according to a tool logic) were performed
for each algorithm. The final and optimal configuration of each algorithm obtained with Optuna
is reported in Table 3.26.

Table 3.26: Optimized hyperparameters obtained with Optuna.

Algorithm Hyperparameters
Decision tree max depth = 199 , min samples split = 152, max leaf nodes = 54, splitter = best

criterion = entropy, min samples leaf = 285
Random forest max depth = 256, min samples split = 118, n estimators = 179, max leaf nodes = 262

criterion = gini, min samples leaf = 40
Logistic regression C parameter = 0.012707648116840513, max iter = 191, solver = newton-ng
K-nearest neighbors n neighbors = 1, leaf size = 1, p parameter = 2, algorithm = kd tree, weights = distance

Gradient boost max depth = 101, min samples split = 22, n estimators = 50
criterion = mse, min samples leaf = 213

Support vector machine C parameter = 3.8631191813112075e-05, max iter = 2941, loss = squared hinge

Once the optimal parameters for the algorithms were obtained, accuracy metrics, F1 score, ROC
curves and confusion matrices were calculated again to validate the algorithm improvement.
Obtained results are reported in Table 3.27 for accuracy and F1 score, Figure 3.30 and Figure
3.31 for ROC curve and decision matrices.
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Table 3.27: Obtained results to detect MQTT tunnel attack with hyperparameter optimization.

Algorithm Accuracy F1 Score Training Time (s) Testing Time (s)
Decision tree 0.9864705882352941 0.9864681112909595 0.050 0.002

Random forest 0.9968627450980392 0.9968627353280108 2.284 0.211
Logistic regression 0.9842647058823529 0.9842609532225192 5.818 0.003
K-nearest neighbors 0.49916666666666665 0.3329627570872707 1.394 0.896

Gradient boost 0.7205392156862745 0.6975611532300472 4.659 0.027
Support vector machine 0.9792156862745098 0.9792153666338584 6.705 0.003

Figure 3.30: ROC curve with machine learning algorithms optimized.
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(a) Decision tree confusion ma-
trix optimized.

(b) Random forest confusion
matrix optimized.

(c) Logistic regression confu-
sion matrix optimized.

(d) K-nearest neighbors confu-
sion matrix optimized.

(e) Gradient boost confusion
matrix optimized.

(f) Support vector confusion
matrix optimized.

Figure 3.31: Confusion matrices for machine learning algorithms with hyperparameter opti-
mized.

By analyzing the obtained results with the hyperparameters optimized, it is possible to highlight
an improvement of the matrices for the machine learning algorithms. In particular, the decision
tree and random forest obtained 94% of accuracy and F1 score, logistic regression is improved
with 92% of accuracy and F1 score while support vector machine reached 91 %. Compared with
the previous results, the metrics indicates a more precise and efficient approach to detect the
MQTT tunnel. Instead, the gradient boost and k-nearest neighbors obtained a little improvement
but the values are not efficient since with this value, a possible attack could not be detected.
In summary, the hyperparameters approach with Optuna led to an important improvement of
some machine learning algorithms that with the following configurations, can be applied in a
real context to perform the detection of the MQTT tunnel with high efficiency and precision.
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3.3.5 Challenges and personal experience

Regarding the activities on MQTT, the installation of the network and the devices was very
simple as I was able to exploit very common and well-known configurations and devices. The
challenges in this sector were related to the detailed study of the MQTT protocol for both ver-
sions as the protocol is very detailed and has very particular behaviors. Subsequently, the second
challenge was to study and understand how the developers implemented the MQTT function-
alities as each single software has its own features and different ways of managing the various
functionalities.
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Chapter 4

Other IoT activities

During my Ph.D. related to security in the IoT concepts, I was involved in several European,
national and local projects focused on this topic. These projects, of different nature and with
different purposes, were aligned with my research activities and for this reason, I contributed
in the topic related to the security of IoT devices and networks. From such research projects,
collaborating with industrial partners who are experts in the sector, new lines of research were
born which I carried out individually during the Ph.D. In particular, from the ANASTACIA
project, a European project focused precisely in the IoT and cyber-physical systems (CPS) field,
I started to study the MQTT protocol while from Pneulytics, a project in the medical field, I
learned the importance of the privacy of recovered data from sensors. Both of these project
give me guidelines, due to impact of the project and from deep knowledge of the consortium, to
amplify my vision in terms of research on security and privacy contexts. Finally, I contributed
in the installation, configuration and management of a smart building to monitor ambient quality
about the environment. Also in this scenario, security about information is a critical point.

4.1 Challenges and Opportunities of IoT and AI in Pneumol-
ogy - Project Pneulytics

The aim of this work is the design of a technological platform for remote monitoring of patients
with Chronic Obstructive Pulmonary Disease (COPD). The concept of the framework is a break-
through in the state of medical, scientific and technological art, aimed at engaging patients in the
treatment plan and supporting interaction with healthcare professionals. The proposed platform
is able to support a new paradigm for the management of patients with COPD, by integrating
clinical data and parameters monitored in daily life using Artificial Intelligence algorithms and
Internet of Things (IoT) devices. Therefore, the doctor is provided with a dynamic picture of the
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disease and its impact on lifestyle and vice versa, and can thus plan more personalized diagnos-
tics, therapeutics, and social interventions. This strategy allows for a more effective organization
of access to outpatient care and therefore a reduction of emergencies and hospitalizations be-
cause exacerbation of the disease can be better prevented and monitored. Hence, it can result in
improvements in patients’ quality of life and lower costs for the healthcare system.

COPD is a common, preventable and treatable disease characterized by persistent respiratory
symptoms (dyspnea, cough, expectoration) and airway obstruction due to lung damage induced
for example by cigarette smoking and environmental pollutants. The course of COPD is gener-
ally progressive and is characterized by recurrent exacerbation and by the presence of concurrent
conditions (e.g. cardiovascular pathology) that increase morbidity and mortality (estimated as
the 3rd cause of death in 2020). COPD patients typically get benefit from topically administered
drugs to reduce exacerbation and to relieve symptoms, reducing exercise intolerance and in-
creasing pulmonary function and life quality. There is still a clear discrepancy between patients’
outcomes in clinical research and outcomes in real life due to poor adherence to treatments and
wrong use of drug inhalers [CSG+18]. The number of critical errors in the use of inhalers is as-
sociated with increased risk of COPD exacerbation and the combination of poor adherence and
misuse of inhalers may increase the risk of death up to three times [CSG+18, PKV+18].

Technological improvements have recently led to the creation of new devices that allow remote
monitoring [KSK+18, KWdST17], patient engagement and remote interaction with the health-
care providers. Smart inhalers are capable to record and digitize key aspects of care, such as drug
intake and inhaler mode of use (inspiration peak flow, duration of the inspiration phase,inhaler’s
orientation). Thanks to these smart inhalers, doctors are able to acquire information on adher-
ence to the treatment and on proper/improper use of the inhaler. Unfortunately, the use of these
devices is not widespread and currently this type of intervention is highly managed by a direct
doctor-patient (or service center-patient) relationship, thus missing the opportunity to implement
continuous monitoring, multivariate/multimodal clinical evaluation, remote monitoring, remote
consultation on large patient cohorts. Moreover, the accessibility to the data recorded by the
devices is perhaps one of the most important aspects regarding data integration. The Pneulytics
framework aims to contribute by addressing these issues and by increasing patients’ involvement
in the treatment plan and support interaction (including remote interaction) with the healthcare
providers. The prototype hardware architecture for the collection and management of data, ob-
tained with different IoT devices, is based on types of signals, communication protocols avail-
able, their size and, consequently, the processing capacity necessary for the correct application
of the specific AI algorithms. The proposed technological platform is composed of different
technologies and algorithms, as the conceptual scheme in Figure 4.1 illustrates.
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Figure 4.1: Concept of the Pneulytics infrastructure.

Candidate patients will be equipped with wearable sensors that monitor relevant biomedical pa-
rameters both indoor and outdoor throughout their daily life. Additional sensors will be installed
in the patients’ home environment to detect relevant environmental parameters, such as air qual-
ity, humidity, temperature and pressure, and a sleep quality monitoring system. In the outdoor
environment, contextual information related to the level and type of patient’s activity will be
collected by using consumer devices, such as smartphones or smartwatches. Using ad-hoc AI
algorithms, the platform will monitor functional and physiological parameters, such as blood
oxygenation, heart rate, physical activity, sleep and lung function, as well as adherence to ther-
apy through smart inhalers. The data collected will be also exploited to develop predictive models
that will be useful to define follow-up plans and interventions.

Adopted IoT devices The aim of this research is to investigate the adoption of smart building
solutions for monitoring purposes, especially regarding quality of life and wellbeing measure-
ments. Thanks to Internet of Things sensors, it is possible to retrieve and exchange such data
easily, due to the interconnection between the sensors and a common data storage platform.

Considering the set of IoT sensors adopted for the platform, we have focused on the possibility
to access raw data captured by the sensors. Particularly, we focused on both wearable devices,
connected and actively managed by the patients, and environmental devices, physically installed
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at patients’ home, which will be part of a future version of the platform.

Regarding wearable devices, for the first proof-of-concept study we adopted the H&S cloud plat-
form HealthPlatform v3 (CompuGroupMedical), it is possible to access aggregated monitoring
data and provide authorized access to them to the end user. The H&S proprietary platform is
certified medical device CE IIA and equipped with a data center certified ISO 27001 and ISO
13485. Data management activities are compliant to GDPR and CE Medical Device 5/2020.

Among the available devices, our proof-of-concept platform includes:

• a dedicated smartphone with the proprietary app (Mhealth, certified IIA class) running on
it,

• an electrocardiogram (ECG) patch also providing day/night movement monitoring,

• a pulse meter providing oximetry monitoring,

• a weight scale,

• a sphygmomanometer for blood pressure monitoring,

• a spirometer for peak flow and FEV1 parameters.

In future versions the smartphone will also be used to set up validated questionnaires for the
patients, such as the COPD assessment test.

Smart building ambient quality monitoring The term smart building refers to a building
equipped with a system for monitoring and controlling energy consumption, environmental com-
fort conditions and people’s well-being. One of the most important aspects concerns the achieve-
ment of energy savings by increasing, at the same time, the internal environmental quality. In
fact, one of the main objectives of the European Community (EU) is the reduction of CO2 emis-
sions by 80-95% over the next 40 years. To achieve this, approximately 210 million existing
buildings will have to migrate to “smart” solutions. This can be achieved through a profound
change in the existing design and construction systems of the buildings themselves. Traditional
building management systems are often ”decoupled”, that is, unable to consider in an integrated
manner the multiplicity of environmental parameters, to relate them to each other to establish
the impact on people’s well-being and energy consumption, and to also consider measures of
the external environment to reduce the energy required and maintain a certain threshold of com-
fort for the inhabitants of the buildings themselves.The goal of the project is the study of smart
building solutions for monitoring the quality of life and the living environment under analysis.
To this end, an intelligent monitoring and control system will be proposed for the main building
parameters (such as internal and external temperature, air humidity, room lighting, concentra-
tion of CO2 and dust in the air). With the adoption of IoT systems and sensors, environmental
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monitoring is possible more easily as the sensors are able to communicate on the internet and
therefore facilitate the exchange of data with the platform that will take care of grouping the data,
processing them through intelligent algorithms with the goal of recording the environmental and
quality of life.

The aim of this research is to investigate the adoption of smart building solutions for monitoring
purposes, especially regarding quality of life and wellbeing measurements. For instance, Indoor
Environmental Quality (IEQ) is represented by a collection and combination of different mea-
surements to identify the quality of an indoor environment. With this purpose, an intelligent
monitoring system able is implemented to observe, capture and process both environmental and
body measurements. Thanks to Internet of Things sensors, it is possible to retrieve and exchange
such data easily, due to the interconnection between the sensors and a common data storage
platform.

Particularly, while the central node is represented by a Raspberry Pi 4 Model B, following sensors
types and models are considered:

• temperature and humidity (Sparkfun, SI7021)

• atmospheric pressure (AZ Delivery, BMP180)

• air speed (Modern Device, Wind Sensor Rev. C)

• CO measurement (Sparkfun, MQ7)

• CO2 measurement (Sparkfun, CSS811)

• formaldehyde concentration (Seeedstudio, Grove HCHO)

• concentration of fine dust (Honeywell, HPMA115S0-XXX)

• redundancy (Bosch, BME680)

• weather station (PCE Italia, PCE FWS 20)

Finally, regarding analog equipment monitoring, AZDelivery, ESP8266 plus ESP-01 and DHT22
plus AM2302 are adopted. Thanks to the adopted sensors, it is possible to observe and process
multiple metrics, both referring to the conditions of the patients and the underlying environment.
In addition, data aggregation and processing through AI methodologies is able not only to com-
bine information from different components for a common analysis, but also to identify potential
identify relationships among the data.

I collaborated in this activities by supporting the sensors installation and configurations in terms
of communication. In detail, I implemented the sensor network for smart building considering the
necessary security aspects such as data and communication encryption, data storage on database
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and cloud or device authentication to avoid possible network attacks that cause tampering with
the functioning of the network and devices.

Intelligible analytics and cognitive machine learning Among the large sets of algorithms
suitable for supervised learning, intelligible analytics are adopted. Intelligibility means that the
model is easily understandable, e.g., when it is expressed by Boolean rules of the if-then-else
type. In particular, Logic Learning Machine (LLM) [ML00] show more versatility in rule gener-
ation and classification precision than traditional Decision Trees as validated by several studies
in different scenarios, including biomedical applications [CBV+13, MFMF18, BPF+19]. If-
then-else rules R are understandable and modifiable by the expert of the field, so that a model
is found being the fusion of Artificial Intelligence (AI) and human experience (the approach is
known as cognitive machine learning). Intelligible models are thus topical in medical studies, as
they drive AI-based situational awareness for the medical staff. The comprehension of black-box
models, such as of neural networks and of the largest part of the other Machine Learning (ML)
techniques, reveals to be a hard task.

Data collection The patient was monitored using several IoT devices connected via Bluetooth
to a smartphone. Subsequently, at different intervals of time, the smartphone sent the data to
the cloud used to store the recovered data. The patient was monitored daily for a long time
in different conditions, such as under stress, and in different areas, such as mountains or sea,
to ensure total coverage of the patient’s daily life. The sensors used to identify and prevent
COPD are: a 3-lead wearable ECG that also detects day and night movement, a pulse oximeter,
a scale, a sphygmomanometer, a thermometer and a smartwatch to monitor calories and energy
expenditure. The following data are structured in a database for further LLM inference. Data are
collected every day for two consecutive months.

oxygen, body temperature, heart rate (from oximeter), heart rate master
(from blood pressure meter), weight, Body Mass Index, FEV1, PEF, MAP, diastolic
blood pressure , systolic blood pressure

The forced expiratory volume in 1 second (FEV1) is the volume of air (in liters) exhaled in the
first second during forced exhalation after maximal inspiration. Peak Expiratory Flow (PEF) is
the maximum flow (or velocity) that can be achieved when performing a forced exhalation that
is initiated after a full inspiration, measured in liters per minute or liters per second. MAP, or
mean arterial pressure, is defined as the average pressure in a patient’s arteries during one cardiac
cycle. It is considered a better indicator of perfusion to vital organs than systolic blood pressure.

The classification problem deals with PEF under and over a threshold of 400 liters per minute.
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Table 4.1: Contingency frequencies matrix between the output variable (classification) and a rule
R.

Contingency Matrix Output
output output

Rule R y|R ¬y|R
not Rule R y|¬R ¬y|¬R

Statistical validation The Fisher’s Exact Test (FET) is adopted to test the statistical signif-
icance of rules obtained. The FET, indeed, is more accurate than other test of independence
when the expected numbers are small, and it can be adopted to overcome the small sample size
problem. The FET, in general, examines the significance of the association between two kinds
of classification. In this case, the distribution of a rule R, and its complementary ¬R, in the
output classes y,¬y is compared, obtaining a contingency matrix, as in Table 4.1 above. Then,
considering the independence between the distribution of the Output and the distribution of the
rule R as null hypothesis, the p-value is computed. If the p-value is greater than 0.05, the null
hypothesis is accepted, otherwise, the significance of rule R in detecting the output classes is
demonstrated.

Baseline The following rules are inferred by LLM and pass the FET test. The covering and
error of a rule are denoted by C and r. Neither data augmentation nor adversarial are considered,
for now.

if ((heart rate < 74) ∧ (diastolic pressure > 67)) then high (C=43%) (r=4.5%)
if ((FEV 1 < 2.23)) then low (C=41%) (r=4.7%)

The resulting rules give intuitive indications about the quality of the breath performance (through
the PEF classification). One may argue the triviality of the knowledge extraction as having good
or bad breath performance in dependence of body pressure and heart rate may be expected, even
by non expert in the field. However, the following statements should be highlighted. First of
all, the synthesis made on all the features is useful in front of several sources of information; in
this case, the LLM automatically concentrates the attention on a quite small subset of features.
This is captured by both feature ranking and value ranking, not shown here, which give a clear
indication of the most significant feature and ranges of values, for each feature, in mapping the
output classes. This results in quite simple and clear rules for FEV1 modelling. Moreover, it is
difficult for an expert to find the exact thresholds describing the output classes, jointly with all the
input variables involved. In this perspective, explainable AI (XAI) acts as an artificial predictor,
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namely, the rules map the measurements into the output class at the end of the observation period.
Once the rules are available, they may be used by the medical staff at any time as predictors of the
quality treatment in the near future and may drive proper decisions, such as contact the patient at
home when the measurements lie in the outlined ranges of bad treatment.

Security and privacy consideration on health patients data IoT devices provide the ability
to automate and enhance people’s daily lives. Being a pervasive technology embedded in crit-
ical locations, the IoT phenomenon is often coupled with privacy issues: as such sensors often
process sensitive information, security becomes a very critical topic. In particular, if IoT sensors
are adopted to monitor and control the health parameters of patients, data security becomes ex-
tremely critical due to potential exposure to privacy leaks. For the scope of the proposed work,
patients’ health parameters are managed and manipulated through IT systems. For this reason,
it is crucial to guarantee appropriate security and privacy, especially because of potential cyber-
attacks able to steal, retrieve or infer clinical data.

In order to guarantee user data privacy, different data anonymization techniques are available,
also considering ethical aspects of sensitive data management. Indeed, in literature, several
anonymization algorithms are found, while some of them exploit different techniques that make
the data difficult to de-anonymize [ZYW05, MFHL09, LKKC17, EED08]. Instead, in the context
of data re-identification and de-anonymization, machine learning methods can be adopted. From
one side, a well-known and “classic” (unsupervised) clustering approach to data privacy is k-
anonymity [Swe02b, Swe02a, CDVFS07, NS06]. In this case, the k-mean algorithm can be used
for different applications: [GKdPC14] adopts it to de-anonymize and extract geo-localization
data from mobility traces, while [JYH+18] makes use of the k-mean to extract potentially sensi-
tive information from social networks. Similarly, [SB17a] adopts the k-mean to profile Facebook
users, analyzing the interaction of their account, in terms of reactions, likes, or other social inter-
actions. [VC03] makes instead use of the k-mean algorithm to preserve privacy when datasets are
composed of different attributes, while [BGRB19] proposes a variant of the k-means algorithm
to preserve the privacy of information by using as input encoded data. [GPV] also extends the
k-means, by proposing M-Shuffle, a novel algorithm, based on k-means, to avoid information
de-anonymization. By considering the same approach, a clustering approach based on k-means
could be adopted to theorize a privacy breaking attack, aimed to reveal potentially sensitive in-
formation from anonymized data.

In this project, therefore, in relation to my research activities related to the security of the IoT
context, I mainly dealt with the study of communication networks between sensors and the cloud,
analyzing aspects relating to data encryption and secure transmission in the various protocols.
Furthermore, a very important aspect in the healthcare contest is data security. An increasingly
present thread in the security landscape is linked to attacks on the machine learning algorithm.
Specifically, these attacks are called adversarial machine learning. Moreover, during the project,
I collaborated in the definition of a Generative Adversarial Networks, a novel machine learning
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approach to create synthetic dataset starting from real one by using deep learning approach.

Adversarial machine learning A very important aspect in the healthcare context is data secu-
rity. An increasingly present thread in the security landscape is linked to attacks on the machine
learning algorithm. Specifically, these attacks are called adversarial machine learning [HJN+11]
where the aim of adversarial machine learning is to fool models by supplying deceptive input
to cause a malfunction in a machine learning model. The problem is motivated by the fact that
machine learning techniques were not originally designed to compete with adaptive and intelli-
gent adversaries; therefore, in principle, the security of the entire system could be compromised
by exploiting specific vulnerabilities of these algorithms, through a careful manipulation of the
data that are supplied. A classic example of an adversarial machine learning attack is related to
the context of image classification. The algorithm learns to classify images during the training
phase based on the dataset used. An attacker could insert noise into the image to be classi-
fied (invisible to the human eye) to make the machine learning algorithm classify the image
incorrectly. Several examples of image adversarial machine learning were studied and presented
[DGR16, MPC16, KGB16].

As previously described, in the healthcare sector, data is of primary importance as it can be
used to predict a disease or manage remotely treatments and cures by using machine learning
algorithms. An attack of this nature could lead to serious consequences as the manipulation by an
attacker of the data could lead to an incorrect classification of the disease or to the administration
of a drug when necessary. In the extreme case, the identification of a fatal disease only in an
advanced state when the medical treatments are no longer effective.

For these reasons, the adversarial machine learning is investigated in this project in order to ver-
ify if the machine learning system developed in Pneulytics is able to resist the variations of the
dataset and to equally correctly classify the disease. In order to achieve this results, a simple
adversarial machine learning algorithm is implemented on the dataset and compared the results.
The adversarial machine learning attack works by generating Gaussian noise between +/- 0.8
(with the Gaussian centered in zero) and applying this noise to the dataset. This small range is
selected since the variation of the dataset must be invisible (or not simply identifiable) by the
statistician analyzing the data. Subsequently, the data were processed again with the techniques
adopted, to verify how the algorithm behaves with the dataset affected by the adversarial attack.
The following rules are obtained.

if ((heart rate master ∈ [62, 75]) ∧ (diastolic pressure > 67)) then high (C=77%) (r=5%)
if ((oxygen < 96) ∧ (heart rate ∈ [66, 93]) ∧ ((FEV 1 ∈ [1.11, 2.39]))) then low (C=43%)
(r=4%)
if ((systolic pressure ∈ [98, 103])) then low (C=38%) (r=4%)
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They are similar to the baseline in terms of features and reference intervals, in a such a way that
the medical staff does not recognize the presence of an adversarial inside the machine learning
engine. A subtle question naturally arises: how to set the adversarial setting in order to move
the medical staff to a wrong diagnosis? This would lead to further investigation with clinicians.
Moreover, how to prevent an attack like this? Is it possible to circumvent the behaviour of
legitimate rules in order to understand the presence of an adversarial attack? All of these issues
are argument of the ongoing research.

Data augmentation In order to build synthetic data, to be coherent with the same (unknown)
multi-dimensional probability distribution generating the available (real) dataset, the following
methodology has been applied. In Deep Learning, the term autoencoder defines a neural network
(NN) trained to approximately copy the input to the output. The model is usually forced to give
priority to some specific aspects in the data. It is composed by two parts:

• An encoder function, h = f(x): it describes the code to represent the input

• A decoder function, r = g(h), that produces the reconstruction.

Traditionally, they were used for dimensionality reduction and feature ranking. More recently,
they have been applied to generative models. They may be thought of as a special case of feedfor-
ward networks, and they can be trained using the very same strategies. Learning a not complete
representation is commonly known as under complete autoencoder. It forces the autoencoder to
capture the most salient features. On the other hand, giving too much capacity to the model leads
to failing to learn anything useful (just simple copy).

In this context, Generative Adversarial Networks (GANs) have the purpose to generate new, syn-
thetic data (data augmentation). They learn the distribution of the training set and can generate
new data never seen before. They generate the whole output all at once, differently from other
type of generative models, as, for instance, Recurrent NNs that generate on element at a time.

The algorithmic principle behind relies on a game theoretic scenario in which a generator net-
work must compete against an adversary. The rules of the game are simple. A generator network
directly produces samples according to the encoder decoder functions mentioned above. Its
adversary, the discriminator network, attempts to distinguish between samples drawn from the
training data and samples drawn from the generator. The discriminator estimates a probability
values evaluating how likely is that the sample is a training example rather than a fake sample
drawn from the model. In other words, the discriminator learns to become better at distinguishing
real from generated data; the generator learns to generate better data to fool the discriminator.
The optimization scheme of the training is formulated in order to achieve, at convergence, an
game equilibrium in which the generator’s samples are indistinguishable from real data.

This has been typically applied in image processing, in which the applications are wide and
amazing; the interested reader is referred to [Bro18] for an overview of the topic. On the other
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hand, the application of GANs in the biomedical sector constitutes an open area of research
[LYZ+20].

Once the data augmentation setting has been set, the following question arises. How to guide the
data augmentation process to build coherent knowledge extraction for the biomedical application
at hand? In other words, all synthetic data once the game has achieved convergence under a
fooled discriminator? The reader may argue the answer is no as not all synthetic datasets have
the same ability to lead to valuable knowledge extraction and that where XAI comes into play.

The XAI validation process is as follows. As already said, the process is considered successful by
the GAN if the generator fool the discriminator, namely, the generated data is indistinguishable
from the real data. Under the XAI framework, the following question is posed: how to validate
the significance of the rules generated on the corresponding generated dataset? The answer relies
on the statistical validation of the rules obtained by the model derived on the generated dataset.

Let baseline and candidate augmented model name the sets of rules derived and statistically
validated on the original (real) dataset and on the generated one, respectively. The candidate
augmented model is further tested on the original data, thus giving rise to an additional model,
the augmented model, whose statistical validation acknowledge if the final test is passed. That
means the candidate augmented model becomes valid if, and only if, the corresponding aug-
mented model returns statistically valid rules on real data. An example may help understand, by
taking as a reference the baseline obtained before. After generation of 1000 synthetic samples,
the statistical validation of the augmented model gives rise to a rule for the low class, whose
significance is in line with the baseline (condition on FEV1).

if ((heart rate master > 60) ∧ (FEV 1 < 2)) then low (C=25%) (r=0%)

So, the following rules, which are obtained by the corresponding candidate augmented model
and which are statistically validated, are considered valid for the subsequent clinical check.

if ((heart rate > 67) ∧ (heart rate master > 76) ∧ (diastolic pressure < 76)) then low
(C=30%) (r=5%)

if ((heart rate > 64)∧ (MAP < 94)∧ (diastolic pressure < 67)) then low (C=26%) (r=5%)

if ((heart rate > 67) ∧ (FEV 1 < 2) ∧ (MAP < 102)) then low (C=25%) (r=5%)

if ((heart rate < 84)∧(body temperature < 37)∧(oxygen < 97)) then low (C=20%) (r=5%)

if ((FEV 1 > 2)∧ (diastolic pressure < 79)∧ (systolic pressure < 103)) then low (C=15%)
(r=5%)
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The discovered thresholds on the heart rate, the introduction of the heart rate master, the combi-
nation with diastolic and systolic pressure are worth to be noted. The original condition on FEV1
(FEV1<2) is recovered again, thus corroborating a coherent knowledge extraction on synthetic
data. Moreover, the inverse condition on FEV1 (FEV1>2), still mapped on the low class in com-
bination with upper limits on both diastolic and systolic pressures, is intriguing as it apparently
does not reveal coherence with previous indications. May the latter condition be still valid in the
clinical perspective? This is relevant for the inspection by the clinician staff.

It is finally worth noting that qualitatively similar results are obtained for the high class, in
correspondence of other data augmentation runs.

The proposed comparison of the baseline and augmented models is promising in terms of model
validation after data augmentation as several other models are found on the synthetic data, over
other simulation runs, which reveal to be inaccurate on real data and are therefore discarded.

4.2 Advanced Networked Agents for Security and Trust As-
sessment in CPS/IoT Architectures - project ANASTA-
CIA

H2020 Anastacia EU project, Grant Agreement number 731558, addresses the security manage-
ment of heterogenous and distributed IoT scenarios, such as Smart Buildings or Smart Cities,
which can benefit from a policy-based orchestration and security management approach, where
NFV/SDN-based solutions and novel monitoring and reaction tools are combined to deal with
new kind of evolving cyber-attacks. ANASTACIA is developing new methodologies, frame-
works and support tools that will offer resilience to distributed smart IoT systems and Mobile
Edge Computing (MEC) scenarios against cyber-attacks, by leveraging SDN and NFV technolo-
gies. Security VNFs can be timely and dynamically orchestrated through policies to deal with
heterogeneity demanded by these distributed IoT deployments that can be deployed either at
the core of at the edge, in VNF entities, to rule the security in IoT networks. Dynamic and re-
active provisioning of Security VNFs towards the edge of the network can enhance scalability,
necessary to deal with IoT scenarios. The primary objective of the ANASTACIA project is to ad-
dress cyber-security concerns by researching, developing and demonstrating a holistic solution
enabling trust and security by-design for Cyber-Physical Systems (CPS) based on Internet of
Things (IoT) and Cloud architectures. The heterogeneous, distributed and dynamically evolving
nature of CPS based on IoT and virtualised cloud architectures introduces new and unexpected
risks that can be only partially solved by current state-of-the-art security solutions. Innovative
paradigms and methods are required i) to build security into the ICT system at the outset, ii) to
adapt to changing security conditions, iii) to reduce the need to fix flaws after deploying the sys-
tem, and iv) to provide the assurance that the ICT system is secure and trustworthy at all times.
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ANASTACIA is thus developing, integrating and validating a security and privacy framework
that will be able to take autonomous decisions through the use of new networking technologies
such as Software Defined Networking (SDN) and Network Function Virtualisation (NFV) and
intelligent and dynamic security enforcement and monitoring methodologies and tools.

In this project, the network security group of CNR plays an important role regarding the research
contribution on security related to the IoT concept. In particular, two critical aspects were de-
veloped and coordinated by the group: one concerning the implementation of innovative attacks
against the IoT devices monitored in the project and the second concerning the development of
a core module of the framework. With regard to IoT attacks, in collaboration with the group
and other partners, we have developed a slow dos attack with related countermeasures. As a
result of the project, the ANASTACIA framework is able to identify an attack of this kind by
monitoring the network and as soon as identified, activate an automatic platform protection and
reaction mechanism to allow IoT devices under attack to resume monitoring. On the other hand,
regarding the development of the framework module, the Reaction module has been developed,
which using the information provided by the monitoring module (i.e. accident verdicts and be-
havioral analysis results), the reaction module is responsible for determining the best mitigation
plan for detected incidents. The ANASTACIA framework provides a simple yet powerful de-
sign for this component, which uses not only the incident verdicts provided by the monitoring
module, but also the system model and capabilities implemented in the network. All this infor-
mation is enriched by a risk analysis to determine the best set of countermeasures to deal with
the ongoing attack. From the collaboration in this project, I studied the MQTT protocol which
has reshaped the objectives of my PhD becoming one of the main protocols investigated during
the research activities. In particular, it prompted me to study and investigate MQTT from which
the cyber-attacks SlowITe, SlowTT, the MQTTset dataset and the tunneling system were born.
Collaboration with this project has greatly improved my research activities by providing me with
new insights and guides in the context of research.
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Chapter 5

Conclusions and future works

This chapter presents the conclusions of this research work which is focused on investigation of
security aspects about Internet of Things devices, networks and communication protocols and
discusses possible future works on this topic. During these Ph.D years, various security as-
pects of this critical technology have been studied and innovative attacks implemented to exploit
vulnerabilities not for malicious purposes, but to improve security systems and to protect sen-
sitive information and infrastructures. In parallel with the identification of vulnerabilities and
the development of cyber-threats, protection systems are studied and developed to protect IoT
networks, some algorithms are based on machine learning and artificial intelligence algorithms.
In order to summarize the results achieved in this research work, a list is proposed:

• ZigBee: starting from the security results obtained during my master thesis, I investigated
security of ZigBee module against well-know wireless cyber-threats in security research
community. These threats are investigated to evaluate the possibility to effectively target
the network. The cyber-attacks selected and implemented are: Replay, Sniffing, Jamming,
brute force and Flooding/DoS. I selected valuable attacks with demonstrated efficiency
in the wireless security context, describing in detail how they work and how it is possi-
ble to implement them. Selected threats include jamming and flooding DoS, key retrieval
through brute force and dictionary techniques, network traffic eavesdropping, and replay
attacks execution. The aim is to perpetrate the same attacks against a ZigBee network, that
represents the same characteristics of other wireless protocols such as Wi-Fi, by evaluating
the possibility to perpetrate wireless cyber-attacks successfully. Results show that all the
tested attacks are successful, although I found that specific approaches are less efficient
than others (O1-O2). In particular, performance of jamming attacks depends on the direc-
tion of the jamming device. Also, I demonstrated that pure brute force attacks to get access
to a ZigBee network can not be implemented, in favor of dictionary-based threats. In ad-
dition, clear text packets interception may not be easy to implement on specific networks.
These should be considered as barriers for an attacker which prefers a low cost/high result
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approach. Concerning instead the execution of flooding attacks, results shown that if an
attacker is able to get into the network, it is possible to execute a successful attack, hence
dismantling the entire network. Finally, replay attacks results proved that the protocol is
natively vulnerable to this kind of threat.

• Wi-Fi: regarding the Wi-Fi protocol adopted to IoT scenario by using ESP8266 module,
different results are achieved:

– Protection system against replay attack: Due to the reduced computational capa-
bilities of the module, it is demonstrated that communications are vulnerable to replay
attacks, since appropriate encryption methods (like support to SSL or HTTPS) are
not natively implemented on the module. Therefore, a security algorithm able to sup-
port secure communications is proposed and validated, by sharing encrypted nonces
between the two parties involved in the communication. The proposed method is
evaluted by running tests on real network scenarios, with real execution of replay
attacks. Results shown that the proposed method is able to protect communication of
the ESP8266, hence mitigate the attack (O1-O3).

– SlowDoS from ESP8266: In this scenario, I demonstrated how with a simple device
connected to the IoT network it is possible to perform a slow DoS attack against a
server. Despite the limited hardware capabilities of the device, the attack was success-
ful and the results obtained show that the server is unreachable by other components
of the network. This result is very important as it demonstrates how with a simple
device it is possible to attack a critical infrastructure in order to create serious damage
to the network or to the services available (O2).

– Captive portal: social engineering attacks are one of the most critical cyber-threats
due to their simple application (e.g. spam email) where the aim of malicious users
is to recover sensitive user information (e.g. password, credit cards information,
etc.). In the proposed scenario, the attack was developed by the ESP8266 module.
Although scientifically it does not impact the security sector as these attacks are well-
known, the innovation point is related to adoption of this simple sensor to execute the
cyber-attack. In fact, despite the small size and limited performance, it is possible to
implement a Captive portal attack with the ESP module by creating a fake login page
to retrieve the credentials of the victim. Results are interesting since demonstrate that
with a simple module is possible to steal sensitive information and create important
security and privacy concerns (O2).

• MQTT: I investigated an IoT ad-hoc protocol called MQTT in order to identify possible
vulnerabilities and implement innovative attacks able to exploit them.

– SlowITe: the aim of this work is to evaluate the exposure to denial of service attacks
if the MQTT protocol. Low-rate DoS approaches are adopted to target the protocol,
by designing and introducing the SlowITe attack, able to target MQTT services to

124



lead a DoS, by requiring limited attack bandwidth. Particularly, the possibility to set
the Keep-Alive parameter of the server from the client itself is exploited, hence con-
figuring the behavior of the server, in terms of connections closure timeouts, from the
attacking node. This should be considered a weakness of the MQTT protocol, vali-
dated in the proposed work, through the design and implementation of the SlowITe
attack. Tests were executed by first analyzing the behavior of the server on a single
connection, in order to identify the potential exploitation of SlowITe, hence perpetrat-
ing real DoS attacks, based on plain text communication and encrypted communica-
tions as well. The results demonstrated that, after establishment, a single connection
can be kept alive for more than 27 h, without sending any data to the listening dae-
mon. Due to its criticality, the SlowITe cyber-attack is reported as CVE-2020-13849
in the database of vulnerability of ICT solutions (O1-O2).

– SlowTT: this cyber-attack is an evolution of SlowITe. In particular, it exploited the
weaknesses to set the Keep-Alive parameter of the server from the client itself and
to adopt PING packets to keep a connection alive by avoiding the connection closure
by the server. These should be considered as weaknesses of the MQTT protocol, val-
idated in the proposed work, through the design and implementation of the SlowTT
attack. Moreover, tests against SLL and MQTT Version 5 were performed to cover
more scenarios related to the MQTT. In these tests as well, SlowTT is able to achieve
its aims. Tests were executed, firstly, to validate the improvement of SlowTT com-
pared with SlowITe by analyzing the behavior of the attacks against the server on
a single connection based on plaintext communication, encrypted communications,
and MQTT Version 5 as well. After establishment, a single connection can be kept
alive for an infinite time by exploiting the PING packets. By analyzing the results of
the comparison between SlowTT and SlowITe, in SlowITe, the maximum time for a
connection was 27 h; instead, in SlowTT, a connection could be alive for an infinite
time. This is the added value of SlowTT because, by keeping the connections open
for a long time, legitimate connections are discarded (O1-O2).

– MQTTset: in this work I presented MQTTset, a legitimate dataset related to the
MQTT protocol, widely adopted in IoT networks. The dataset was built from a net-
work of IoT sensors of different nature (temperature, motion sensor, humidity, door
locker, etc.), able to communicate on the network in order to simulate different con-
texts such as home automation, monitoring of critical infrastructures or industrial
contexts. In order to validate this approach, legitimate traffic was combined with dif-
ferent malicious/attack traffics targeting the MQTT network. From the raw network
traffic generated by MQTTset sensors and cyber-attacks against MQTT, features are
extracted to implement a possible detection system based on machine learning and
artificial intelligence algorithms. Moreover, in order to validate the dataset, machine
learning algorithms widely adopted in the cyber-security field are implemented and
compared (neural network, random forest, naı̈ve bayes, decision tree, gradient boost
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and multilayer perceptron) by using different balancing approach of the dataset. By
comparing balanced and unbalanced dataset, the results reported a high accuracy and
F1 score for the unbalanced dataset due to the high number of records for the legiti-
mate traffic that affect the final results. Instead, the balanced dataset reported a low
metrics results but a correct distribution of data in the confusion matrices. I learned
the importance of a balanced dataset to obtain more realistic results. Finally, basing
the evaluation in terms of accuracy and F1 score, results obtained for the considered
machine learning algorithms were evaluated, demonstrating how MQTTset can be
used for a possible detection system related to the MQTT protocol (O3).

– Tunneling system: a novel tunneling system based on MQTT exploitation is imple-
mented, to demonstrate that it’s possible to use MQTT for nefarious purposes like
tunneling. Moreover, in order to validate the proposed tunneling system, the MQTT
tunneling is compared with other tunnels exploiting HTTP, DNS, ICMP and SSH
protocols. Particularly, in order to accurately compare such scenarios, new metrics
are defined to validate the efficiency of the tunnel, particularly regarding the ampli-
fication factor introduced. As shown in the results, the proposed MQTT tunneling
system results the best choice for payloads up to 3000 bytes, while, for higher pay-
loads, a HTTP tunnel results more performant. Here, it should be considered that
compression is not implemented in the proposed attack, while further work on the
topic may include such functionality. Finally, a first approach to design a detection
system able to counter the proposed threat was presented, by using and comparing
different machine learning algorithms to identify the introduced attack (O2-O3).

• IoT collaboration: during my Ph.D., I collaborated on both European and national projects
related to the IoT context. In particular, in the ANASTACIA project, I collaborated in the
development of slow DoS attacks applied to the IoT context. The ANASTACIA frame-
work is able to carry out the detection and mitigation of cyber-attacks against devices
autonomously. Regarding the Pneulytics project, I collaborated by implementing the IoT
network and by analyzing security aspects such as data encryption, secure information
exchange and secure transmission. Moreover, I collaborated in order to develop an adver-
sarial machine learning attack against the machine learning model to cause a malfunction
in the algorithms. Finally, a data augmentation approach is implemented in order to gen-
erate synthetic dataset starting from a real one.

Based on the results obtained, during these years, I contributed to analyze in detail aspects of
privacy and cyber-security related to the Internet of Things devices, networks and communication
protocols. Many aspects have not been investigated, such as legislation or security standards
in terms of certifications concepts, but as regards the identification of vulnerabilities, cyber-
attacks and innovative protection systems, I hope to have supported the research community to
improve cyber-security about IoT and to help industrial companies to develop product without
vulnerabilities since a simple vulnerability could lead to important issues.
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As for future work, certainly the approach reported and adopted during the Ph.D. can be applied
to other communication protocols, such as CoAP, LoRa or 5/6G, to identify vulnerabilities, at-
tacks and adequate protection systems to improve the security of IoT networks. With regard to
the detection context, the algorithms used can be improved or new approaches applied to identify
cyber-attacks against IoT networks with greater efficiency, using datasets specifically related to
the protocol under analysis to ensure greater efficiency and quality of the algorithm. Moreover, a
further study of the protocols under analysis can be carried out to identify further vulnerabilities
and therefore increase the security of these protocols given the criticality of the information ex-
changed. Furthermore, a further topic could be the study of commercial devices (such as devices
for home networks or in intelligent machines) to ensure adequate security given the great use
of these devices in today’s lives. Finally, from the identified vulnerabilities, innovative attacks
can be implemented with the related protection systems, always with the aim of increasing the
security of communications or devices in the world of the Internet of Things.
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Appendix A

Collaboration during the PhD period

My Ph.D. activities were carried out at the CNR-IEIIT headquarters in Genoa in Italy, in parallel
with activities at the University of Genoa in Italy, in the network security group. My research
activities have been focused on the security of the IoT environment but during these years, I have
collaborated in parallel activities of the group born from a match between the skills of the group
and the knowledge I have learned in these years of research. The group also has an international
reputation as it is involved in various European and national projects. I collaborated in some
of these projects precisely because of the skills I have developed in the context of security over
these years.

A.1 CNR research activities

The NetSec group of CNR-IEIIT deals with network and systems security aspects, analyzing
both threats and mitigation technologies. In partcular, during research activities the group study
various areas in the security field: analysis of infective tools (such as malware, virus, or tro-
jan horses), Intrusion Detection and Prevention Systems, wireless security, penetration testing,
forensics techniques, denial of service attacks, or botnets are accomplished to explore the field
and identify how such attacks work, in order to provide innovative mitigation methodologies.
The group also accomplishes network management operations on the CNR AriGE network, pro-
viding different services to the researchers located in Genoa, such as DNS, Internet connectivity,
network monitor, and firewall and network devices management.

The peculiarity of the group is the multi-disciplinarity and complementarity of skills: both differ-
ent academic origin (physics, engineering, computer science) and work experiences in different
environments (business, research in public area and consultancy in private area, university edu-
cation teaching). Such characteristics allow to be always ready to solve new issues.
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Research activities on the following topics are particularly intensive: design and development
of innovative cyber-attacks (denial of service, 0-day, covert channels, botnets, malware, etc.),
design and development of novel Intrusion Detection and Prevention Systems (IDS/IPS), net-
works investigation (darknets and anonymizing networks), network protocols security, wireless
and IoT security and vulnerability assessment/penetration testing and information and computer
forensics In particular, the group activities in the last years are focused on the development of last
generation denial of service attacks and botnets, Internet of Things security and the investigation
of innovative covert channel methods.

Denial of service (DoS) attacks evolved and consolidated as severe security threats to network
servers, not only for internet service providers but also for governments. Earlier DoS attacks
involved high-bandwidth flood-based approaches exploiting vulnerabilities of networking and
transport protocol layers. Subsequently, distributed DoS attacks have been introduced amplify-
ing not only the overall attack bandwidth but also the attack source, thus eluding simple counter
measures based on source filtering. Last generation low bit-rate approaches, instead, exploit
vulnerabilities of application layer protocols to accomplish DoS or DDoS attacks. The investiga-
tion of such threats called Slow DoS Attacks is particularly challenging, due to their impact and
characteristics.

As far as the security of IoT devices is concerned, the activities are parallel to my Ph.D. activities,
precisely my research activities were pursued in the network security group of the CNR.

Covert channel is one of the major network vulnerabilities, due to their stealthiness and potential
impact. Covert channel often involves header field manipulation of network protocols like TCP,
IP, ICMP, HTTP/HTTPS, DNS. In this case, this threat is called covert storage channel. In
contrast, covert timing channels manupilate packet timing (e.g. inter-packet time) to vehiculate
stealth information on the communication medium. More recently, covert channel techniques for
mobile devices have been developed, such as carrying secret data through silent periods occurring
in voice calls based on VoIP and VoLTE (VoIP over LTE) protocols. Other approaches exploit
SMS text messages, hence, telephony networks, to initiate a covert channel. It was evaluated
just in terms of time performance. The research on covert channels is accomplished to master
the field and identify novel vulnerabilities in this context, also proposing appropriate protection
systems.

During my Ph.D., I collaborated with the group on research activities related to slow denial of
service attacks and the darknet context. These activities were performed with a lower priority
than the purpose of the thesis, the goal was to integrate the concept of IoT in different applications
as demonstrated by the integration of slow denial of service attacks in the IoT context (such as
SlowITe, SlowTT or the execution of slow dos attacks through the ESP8266 module).

Slow dos detection With regard to slow dos attacks, the activities focused on the detection of
these attacks through innovative algorithms as, as described in the previous sections, these attacks
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can be performed both by IoT devices (using simple devices as an attack vector) or against these
networks, as demonstrated by the SlowITe and Slowtt attacks, with all the criticalities of the
case. The developed algorithm is based on the extraction of legitimate traffic thresholds used to
identify an attack in progress. The thresholds extracted are:

• ∆start referring to the time passing between the establishment of a connection and the
beginning of the request

• ∆req referring to the time passing between the beginning of the request and the end of the
same request;

• ∆delay referring to the time passing between the end of the request and the beginning of
the relative response;

• ∆resp referring to the time passing between the beginning of the response and the end of
the same response;

• ∆next referring to the time passing between the end of the response and the beginning of
the next request on the same connection stream.

Subsequently, after extrapolating the considered legitimate thresholds, during a slow dos attack
a comparison is made in real-time to identify the attack in progress as one or more thresholds
extrapolated from the malicious traffic is exploited by the threat to attack the victim system.

Darknet Regarding instead the darknet topic, I collaborated in a classification of threats that
characterize the network. This work deeply investigates the literature of attacks against the Tor
network, presenting the most relevant threats in this context. Considering onion networks secu-
rity, attacks may target three different entities of the network:

• Client: in this case, the aim of the attacker is to target a client of the Tor network;

• Server: in this case, the Tor hidden server is targeted by the attacker;

• Network: in this case, the Tor network itself is targeted by the attacker.

In order to provide an important tool for the research community, an exhaustive taxonomy based
on the target of the attack is proposed. Such taxonomy represents a characterization scheme to
identify cyber-attacks related to darknet environments and better understand their functioning.
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A.2 Integrated Framework for Predictive and Collaborative
Security of Financial Infrastructures (FINSEC)

The Integrated Framework for Predictive and Collaborative Security of Financial Infrastructures
(FINSEC), Grant Agreement number 786727, is a flagship project which will develop, demon-
strate and bring to market an integrated, intelligent, collaborative and predictive approach to the
security of critical infrastructures in the financial sector. To this end, FINSEC will introduce,
implement and validate a novel reference architecture for integrated physical and cyber-security
of critical infrastructures, which will enable handling of dynamic, advanced and asymmetric at-
tacks, while at the same time boosting financial organizations’ compliance to security standards
and regulations. FINSEC will provide a blueprint solution for the physical and cyber-security of
critical infrastructures in the financial sector. The solution will be provided in terms of:

• A Reference Architecture (RA) for structuring critical infrastructure protection systems in
the financial sector: This architecture will provide the structuring principles of security
systems in financial sector towards achieving: (i) Integrated, cost-effective protection of
cyber and physical assets and infrastructures and (ii) Faster and cost-effective compliance
to security standards and regulation.

• A security toolbox comprising a range of components and tools for physical and cyber-
security: The components of the toolbox will be integrated in-line with the FINSEC refer-
ence architecture, in order to provide a tangible implementation of the blueprint solutions
of the project.

• A set of pilots in nearly operational conditions, used to validate and evaluate the FINSEC
solutions: the pilots will be organized at the (end-user) financial organization of the consor-
tium. They will engage relevant stakeholders (i.e. security officers, IT and cyber-security
experts, the security-related C-suite of the organization such as CSO (Chief Security Of-
fice) and CIO (Chief Information Officer)) in the deployment and use of the FINSEC tech-
nologies (i.e. the toolbox’s technologies) in-line with the FINSEC architecture. Pilots will
be organized based on: (i) Simulated attacks against critical infrastructures of the end-user
organizations; (ii) Stakeholder’s workshops, where experts and employees of the end-users
will engage in identification, assessment, refinement and mitigation of security risks and
incidents, notably risks and incidents associated with the critical infrastructures of the end-
users.

The CNR research group is involved in this project in three key activities: The first is the de-
velopment of prediction analytics algorithms able to anticipate and prevent the execution of an
attack against the monitored infrastructure, the second is related to the development of a key
component of the architecture called Mitigation Service used to process identified attacks in real
time and generate possible countermeasures and finally collaborated with the definition of a new
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standard called FINSTIX that combines the STIX standard with physical events as today the
standard STIX only takes into account cyber-attacks.

During the Ph.D., I mainly collaborated in the development of predictive analysis algorithms
as these algorithms can also be applied to the IoT context. In particular, with the developed
algorithms, it is possible to predict an attack against a system and therefore to prepare coun-
termeasures able to protect the networks avoiding the attack being performed. The developed
algorithm is mainly based on network traffic analysis and is able to predict a denial of service
attack against the infrastructure. Later, I also collaborated with the definition of the FINSTIX
format as the combination of cyber and physical attacks is a very relevant topic in the context of
the IoT. This new format can then be adopted in the IoT context to exchange information relat-
ing to cyber-physical attacks using a defined standard. The aim of possible future works is the
application of these algorithms and this new standard to the IoT context, testing these innovative
approaches on different network protocols available.

A.3 MyHealthMyData (MHMD)

MyHealthMyData (MHMD), Grant Agreement number 732907, started in 2016 and at that time,
most of the challenges surrounding the sharing of data, in what is now currently defined as the
European Health Space, were still unclear, with major uncertainties around key choices like
whether to opt for relative centralisation, with what cloud or multi-cloud approaches, or whether
the then emerging distributed ledger technology would actually prove to be a viable solution.
Given its pioneering goal to define a blockchain-based system for health enriched by privacy-
enhancing technologies, MHMD has exerted the function of a technological, ethical and legal
sandbox for testing the feasibility, robustness and meaningfulness of a new privacy paradigm
allowing to develop “trustless trust” to facilitate data transactions between people, hospitals,
research centres and businesses, leading to an open biomedical information network centred on
the connection between organisations and the individual. The core aim of MHMD has thus been
dealing with health data through a distributed individual and institutional empowerment system,
aimed at ensuring secure access from anywhere, on any device. This goal has implied a number
of key features:

• a private permissioned blockchain based on Hyperledger Fabric for controlled data access;

• an off-chain data storage participated by multiple hospitals and by individuals;

• a metadata catalogue allowing to safely inspect what data are available on MHMD;

• dynamically and automatically managing consent by smart contracts;

• a resulting, successful privacy by design and GDPR compliance assessment.
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MHMD has, in other words, moved from the unqualified expectation of developing a compliant
system for sharing data, to the goal of guaranteeing shared control, providing trust by compu-
tation and, in addition, highly innovative ways to generate, use and share synthetic health data.
The MHMD approach to computational trust is based on three solutions: homomorphic encryp-
tion, secure multi-party computation, and federated learning with an untrusted black box. The
peer-to-peer nature of the blockchain makes it possible to allow a potentially limitless number
of clinical institutions and of individual subjects to safely interact with their and others’ health
data, either through the “visiting” mode, based on secure computation “bringing the algorithms
to the data”, or through the sharing mode, by generating and publishing anonymous, including
synthetic, data, controlled with differential privacy.

In this project I was involved in the activities related to the safety testing phase of the platform
developed in the project. In particular, I was involved in carrying out vulnerability assessment
and penetration testing on the web portal of the system, on the analysis of the data exchanged in
the platform and of the connections between the various components of the framework. The goal
was to identify vulnerabilities, such as possible access points, that malicious users could exploit
to access data in the system. Given the context in which the project poses (healthcare), a possible
data theft can lead to disastrous consequences (as in the famous Wannacry attack that took place
in 2017). The experience gained in the project was also important for the context of my Ph.D. as
carrying out detailed analysis of vulnerability in communication protocols (even if not directly
IoT but in any case the approach is similar), it allowed me to better identify possible points of
attack to be exploited to implement innovative attacks in the IoT context. Furthermore, in order
to carry out the vulnerability assessment phase in the best possible way (both for IoT and for
the project), I studied and obtained the eWAPT certification from the eLearnSecurity company
[HH17], known worldwide for its certifications in the security context. Furthermore, the aim
of the project was to organize a public hacking challenge open to ethical hackers to carry out a
penetration test on the platform. In this context, I collaborated in the organization of the event,
following the ethical hackers during the pentesting activities and processing of the results.

A.4 FREETOOL

The FREETOOL v2.0 project, ABAC n. 30-CE-0736867/00-05, is an EU-funded initiative set up
to develop a range of open-source, validated software tools to help law enforcement officers in the
area of digital forensics and cybercrime investigation. A continuation of the FREETOOL project
that was completed in 2015, the main aim of the project’s second edition was to update existing
and develop new open-source forensic tools, and to disseminate these tools among the wider law
enforcement community. The project fine-tuned the software development process to address
not only the requirements of forensic investigators, which was the focus of the original project,
but also those of cybercrime investigators for Open Source Intelligence (OSINT) gathering. The
project successfully developed a range of forensic and Open Source Intelligence gathering tools,
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which have been enthusiastically adopted by law enforcement authorities globally. Thanks to the
project, these authorities now have access to a range of resources that will enable them to conduct
investigations at little or no cost. The project’s impact can be seen in real investigations, where
results have shown one of the tools outperforming an equivalent commonly used commercial
solution. In a recent case, the tool uncovered 1 500 child sexual abuse images that had been
missed by the standard forensic solution. In another instance, the Irish Police have seen case
backlogs dramatically reduced as a result of using the first responder and forensic preview tools
together as part of a triage strategy.

As activies in the security aspects about this project, the CNR network security group is involved
to perfom a sfotware validation test. In particular, the activities in which I collaborated are related
to the testing phase of the software developed in the project to identify its correct functioning
as the field of application (forensic activities) does not allow possible bugs. In this project,
similar to the activities of the FINSEC project, I learned methodology with the development of
critical applications and security testing, useful in the IoT context to identify vulnerabilities of
communication protocols or devices.

A.5 Monitoring And Rescue Automation (MAREA)

The Monitoring and Rescue Automation (MAREA) project has the objective of modular de-
velopment (concepts, methodologies and support technologies) of an organization that can be
interpreted in terms of ”Systems of Systems” (SoS: System of Systems). As part of the project,
the modular architecture that is believed to be able to develop starting from general method-
ologies, as already stated above, will in any case have as constant reference the following two
application scenarios connected to them:

• Monitoring and protection of convoys and the transport of sensitive goods and materials:
with particular reference to humanitarian convoys in areas at risk of attacks and terrorist
attacks and more generally to the escort of sensitive goods and materials even in countries
not at risk (dangerous goods, toxic, radioactive waste etc ....);

• Monitoring and Intervention in the context of Terrestrial and Maritime Emergency Sce-
narios: with particular interest in the scenarios concerning the migratory flows of human
beings (protection of land and sea borders and emergencies at sea) and serious environ-
mental - structural accidents in general (fires, floods, landslides, avalanches, earthquakes,
etc ....).

For both the application scenarios outlined above, the main specific needs of both are highlighted
below, in relation to which it is believed that all the considerations made in the introductory
paragraph can be better justified:
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• ability to constantly update ”situation awareness”, for very large and diversified environ-
ments (from land to air, from surface aquatic to underwater and coastal and possibly also
indoor), integrated with that of recognizing and identifying situations anomalous or dan-
gerous, and also symptoms of the same, whether of ”natural” origin (gas leaks, release of
harmful chemical compounds, fires, radiation, deformations and / or structural anomalies,
damage to structures or symptoms of their potential to arise, etc.) or ”human” (poten-
tial threats deriving from intrusions or anomalous behavior, stalking for attacks, explosive
traps along the routes, people in difficulty, etc.);

• capacity for operational intervention, possibly supporting personnel, in the execution of
tasks, both for monitoring (such as punctual observations in inaccessible, dangerous or
otherwise difficult to reach places), and transport (sensors, medicines, equipment in gen-
eral, loading-unloading disassembled parts etc.), and, for the identified operational needs,
handling, associated with them (collection of materials and samples, etc.).

The monitoring activities were carried out through IoT devices, a field in which these devices
are very effective and efficient due to their characteristics. In particular, the ZigBee protocol was
also used for the maritime scenario, part of my Ph.D. activities. I then tested the attack related to
the AT commands developed during the master’s thesis to validate the criticality of the identified
vulnerability on a real scenario, again demonstrating the efficiency of the attack against XBee
devices.

A.6 Cyber security about critical infrastructure (CYBIC)

The need for security in industrial control and remote control systems has grown steadily in
recent years, in particular as regards the protection of national critical infrastructures, in line
with the development of the Industry 4.0 paradigm. Industrial control systems (ICS Industrial
Control Systems, DCS - Distributed Control Systems, SCADA - Supervisory Control And Data
Acquisition) are present almost everywhere, in the context of industrial production processes
and critical infrastructures. In this scenario, the lack of adequate security tools risks becoming a
slowing factor, as the opening of critical infrastructures to interaction with external elements (for
example via computer networks) greatly amplifies the danger of attacks and violations safety:
systems originally designed to operate in isolation are actually involved in complex interactions.
This paradigm shift brings some effects, including the widening of the security perimeter, the
possibility of combined attacks (cyber and physical aspects and their possible correlations) and
the great attractiveness towards the attackers that remotely, at low cost, can cause extensive dam-
age. In the context described above, the project aims to create a solution for the automation of
the security monitoring of critical infrastructures, consisting of: a methodological framework for
assessing the security level of critical infrastructures, obtained as a synthesis of the best practices
adopted by the partners industrial, validated by the Research Bodies involved in the project; a
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solution (equipped with HW and SW components) for monitoring and protecting the operation
of the infrastructure. This platform will be able to promptly and effectively identify potential
attacks on the infrastructure based on the analysis of the large amount of data generated by the
infrastructure and context (through the implementation of a ”model-based monitoring” strategy).
The project includes a phase of experimentation and validation of the results; some existing in-
frastructures will be used for this purpose. The modeling of the sample critical infrastructure
and its security policies and the testing of the solution is foreseen to validate its reliability. Fi-
nally, the possibility of intervening on the real infrastructure will be evaluated in order to correct
identified defects and criticalities.

CNR is involved in the project thanks to the skills in the cyber-security sector of its research
group (unique of its kind) relating to the development of innovative cyber-attacks, recognized
nationally and internationally, with the possibility of using non-public attack tools available.
CNR also makes in-depth knowledge of blockchain technologies and network security issues
available to the project. Moreover, I collaborated in the definition of possible cyber-physical
attacks against the industrial infrastructure, such as SCADA or ICS system focused on DoS
attacks.
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Appendix B

Scientific papers, conferences, book
chapters, reviewers and University
activities

Scientific papers

• Vaccari, I., Cambiaso, E., and Aiello, M. (2017). Remotely Exploiting AT Command
Attacks on ZigBee Networks. Security and Communication Networks, 2017.

• Vaccari, I., Cambiaso, E., and Aiello, M. (2019). Evaluating Security of Low-Power Inter-
net of Things Networks. International Journal of Computing and Digital Systems, 8(02),
101-114.

• Cambiaso, E., Vaccari, I., Patti, L., and Aiello, M. (2019). Darknet Security: A Catego-
rization of Attacks to the Tor Network. In ITASEC.

• Aiello, M., Cambiaso, E., Canonico, R., Maccari, L., Mellia, M., Pescapè, A., and Vaccari,
I. (2020). IPPO: A Privacy-Aware Architecture for Decentralized Data-sharing. arXiv
preprint arXiv:2001.06420.

• Vaccari, I., Aiello, M., and Cambiaso, E. (2020). SlowITe, a Novel Denial of Service
Attack Affecting MQTT. Sensors, 20(10), 2932.

• Vaccari, I., Aiello, M., Pastorino, F., and Cambiaso, E. (2020, November). Protecting the
ESP8266 Module from Replay Attacks. In 2020 International Conference on Communi-
cations, Computing, Cybersecurity, and Informatics (CCCI) (pp. 1-6). IEEE.
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• Vaccari, I., Aiello, M., Cambiaso, E. (2020). ”Innovative Protection System Against Re-
mote AT Command Attacks on ZigBee Networks” Acta scientific computer science

• Marrella, A., Varani, G., Aiello, M., Vaccari, I., Vitale, C., Mojzisek, M., Degrassi, C. and
Scaglione, S. (2020) 3D fluid-dynamic ovarian cancer model resembling systemic drug
administration for efficacy assay. ALTEX-Alternatives to animal experimentation.

• Mongelli, M., Orani, V., Cambiaso, E., Vaccari, I., Paglialonga, A., Braido, F., and Cata-
lano, C. E. (2020, August). Challenges and Opportunities of IoT and AI in Pneumology. In
2020 23rd Euromicro Conference on Digital System Design (DSD) (pp. 285-292). IEEE.

• Cambiaso, E., Aiello, M., Mongelli, M., and Vaccari, I. (2020, August). Detection and
classification of slow DoS attacks targeting network servers. In Proceedings of the 15th
International Conference on Availability, Reliability and Security (pp. 1-7).

• G. Gazzarata, E. Troiano, L. Verderame, M. Aiello, I. Vaccari, E. Cambiaso and A. Merlo
(2020) FINSTIX: a Cyber-Physical Data Model forFinancial Critical Infrastructures. In
Cyber-Physical Security for Critical Infrastructures Protection: First International Work-
shop, CPS4CIP 2020, Guildford, UK, September 18, 2020, Revised Selected Papers.
Springer Nature. p. 48.

• Alessandra Marrella, Arianna Fedi, Gabriele Varani, Ivan Vaccari, Marco Massimo Fato,
Giuseppe Firpo, Patrizia Guida, Nicola Aceto and Silvia Scaglione (2021). High blood
flow shear stress values are associated with circulating tumor cells cluster disaggregation
in a multi-channel microfluidic device. PloS one, 16(1), e0245536.

• Vaccari, I., Aiello, M., and Cambiaso, E. (2020). Slowtt: A slow denial of service against
iot networks. Information, 11(9), 452.

• Vaccari, I., Chiola, G., Aiello, M., Mongelli, M., and Cambiaso, E. (2020). MQTTset, a
New Dataset for Machine Learning Techniques on MQTT. Sensors, 20(22), 6578.

Conferences

• Vaccari, I., Cambiaso, E., Aiello, M. (2019). Security aspects about Internet of Things
networks and devices
Computer Science Workshop 2019
Ph.D. program in Computer Science and Systems Engineering, Università degli studi di
Genova

• Vaccari, I., Cambiaso, E., Aiello, M. (2020). Security aspects about Internet of Things
networks and devices
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Ph.D. forum poster session and presentation
ITASEC20

• Vaccari, I., Aiello, M., Mongelli, M., Cambiaso, E. (2020) Exploiting low-powerful IoT
devices to perpetrate network attacks
Poster session
IWSEC2020

• Vaccari, I. (2020) Security aspects about Internet of Things networks, devices and proto-
cols
Ph.D. forum poster session and presentation
ICISSP2020

• Vaccari, I., Narteni, S., Mongelli, M., Aiello, M., Cambiaso, E., (2021) Cyber-threats with
IoT devices as attack vector: the ESP8266 use case
Track: Industrial security
ITASEC21

• Narteni, S., Vaccari, I., Mongelli, M., Aiello, M., Cambiaso, E., (2021) On the feasibility
of covert channels through Short-Message-Service
Track: Anomaly Detection and Covert Channels
ITASEC21

Book Chapters

• Bernal, J., Molina, A., Skarmeta, A., Bianchi, S., Cambiaso, E., Vaccari, I., Scaglione, S.,
Aiello, M., Trapero, R., Bouet, M., Belabed, M., Bagaa, M., Addad, R., Taleb, T., Rivera,
D., El-Din Mady, A., Quesada Rodriguez, A., Crettaz, C., Ziegler, S., Kim, E., Filipponi,
M., Bajic, B., Garcia-Carrillo D., Marin-Perez. R. (2019). Challenges in Cybersecurity
and Privacy – the European Research Landscape
River Publishers
ISBN: 978-87-7022-088-0

• Giorgia Gazzarata, Ernesto Troiano, Enrico Cambiaso, Ivan Vaccari, Ariana Polyviou,
Alessio Merlo and Luca Verderame, (2020) FINSTIX: A Security Data Model for the
Financial Sector
Now Publishers
ISBN: 978-1-68083-686-8

• Habtamu Abie, Svetlana Boudko, Omri Soceanu, Lev Greenberg, Aidan Shribman, Beatriz
Gallego-Nicasio, Enrico Cambiaso, Ivan Vaccari and Maurizio Aiello (2020) Adaptive and

140



Intelligent Data Collection and Analytics for Securing Critical Financial Infrastructure
Now Publishers
ISBN: 978-1-68083-686-8

• Enrico Cambiaso, (2020) Detection of Innovative Low-rate Denial of Service Attacks
Against Critical Infrastructures
Now Publishers
ISBN: 978-1-68083-686-8

• Ivan Vaccari, Maurizio Aiello, Enrico Cambiaso (2021) An innovative 0-day attack against
ZigBee: exploitation and protection system analysis
Book Publisher International ISBN: 978-93-90768-08-0

Reviewers activities

• Reviewer for more then 20 papers in international journals and conferences

• PC Member of the FINSEC’19 event organized during the “Twenty-fourth European Sym-
posium on Research in Computer Security (ESORICS 2019)
https://esorics2019.uni.lu
Luxembourg - September 23-27, 2019”.

• Member of the Editorial Board of the AS Computer Science (ACTA Scientific) interna-
tional journal.

• Member of the PhD Program Commitee for ITASEC20 event.

• Member of the Editorial Board about the journal Computer Engineering Studies

University collaboration

• Teaching with lessons entitled ”IoT security” in the 2-hour STRATEGOS Master’s Degree
course at the University of Genoa on May 2020. In this seminar, I presented my research
activities and results regarding the IoT security. Moreover, I presented a live demo about
a web vulnerability assessment and penetration test about a vulnerable website to demon-
strate SQL injection and cross-site scripting attacks feature.

• Teaching support activities for the ”Advanced Data Management” course, year 2018, in
the Computer Science course at the University of Genoa of 20 hours in the period October
2018 - February 2019. In these teaching support activities, I mainly collaborated in the
course laboratory as a support for students in programming activities.
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• Teaching support activities for the course of ”Algorithms and Data Structures”, year 2018,
in the course of Computer Science at the University of Genoa of 40 hours in the period
March 2019 - July 2019. In these teaching support activities, I mainly collaborated in the
course laboratory as a support for students in programming activities.

• Teaching support activities for the ”Mobile development” course, year 2019, in the Com-
puter Science course at the University of Genoa of 20 hours in the period October 2019
- February 2020. In these teaching support activities, I mainly collaborated in the course
laboratory as a support for students in programming activities.

• Teaching support activities for the course of ”Algorithms and Data Structures”, year 2020,
in the course of Computer Science at the University of Genoa of 40 hours in the period
March 2020 - July 2020. In these teaching support activities, I mainly collaborated in the
course laboratory as a support for students in programming activities.
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Michal Greguš, editors, Advances in Intelligent Networking and Collabora-
tive Systems, pages 340–349, Cham, 2019. Springer International Publish-
ing.

[Hun17] Mark Hung. Leading the iot, gartner insights on how to lead in a connected
world. Gartner Research, pages 1–29, 2017.

156



[HYM14] Shivayogi Hiremath, Geng Yang, and Kunal Mankodiya. Wearable inter-
net of things: Concept, architectural components and promises for person-
centered healthcare. In 2014 4th International Conference on Wireless
Mobile Communication and Healthcare-Transforming Healthcare Through
Innovations in Mobile and Wireless Technologies (MOBIHEALTH), pages
304–307. IEEE, 2014.

[HZL19] Yubo He, Yuefei Zhu, and Wei Lin. Http tunnel trojan detection model based
on deep learning. In Journal of Physics: Conference Series, volume 1187,
page 042055. IOP Publishing, 2019.

[Ion15] Valeriu Manuel Ionescu. The analysis of the performance of rabbitmq and
activemq. In 2015 14th RoEduNet International Conference-Networking in
Education and Research (RoEduNet NER), pages 132–137. IEEE, 2015.

[Jan11] M Janus. Heads of the hydra. malware for network devices. Securelist, 2011.

[JL16] P. Jokar and V. Leung. Intrusion detection and prevention for zigbee-based
home area networks in smart grids. IEEE Transactions on Smart Grid, 2016.

[JM14] Jia Jia and Julian Meng. A novel approach for impulsive noise mitigation in
zigbee communication system. In 2014 Global Information Infrastructure
and Networking Symposium (GIIS), pages 1–3. IEEE, 2014.

[JPJ12] Rutvij H Jhaveri, Sankita J Patel, and Devesh C Jinwala. Dos attacks in mo-
bile ad hoc networks: A survey. In 2012 second international conference on
advanced computing & communication technologies, pages 535–541. IEEE,
2012.

[JQ15] L. Jun and Y. Qing. Take unauthorized control over zigbee devices, defcon
2015. 2015.

[JS14] A Jesudoss and N Subramaniam. A survey on authentication attacks and
countermeasures in a distributed environment. Indian Journal of Computer
Science and Engineering (IJCSE), 5(2):71–77, 2014.

[JYH+18] Honglu Jiang, Jiguo Yu, Chunqiang Hu, Cheng Zhang, and Xiuzhen Cheng.
Sa framework based de-anonymization of social networks. Procedia Com-
puter Science, 129:358–363, 2018.

[KA15] Rajat Kandoi and Markku Antikainen. Denial-of-service attacks in openflow
sdn networks. In 2015 IFIP/IEEE International Symposium on Integrated
Network Management (IM), pages 1322–1326. IEEE, 2015.

157



[KB17] S Karthikeyan and PTV Bhuvaneswari. Iot based real-time residential en-
ergy meter monitoring system. In 2017 Trends in Industrial Measurement
and Automation (TIMA), pages 1–5. IEEE, 2017.

[KBR17] Prashant Kushwaha, Himanshu Buckchash, and Balasubramanian Raman.
Anomaly based intrusion detection using filter based feature selection on
kdd-cup 99. In TENCON 2017-2017 IEEE Region 10 Conference, pages
839–844. IEEE, 2017.

[KCR15] Seong-Min Kim, Hoan-Suk Choi, and Woo-Seop Rhee. Iot home gateway
for auto-configuration and management of mqtt devices. In 2015 IEEE Con-
ference on Wireless Sensors (ICWiSe), pages 12–17. IEEE, 2015.

[KDHS18] Myroslav Komar, Vitaliy Dorosh, Grygoriy Hladiy, and Anatoliy Sachenko.
Deep neural network for detection of cyber attacks. In 2018 IEEE First In-
ternational Conference on System Analysis & Intelligent Computing (SAIC),
pages 1–4. IEEE, 2018.

[KDP+19] Hadis Karimipour, Ali Dehghantanha, Reza M Parizi, Kim-Kwang Ray-
mond Choo, and Henry Leung. A deep and scalable unsupervised machine
learning system for cyber-attack detection in large-scale smart grids. IEEE
Access, 7:80778–80788, 2019.

[KG19] Prajakta Kamble and Aruna Gawade. Digitalization of healthcare with iot
and cryptographic encryption against dos attacks. In 2019 International
Conference on contemporary Computing and Informatics (IC3I), pages 69–
73. IEEE, 2019.

[KGB16] Alexey Kurakin, Ian Goodfellow, and Samy Bengio. Adversarial examples
in the physical world. arXiv preprint arXiv:1607.02533, 2016.

[KGV+19] Ansam Khraisat, Iqbal Gondal, Peter Vamplew, Joarder Kamruzzaman, and
Ammar Alazab. A novel ensemble of hybrid intrusion detection system for
detecting internet of things attacks. Electronics, 8(11):1210, 2019.

[KKK17] Constantinos Kolias, Vasilis Kolias, and Georgios Kambourakis. TermID: a
distributed swarm intelligence-based approach for wireless intrusion detec-
tion. International Journal of Information Security, 16(4):401–416, 2017.

[KKSG16] Constantinos Kolias, Georgios Kambourakis, Angelos Stavrou, and Ste-
fanos Gritzalis. Intrusion detection in 802.11 networks: empirical evaluation
of threats and a public dataset. IEEE Communications Surveys & Tutorials,
18(1):184–208, 2016.

158



[KKSV17a] Constantinos Kolias, Georgios Kambourakis, Angelos Stavrou, and Jeffrey
Voas. DDoS in the IoT: Mirai and other botnets. Computer, 50(7):80–84,
2017.

[KKSV17b] Constantinos Kolias, Georgios Kambourakis, Angelos Stavrou, and Jeffrey
Voas. Ddos in the iot: Mirai and other botnets. Computer, 50(7):80–84,
2017.

[KLS+16] Irina Krivtsova, Ilya Lebedev, Mikhail Sukhoparov, Nurzhan Bazhayev, Igor
Zikratov, Aleksandr Ometov, Sergey Andreev, Pavel Masek, Radek Fujdiak,
and Jiri Hosek. Implementing a broadcast storm attack on a mission-critical
wireless sensor network. In International Conference on Wired/Wireless
Internet Communication, pages 297–308. Springer, 2016.

[KM16] Ravi Kishore Kodali and Kopulwar Shishir Mahesh. Low cost ambient mon-
itoring using esp8266. In 2016 2nd International Conference on Contempo-
rary Computing and Informatics (IC3I), pages 779–782. IEEE, 2016.

[KMJ18] Tejaswi Kakarla, Aakif Mairaj, and Ahmad Y Javaid. A real-world pass-
word cracking demonstration using open source tools for instructional use.
In 2018 IEEE International Conference on Electro/Information Technology
(EIT), pages 0387–0391. IEEE, 2018.

[KMST19] Nickolaos Koroniotis, Nour Moustafa, Elena Sitnikova, and Benjamin Turn-
bull. Towards the development of realistic botnet dataset in the internet of
things for network forensic analytics: Bot-iot dataset. Future Generation
Computer Systems, 100:779–796, 2019.

[KP14] J Sathish Kumar and Dhiren R Patel. A survey on internet of things: Security
and privacy issues. International Journal of Computer Applications, 90(11),
2014.

[Kre16] Brian Krebs. Source code for iot botnet ‘mirai’released. KrebsonSecu-
rity.(Oct. 2016). Retrieved Feb, 23:2017, 2016.

[KS15] Athena Karumbaya and Gowri Satheesh. Iot empowered real time environ-
ment monitoring system. International Journal of Computer Applications,
129(5):30–32, 2015.

[KS16] Ravi Kishore Kodali and SreeRamya Soratkal. Mqtt based home automation
system using esp8266. In 2016 IEEE Region 10 Humanitarian Technology
Conference (R10-HTC), pages 1–5. IEEE, 2016.

159



[KSK+18] Dominik Kappeler, Knut Sommerer, Claudius Kietzig, Bärbel Huber,
Jo Woodward, Mark Lomax, and Prashant Dalvi. Pulmonary deposition
of fluticasone propionate/formoterol in healthy volunteers, asthmatics and
copd patients with a novel breath-triggered inhaler. Respiratory medicine,
138:107–114, 2018.

[KT15] Surapon Kraijak and Panwit Tuwanut. A survey on iot architectures, pro-
tocols, applications, security, privacy, real-world implementation and future
trends. 2015.

[KTT+12] Vishal Kumkar, Akhil Tiwari, Pawan Tiwari, Ashish Gupta, and Seema
Shrawne. Vulnerabilities of Wireless Security protocols (WEP and WPA2).
International Journal of Advanced Research in Computer Engineering &
Technology (IJARCET), 1(2):pp: 34–38, 2012.

[KWdST17] Esther Kuipers, Michel Wensing, Peter de Smet, and Martina Teichert. Self-
management research of asthma and good drug use (smaragd study): a pilot
trial. International Journal of Clinical Pharmacy, 39(4):888–896, 2017.

[KZ15] M. A. B. Karnain and Z. B. Zakaria. A review on zigbee security enhance-
ment in smart home environment. pages 1–4, 2015.

[L+17] Roger A Light et al. Mosquitto: server and client implementation of the
mqtt protocol. J. Open Source Software, 2(13):265, 2017.

[LC17] et al. L. Caviglione. Measuring the energy consumption of cyber security.
IEEE Communications Magazine, 55(7):58–63, 2017.

[LCC+09] Yali Liu, Cherita Corbett, Ken Chiang, Rennie Archibald, Biswanath
Mukherjee, and Dipak Ghosal. Sidd: A framework for detecting sensitive
data exfiltration by an insider attack. In 2009 42nd Hawaii international
conference on system sciences, pages 1–10. IEEE, 2009.

[LCC+15] Jorge E Luzuriaga, Juan Carlos Cano, Carlos Calafate, Pietro Manzoni,
Miguel Perez, and Pablo Boronat. Handling mobility in iot applications
using the mqtt protocol. In 2015 Internet Technologies and Applications
(ITA), pages 245–250. IEEE, 2015.

[Liu12] Yide Liu. Wireless sensor network applications in smart grid: recent trends
and challenges. International Journal of Distributed Sensor Networks,
8(9):492819, 2012.

[LJX10] Hongwei Li, Zhongning Jia, and Xiaofeng Xue. Application and analy-
sis of zigbee security services specification. In 2010 Second International

160



Conference on Networks Security, Wireless Communications and Trusted
Computing, volume 2, pages 494–497. IEEE, 2010.

[LKHJ13] Shinho Lee, Hyeonwoo Kim, Dong-kweon Hong, and Hongtaek Ju. Corre-
lation analysis of mqtt loss and delay according to qos level. In The Inter-
national Conference on Information Networking 2013 (ICOIN), pages 714–
717. IEEE, 2013.

[LKKC17] Hyukki Lee, Soohyung Kim, Jong Wook Kim, and Yon Dohn Chung.
Utility-preserving anonymization for health data publishing. BMC medical
informatics and decision making, 17(1):104, 2017.

[LLK+08] Gunhee Lee, Jaesung Lim, Dong-kyoo Kim, SungHyun Yang, and
MyungHyun Yoon. An approach to mitigating sybil attack in wireless net-
works using zigbee. In 2008 10th International Conference on Advanced
Communication Technology, volume 2, pages 1005–1009. IEEE, 2008.

[LLSK17] Yungee Lee, Wangkwang Lee, Giwon Shin, and Kyungbaek Kim. Assess-
ing the impact of dos attacks on iot gateway. In Advanced Multimedia and
Ubiquitous Engineering, pages 252–257. Springer, 2017.

[LRST00] Felix Lau, Stuart H Rubin, Michael H Smith, and Ljiljana Trajkovic. Dis-
tributed denial of service attacks. In Systems, Man, and Cybernetics, 2000
IEEE International Conference on, volume 3, pages 2275–2280. IEEE,
2000.

[LW08] Wenjiang Li and Juan Wei. Design of Low-Power Consumption ZigBee
Wireless Sensor Networks Nodes [J]. Journal of Chengdu University (Nat-
ural Science Edition), 3:18, 2008.

[LYZ+20] Lan Lan, Lei You, Zeyang Zhang, Zhiwei Fan, Weiling Zhao, Nianyin Zeng,
Yidong Chen, and Xiaobo Zhou. Generative adversarial networks and its
applications in biomedical informatics. Frontiers in Public Health, 8:164,
2020.

[LZLZ18] Jiaqi Li, Zhifeng Zhao, Rongpeng Li, and Honggang Zhang. Ai-based two-
stage intrusion detection for software defined iot networks. IEEE Internet of
Things Journal, 6(2):2093–2102, 2018.

[LZTS10] Jianpo Li, Xuning Zhu, Ning Tang, and Jisheng Sui. Study on zigbee net-
work architecture and routing algorithm. In 2010 2nd International Confer-
ence on Signal Processing Systems, volume 2, pages V2–389. IEEE, 2010.

161



[MACP15] Maurizio Mongelli, Maurizio Aiello, Enrico Cambiaso, and Gianluca Papa-
leo. Detection of dos attacks through fourier transform and mutual infor-
mation. In 2015 IEEE International Conference on Communications (ICC),
pages 7204–7209. IEEE, 2015.

[MBD+15] G. Merlino, D. Bruneo, S. Distefano, F. Longo, and A. Puliafito. Enabling
mechanisms for cloud-based network virtualization in iot. In 2015 IEEE 2nd
World Forum on Internet of Things (WF-IoT), pages 268–273, 2015.

[MBM+18] Yair Meidan, Michael Bohadana, Yael Mathov, Yisroel Mirsky, Asaf Shab-
tai, Dominik Breitenbacher, and Yuval Elovici. N-baiot—network-based
detection of iot botnet attacks using deep autoencoders. IEEE Pervasive
Computing, 17(3):12–22, 2018.

[MC14] Wojciech Mazurczyk and Luca Caviglione. Steganography in modern smart-
phones and mitigation techniques. IEEE Communications Surveys & Tuto-
rials, 17(1):334–357, 2014.

[MCX16] Jose David Mireles, Jin-Hee Cho, and Shouhuai Xu. Extracting attack nar-
ratives from traffic datasets. In 2016 International Conference on Cyber
Conflict (CyCon US), pages 1–6. IEEE, 2016.

[Mes14a] Mohamed-Lamine Messai. Classification of Attacks in Wireless Sensor Net-
works. arXiv preprint arXiv:1406.4516, 2014.

[Mes14b] Mohamed-Lamine Messai. Classification of attacks in wireless sensor net-
works. arXiv preprint arXiv:1406.4516, 2014.

[MFDVGTdTN07] Gabriel Maciá-Fernández, Jesús E Dı́az-Verdejo, Pedro Garcı́a-Teodoro,
and Francisco de Toro-Negro. Lordas: A low-rate dos attack against ap-
plication servers. In International Workshop on Critical Information Infras-
tructures Security, pages 197–209. Springer, 2007.

[MFHL09] Noman Mohammed, Benjamin CM Fung, Patrick CK Hung, and Cheuk-
kwong Lee. Anonymizing healthcare data: a case study on the blood trans-
fusion service. In Proceedings of the 15th ACM SIGKDD international con-
ference on Knowledge discovery and data mining, pages 1285–1294, 2009.

[MFMF18] Maurizio Mongelli, Enrico Ferrari, Marco Muselli, and Alessandro Fermi.
Performance validation of vehicle platooning through intelligible analytics.
IET Cyber-Physical Systems: Theory & Applications, 4(2):120–127, 2018.

162



[MGM04] Haralambos Mouratidis, Paolo Giorgini, and Gordon Manson. Using se-
curity attack scenarios to analyse security during information systems de-
sign. In Proceedings International Conference on Enterprise Information
Systems, Porto-Portugal, pp, 2004.

[MHB+16] Abdessamad Mektoubi, Hicham Lalaoui Hassani, Hicham Belhadaoui,
Mounir Rifi, and Abdelouahed Zakari. New approach for securing commu-
nication over mqtt protocol a comparaison between rsa and elliptic curve. In
2016 Third International Conference on Systems of Collaboration (SysCo),
pages 1–6. IEEE, 2016.

[Mis18] Biswajeeban Mishra. Performance evaluation of mqtt broker servers. In
International Conference on Computational Science and Its Applications,
pages 599–609. Springer, 2018.

[ML00] Marco Muselli and Diego Liberati. Training digital circuits with hamming
clustering. IEEE Transactions on Circuits and Systems I: Fundamental The-
ory and Applications, 47(4):513–527, 2000.

[MLVID19] Laura Victoria Vigoya Morales, Manuel López-Vizcaı́no, Diego Fernández
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