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Abstract 
The paper addresses the development of an innovative solution based on Autonomous Systems to operated within Industrial 
Plants based on the advance of technologies in this sector and investing new operational frameworks. Indeed the authors propose 
the adoption of digital twin approach in order to support the design of this new solution as well as on the development of new 
procedures and policies applied to iron & steel facilities. A real-life case study with relative system architecture and common 
control of the real and virtual replica is analyzed. Synthetic description of obtained results is presented. 
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1. Introduction 

Diffusion of autonomous systems is constantly 
growing. Indeed, due to availability of cheaper and 
better components, advancements in control 
mechanisms and facilitation of production, these 
systems become always more common. For instance, as 
of 2022 self-driving cars are not so rare, while interest 
in self-driving taxis and delivery drones is rapidly 
growing all around the world. Similarly, various 
prototypes are also in development in more specific 
contexts, such as in Iron & Steel industry (Bruzzone et 
al., 2021; 2016a; Mazal et al., 2019a). 

Considering the nature of steel production facilities, it 
is clear that one of the most important goals of such 
project is the improvement of safety, in particular, by 
automated handling of most dangerous activities 
(Bruzzone et al., 2017; 2016b). 

Apart from innovation in autonomous systems 
themselves, it is necessary to consider advances related 
to their development and testing. Indeed, while in the 
past the development cycle used to include preliminary 
evaluations and construction of a physical prototype, 
even more than one, nowadays it is more common to 
rely on virtual prototyping as well as on digital twin 
approach. Digital twin is a high fidelity replica of a 
system, characterized by elevated level of detail and 
hence suitable even for experimentation on a virtual 
counterpart of a real world system (Bruzzone et al., 
2019a; Massei & Tremori, 2011). Availability of this kind 
of precise models allows testing of virtual equipment in 
virtual environments, reducing times and risks as well 
as introducing possibility to perform experimentations 
which otherwise would not be possible to perform on a 
physical vehicle. Furthermore, high fidelity model 
allows to foresee future state of the system by 
simulating evolution in various boundary conditions. 
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For example, while a virtual prototype could be used to 
evaluate different types of propulsion systems and 
accessibility constraints, the twin could be suitable for 
much more detailed development of procedures and 
testing of the system's behavior. 

At the same time, digital twin embedded in a properly 
designed virtual environment, could be used for 
training of personnel, taking advantages of MS2G 
(Modeling & Simulation for Serious Games) approach 
(Bruzzone et al., 2014) and empowering Strategic 
Engineering approach (Mazal & Bruzzone, 2019b) as 
well as for giving possibilities to employ more 
compelling solutions based on Artificial Intelligence 
and intelligent agents (Bruzzone et al., 2018) and for 
integrate it in a common simulation environment using 
High Level Architecture (Longo et al., 2015). 

Considering this, the authors propose an example of 
utilization of the digital twin to support finalization of 
development of an autonomous system capable to 
operate in an Iron & Steel facility. The twin is suitable 
for testing of various procedures that the system is 
expected to carry out; in the past the authors already 
used virtual prototyping to support initial steps of 
development of the unmanned vehicle. 

2. State of the Art 

Nowadays the digital twin approach is commonly used 
in order to support development and exploitation of 
robotic systems (Lo et al., 2021; Bruzzone et al., 2019b). 
In fact, in the past years there has been a marked 
increase in publications related to digital twin 
frameworks for autonomous robots, human-robot 
collaboration and co-simulation proof of concepts 
(Lumer-Klabbers et al., 2021; Ramasubramanian et al., 
2022), As (Chen et al., 2020) states, the rational use of 
this technology requires not only the connections 
between the digital and the physical twin but “also 
information and physical integration, twin-driven data, 
dynamic interactive connections and service 
applications”, among others. For instance, (Lumer-
Klabbers et al., 2021) presents a proof of concept for a 
digital twin framework that acts simultaneously on the 
robot and the virtual digital twin. When in the case of 
certain controls like the emergency stop both systems 
must be able to act independently for safety reasons, 
they discuss the level of supervisory control within the 
digital twin. Another example related to common 
control of a system and of its digital twin can be found 
in (Kuts et al., 2019). Indeed, this approach is taken in 
the present paper as it is deemed very suitable for 
different industrial applications. 

In some cases, a carefully synchronized digital twin 
could be used to improve capability of a system to 
handle collaborative operations with human personnel 
(Bilberg & Malik, 2019). This synchronization demands 
also for a precise replication of the real system’s 
perception, movement, feedback and other real 
capabilities on the digital twin (Chen et al., 2020). 

Moreover, digital twins coupled with proper simulation 
models could be used to predict system behavior (Qiao, 
2019). The combination of data obtained from modern 
Industry 4.0 facilities, coupled with simulation and 
digital twin is known as one of enablers for creation of 
next generation systems (Longo et al., 2019). On top of 
this, 3D visualization techniques like virtual reality may 
ease the process of testing robot trajectory programs 
(Garg et al., 2021). 

It must be noted that digital twins and simulation could 
also be used to support preparation of systems based on 
reinforcement learning and on other algorithms 
(Campodonico et al., 2021). The digital replica of our 
robot can be used as the training subject so save time, 
cost and safety concerns that would otherwise imply a 
training process on the real robot (Y. Liu et al., 2022). 
Once trained, the algorithm would be deployed on the 
physical robot with a reasonable level of confidence on 
its expected behavior. Besides, genetic programming 
may be used to optimize the robot trajectories in the 
virtual world to later correct the movement trajectory 
of the physical robot (X. Liu et al., 2022).  

3. System Architecture 

The overall system is composed of 3 principal 
components: the robot, its digital twin and their 
control system, as shown in the following figure 

 
Figure 1. System architecture. 

Considering this, the same common control system 
can be used with both the robot and its digital twin. 
Indeed, as communication with both is done via 
network and uses the same communication protocols 
and message structure, the control system treats both 
equally, as it is not aware if it is connected to physical 
robot or to its virtual counterpart. Hence, it becomes 
possible to perform various types of tests on the 
simulator, such as: communication correctness and 
stability, basic operations, autonomous navigation, 
complex sequences of operations etc. 
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Indeed, both robots have the same capability to 
elaborate and execute commands as well as to send 
sensor data and telemetry, including video feed and 
obstacle detection data from a LIDAR (Light Detection 
and Ranging). Hence, both systems even have the 
same level of spatial awareness in respective worlds. 

At the same time, the two systems have slight 
differences in their behavior, caused mostly by 
stochastic factors and uncertainties in boundary 
conditions. For example, based on exact location of 
testing and relative conditions of terrain, the behavior 
of the robot changes in terms of precision and 
dynamics of movements. In fact, presence of gravel or 
sand influences propulsion dynamics of the system 
due to constantly changing grip, while even on asphalt 
or concrete the behavior could vary based on its 
conditions, e.g. dry, wet, dusty etc. 

The control system is designed to be used for high-
level commands, typically given by an operator 
without any particular knowledge about functionality 
of the robotic system. Indeed, it allows to the user to 
perform certain regular inspections and maintenance 
operations while leaving the logic of its execution to 
the software. However, the interface allows activation 
of manual controls on propulsion and other systems 
of the robot; at the same time, it is possible to order 
semi-automatic operations, such as movement to 
specific location. 

The controller takes information about spatial state of 
the system and status of all its subsystems, which is 
then used to manage required activities. For example, 
it is possible to handle detection of obstacles which are 
not present on original map of the zone of interest; in 
this case, the system could order the robot to stop, 
change route or to ignore the obstacle, e.g. if it has no 
interference because is out of reach. 

At the same time, the user has access to a map of the 
zone of interest with displayed position of the robot 
and detected obstacles, overview of state of the robot's 
systems and subsystems, including graphical 
representations, as well as video feed, obtained either 
from the on-board cameras or from the virtual 
cameras in the simulator. 

4. Experimentation 

The virtual simulation was used in the project since the 
beginning; for example, to support evaluation of 
different types of propulsion systems and auxiliary 
equipment, check accessibility constraints in a virtual 
model of several target facilities as well as to check 
principal considerations related to procedures. 

With advancements in construction of a physical 
prototype it became possible to improve various 
parameters of the virtual model, leading finally to the 
digital twin, capable to replace its physical counterpart 
in development of command and control procedures. 

At this moment it is possible to perform contemporary 
testing on both physical and virtual robots, in order to 
fine tune the twin as well as to improve control 
algorithms. Considering this, it was conducted a series 
of testing runs, in which a remote connection was used 
to control both physical and virtual robots. Based on 
outcome of the runs it was discovered that: 

• A regular network connection with utilization of a 
VPN (Virtual Private Network) tunnel provides 
sufficient performance and stability for the 
operation, even if the control system and the robot 
are geographically distant; the latency of the 
network was negligible in all tests; in case of any 
introduced disruption of connection, the systems 
were able to reconnect to each other once the 
network conditions were acceptable. 

• Behavior of the physical robot and of its digital 
twin is very similar, with minor differences related 
to movements in different terrains (asphalt, 
concrete, gravel) and in its different conditions 
(dry, wet, dusty). 

Based on these findings, it was possible to proceed 
with testing of basic operations of the robot: 

• Follow given path, detecting obstacles. 
• Perform operations using manipulator. 
• Combine movements of the platform and 

manipulator actions, in order to perform a 
complete working mission. 

During the experimentation, particular attention is 
devoted to the safety and security. Indeed, all 
commands are exchanged through secure tunnel, 
while the location of testing was under constant 
supervision of personnel in order to interfere in case 
of risk of collision with passing people and/or other 
vehicles. Indeed, a robotic system could be dangerous 
even in a dedicated testing location, while in case of its 
utilization in an industrial environment attention to 
its safety and security must be especially high 
(Bruzzone et al., 2013). 

5. Conclusions 

Utilization of digital twins for development of new 
procedures and to design new systems is confirmed to 
be very efficient approach; indeed, it allows to reduce 
time and cost of experimentation, improve reliability 
and drastically cutting risks of failures; the testing and 
commissioning as well as exploitation and 
demonstration are strongly enhanced by this approach. 
In this paper the authors presented a real-life case 
study which confirms effectiveness of proposed 
approach. Due to high level of confidentiality of the 
project, it is not possible to present quantitative results 
of testing neither photo/video material related to it. 

Bruzzone  et al. 



    
 

 

References 

Bilberg, A. & Malik, A. A. (2019). Digital twin driven 
human–robot collaborative assembly. CIRP annals, 
68(1), 499-502. 

Bruzzone, A.G., Sinelshchikov, K., Cepolina, E.M., 
Giovannetti A. & Pernas, J. (2021). Autonomous 
Systems for Industrial Plants and Iron & Steel 
Facilities. Proceedings of the 33rd European 
Modeling & Simulation Symposium (EMSS 2021), 
pp. 418-422. 

Bruzzone, A. G., Cianci, R., Sciomachen, A., 
Sinelshchikov, K. & Agresta, M. (2019a). A digital 
twin approach to develop a new autonomous system 
able to operate in high temperature environments 
within industrial plants. In Proceedings of the 2019 
Summer Simulation Conference (pp. 1-11). 

Bruzzone, A. G., Fancello, G., Daga, M., Leban, B. & 
Massei, M. (2019b). Mixed reality for industrial 
applications: interactions in human-machine 
system and modelling in immersive virtual 
environment. International Journal of Simulation 
and Process Modelling, 14(2), 165-177. 

Bruzzone, A. G., Massei, M., Di Matteo, R., & Kutej, L. 
(2018). Introducing intelligence and autonomy into 
industrial robots to address operations into 
dangerous area. In International Conference on 
Modelling and Simulation for Autonomous Systems 
(pp. 433-444). Springer, Cham. 

Bruzzone, A.G., Massei, M., Agresta, M., Di Matteo, R., 
Sinelshchikov, K., Longo, F., Nicoletti, L., Di Donato, 
L., Tommasini, L., Console, C., Ferraro, A., Pirozzi, 
M., Puri, D., Vita, L., Cassara, F., Mennuti, C., 
Augugliaro, G., Delle Site, C., Di Palo, F. & Bragatto, 
P. (2017). Autonomous systems & safety issues: the 
roadmap to enable new advances in Industrial 
Application. Prof. of EMSS. 

Bruzzone, A.G., Massei, M., Maglione, G.L., Di Matteo, 
R. & Franzinetti, G. (2016a) Simulation of Manned & 
Autonomous Systems for Critical Infrastructure 
Protection. In Proceedings of DHSS, edited by 
Bruzzone A.G., Sottilare R.A., pp. 82-88. Genova, 
Italy, Dime University of Genoa. 

Bruzzone, A. G., Longo F., Agresta M., Di Matteo R., 
Maglione G. (2016b). Autonomous systems for 
operations in critical environments. Prof. of the 
M&S of Complexity in Intelligent, Adaptive and 
Autonomous Systems (MSCIAAS) & Space 
Simulation for Planetary Space Exploration (SPACE) 

Bruzzone, A. G., Massei, M., Agresta, M., Poggi, S., 
Camponeschi, F. & Camponeschi, M. (2014). 
Addressing strategic challenges on mega cities 
through MS2G. Proceedings of MAS, Bordeaux, 
France, September, 12-14. 

Bruzzone, A.G., Fontane, J., Berni, A., Brizzolara, S., 
Longo, F., Dato, L., Poggi, S. & Dallorto, M. (2013). 
Simulating the marine domain as an extended 
framework for joint collaboration and competition 
among Autonomous Systems, 3rd International 
Defense and Homeland Security Simulation 
Workshop, DHSS 2013, Held at the International 
Multidisciplinary Modeling and Simulation 
Multiconference, I3M 2013, pp. 85. 

Campodonico, G., Bellotti, F., Berta, R., Capello, A., 
Cossu, M., Gloria, A. D., Lazzaroni, L, Taccioli, T. & 
Davio, F. (2021). Adapting Autonomous Agents for 
Automotive Driving Games. In International 
Conference on Games and Learning Alliance (pp. 
101-110). Springer, Cham. 

Chen, C., Liu, Q., Lou, P., Deng, W., & Hu, J. (2020). 
Digital twin system of object location and grasp 
robot. Proceedings - 2020 5th International 
Conference on Mechanical, Control and 
Computer Engineering, ICMCCE 2020, 65–68.  

Garg, G., Kuts, V., & Anbarjafari, G. (2021). Digital twin 
for fanuc robots: Industrial robot programming 
and simulation using virtual reality. 
Sustainability (Switzerland), 13(18), 10336.  

Kuts, V., Otto, T., Tähemaa, T. & Bondarenko, Y. (2019). 
Digital twin based synchronised control and 
simulation of the industrial robotic cell using virtual 
reality. Journal of Machine Engineering, 19. 

Liu, X., Jiang, D., Tao, B., Jiang, G., Sun, Y., Kong, J., 
Tong, X., Zhao, G., & Chen, B. (2022). Genetic 
Algorithm-Based Trajectory Optimization for 
Digital Twin Robots. Frontiers in Bioengineering 
and Biotechnology, 9.  

Liu, Y., Xu, H., Liu, D., & Wang, L. (2022). A digital 
twin-based sim-to-real transfer for deep 
reinforcement learning-enabled industrial robot 
grasping. Robotics and Computer-Integrated 
Manufacturing, 78.  

Lo, C. K., Chen, C. H. & Zhong, R. Y. (2021). A review of 
digital twin in product design and development. 
Advanced Engineering Informatics, 48, 101297. 

Longo, F., Nicoletti, L. & Padovano, A. (2019). 
Ubiquitous knowledge empowers the Smart 
Factory: The impacts of a Service-oriented Digital 
Twin on enterprises' performance. Annual Reviews 
in Control, 47, 221-236. 

Longo, F., Chiurco, A., Musmanno, R. & Nicoletti, L. 
(2015). Operative and procedural cooperative 
training in marine ports. Journal of Computational 
Science, 10, 97-107. 

21st  International Conference on Modelling and Applied Simulation,  MAS  2022



 
 

 

Lumer-Klabbers, G., Hausted, J. O., Kvistgaard, J. L., 
Macedo, H. D., Frasheri, M., & Larsen, P. G. (2021). 
Towards a digital twin framework for autonomous 
robots. Proceedings - 2021 IEEE 45th Annual 
Computers, Software, and Applications Conference, 
COMPSAC 2021, 1254–1259.  

Massei, M. & Tremori, A. (2011). Mobile training 
solutions based on st_vp: a HLA virtual simulation 
for training and virtual prototyping within ports. 
Proceedings SCM MEMTS, 29-30. 

Mazal, J., Bruzzone, A. G., Turi, M., Biagini, M., Corona, 
F. & Jones, J. (2019a). NATO use of modelling and 
simulation to evolve autonomous systems. 
Complexity Challenges in Cyber Physical Systems: 
Using Modeling and Simulation (M&S) to Support 
Intelligence, Adaptation and Autonomy, 53-80. 

Mazal, J. & Bruzzone, A. G. (2019b). NATO needs of 
Future Strategic Engineers. In Workshop on Applied 
Modelling & Simulation (Vol. 35). 

Ramasubramanian, A. K., Mathew, R., Kelly, M., 
Hargaden, V., & Papakostas, N. (2022). Digital 
Twin for Human-Robot Collaboration in 
Manufacturing: Review and Outlook. Applied 
Sciences (Switzerland), 12(10).  

Qiao, Q., Wang, J., Ye, L. & Gao, R. X. (2019). Digital twin 
for machining tool condition prediction. Procedia 
CIRP, 81, 1388-1393. 

 

 

Bruzzone  et al.




