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Abstract

The paper proposes the creation of an innovative strategic water management system based on Strategic Engineering approach
through the combined use of Artificial Intelligence, Modeling and Simulation, Data Analytics in closed loop with data from the
field in order to be able to reduce water waste on the entire water distribution network. In fact, despite the progress made in the
field of sensors and data analysis, as well as the greater awareness from the users on the importance of reducing resources and
water waste, losses on the water distribution network are still very high in many countries. Therefore, to turn be crucial to identify
a new holistic approach based on trans-disciplinary technologies in order to identify most promising strategies for water

management.
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1. Introduction

Water is a fundamental primary resource for humans:
the Society, Agriculture, Industries and individuals
need fresh water and drinkable water is crucial to
support human life on daily use, but also to guarantee
personal and general Sanitation & Hygiene (Leto,
2019). Indeed, since the rise of first civilization the
water management was one of principal signs of
advanced technology and superior quality of life; it is
possible to see some of such examples which lasted
until present time — famous Roman aqueducts, Greek
channels and cisterns, reservoirs and piping in the city
of Petra as well as channels and locks constructed by
Sumer (Mays et al., 2007; Wilkinson, 2013; Ortloff,
2005). Water demand nowadays is mostly generated by
Agriculture, Family Users, Industrial Activities et
cetera. This fresh water is often taken for granted,
however, it is a scarce resource that could lead to a

crisis due to the growing consumption rates affected by
demographics, industry and climate changes. In facts,
worldwide attention to this issue is growing recently in
relation to the current situation as well as to climate
change and there is crucial need to develop Water
Strategies as well as improvements in Water
Management. Water losses from the pipe distribution
network has long been a critical feature even in
Countries with a high-developed infrastructures.
According to the literature for example, water losses in
the distribution network in France have been estimated
at an average of 26%, in England at 19% (Metropolitan
Consulting Group) and by a recent study conducted in
Italy (ISTAT Report, 2020) water losses reach average
value of 42%. By the way, Italy is one of the first
European Countries for water availability, but despite
this, its supply, purification, distribution, consumption
and waste remain a very hard challenge; within this
context, water strategic management results into a
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crucial issue to be addressed by innovative enabling
technologies such as AI (Artificial Intelligence) and
Simulation.

Water is probably the most strategic and critical
resource for our sustainability, so this research aims to
improve drastically its management in terms of
reducing water waste, improving management policies
and saving resources.

This paper introduces an innovative solution based on
a Strategic Engineering using models of the water
network that wuses existing controls more
appropriately, associating them with new instruments
capable of detecting leaks. This study proposes to adopt
Strategic Engineering by using Al to process available
data from multiple sources and heterogeneous
networks, fuse them, resolve inconsistencies and
extract valuable information to be further elaborated
by the use of simulation models integrated with
machine learning and pattern recognition techniques.
In this way, it turns possible to define how to increase
efficiency, reduce water waste as well as to improve the
infrastructure Safety and Security, which are the most
valuable investments and most promising technologies
to be introduced.

2. State of the Art

Water losses occur in all distribution systems; this
depends on the characteristics of the pipe network,
level of control, level of technology etc. Apparent losses
from water distribution networks are often the result of
local customs, combined with low tariff structures or
inadequate metering policies (Farley and Trow 2003).
Thus, it becomes crucial a better understanding of the
reasons for the water losses in order to develop the
most suitable water strategy. For our purpose it is
suggested to subdivide Water losses in two terms: real
losses and apparent losses, in which the first
expression could be replaced with physical losses,
while the second expression could be replaced by
management losses. The main goal of this paper is to
detect and find a solution to real losses. In facts, the
infrastructure naturally deteriorates with time, but
because of the high costs it becomes difficult to renew
or replace pipe networks at a rate that produces
significant results and improvements in water
management compared with real losses. Thus, it
becomes crucial to find new strategies to monitor the
water network in order to intervene faster and locally;
it is important to outline that in this context, due to the
very large dimension of the networks, their location
and related historical evolution, the intensive use of
sophisticated automation components and integrated
instruments could turn not sustainable in terms of
installation and maintenance costs. The deterioration
of the water distribution infrastructures and the
consequent losses and malfunctions of the water
network represent a complex system in which the
individual parameters cannot be analyzed in a
univariate manner. The interaction between several

factors (materials, pressure, temperature, flow rate,
etc.) represent a dynamic system in which the
structural condition assessment condition of water
mains and decision making for the most suitable line of
action involves several elements (Rajani, B. and
Kleiner, Y. 2004):

e inspection of the pipe network through
different sensors

e characterization of the pipe failure

e development of mathematical and physical
model

e scheduling pipe renewal

Thus, the initial and critical aspect in order to create the
correct strategy for the water management of the pipe
network, is the condition assessment through the right
sensors or sensor networks. The-state-of the-art of
sensors for water inspection is characterized by the use
of a large number of different technologies (visual,
acoustic, X-ray, etc.) and several new researchers are
ongoing in this sector. Most relevant methods are
presented in this section. Visual inspection through the
use of Closed-circuit television is widely used for the
inspection of pipe’s surface (Liu & Kleiner, 2012) but it
is obviously impractical due to the vastness of the water
distribution network. In facts, this system is time-
consuming as it does not allow the exact location of the
leak to be identified immediately until after the entire
inspection of the pipe or section of pipe in which a loss
of pressure is observed and Al are investigated in order
to automate as much as possible this process. Another
method used for the inspection of water pipe’s system
is the Laser scan. This type of technology is usually used
for medium and long distance range. The distance
typically is obtained measuring times elapsed between
two pulses or between two wave trains. Another
method is based on structured light, which makes use
of a ring of laser light projected onto the pipe inner
surface (Duran et al., 2002). The magnetic flux leakage
method uses magnets to induce a magnetic field around
the wall of a ferrous pipe. The damaged areas do not
support as much magnetic flux as undamaged areas,
resulting in an increase of the flux field at the damaged
areas (Marlow et al., 2007). Many variations of this
method are often implemented for the inspection of
pipes, such as for example Broadband electromagnetic
(BEM) (Hazelden et al., 2003), Ground penetrating
radar (GPR) (Costello et al., 2007). Other inspection
technologies are based on the use of acoustic methods.
Among these methodologies the most used technology
is the Sonar profiling system. A sonar system consists
of an underwater scanner unit, a sonar siphon float,
sonar processor/monitor, skid set, and all necessary
inter- connect cables (Cues, 2008). There are different
technological solutions for pipe inspection through
acoustic methods such as Impact Echo (Sack & Olson,
1998), Smart Ball (Liu & Kleiner, 2012) and Ultrasounds
(Rose et al, 2008). Many studies have also been
conducted related to the problem of leaks through the



use of neural networks in predicting leaks in oil
pipelines (Caputo & Pelagagge, 2003) and water
distribution networks (Salam et al., 2014). Many other
technologies, such as thermography and intelligent
robots are used less frequently. However, all the
technologies mentioned remain useful tools but not
sufficient for a quick complete inspection of the
distribution network if taken individually. The aim of
this project is therefore to use a complex network of
sensors, merge relevant information and process it
through AI and M&S to obtain management and
optimization models of the distribution network.
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Fig.1 General Architecture

This study aims to create Digital Products and
Solutions able to identify and reduce water waste over
networks and to support development of effective and
efficient Water Strategies. As expected results it is
possible to expect the capability save millions of cubic
meters of water, energy and money, improving the
quality and allowing to be more effective in
maintaining and managing Water Resources. Indeed,
the possibility of integrating the information deriving
from an extensive and diversified sensor networks and
the fusion of such data could offer an innovative
solution in which simulations guided by Al and Genetic
Algorithms create virtual scenarios in which it is
possible to identify the losses as well as possible
solutions. In this case, the role of the Digital Twin is to
provide high fidelity model of the real system, suitable
for both identification of problems as well as
assessment of efficiency of proposed solutions
(Bruzzone et al., 2019a). The scenarios are expected to
give life to a virtual environment on which it turns
possible to test the actual consequences of the actions
taken to mitigate the problem. Furthermore, the
scalability of the solutions proposed on multiple XR
devices offers the advantage of changing the virtual
world according to the user. The on-site operators are
expected to be guided to the real points of the losses
over the virtual scenario, directing them in most
suspect places.

For instance, the approach of integration of industrial
plant data, data fusion and analysis solution as well as
Mixed Reality systems was tested in real-life cases ad
demonstrated to have high potential (Bruzzone et al,,
2020).
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The decision makers, on the other hand, has the
possibility of interacting with the Decision Support
System at high Level in order to be able to understand
the situation and evaluate the consequences of possible
alternative actions to improve the network, such as
restoring various links and nodes of the network or
introducing new automation systems. The Availability
of a simulation environment allows also to test
different “What if?” scenarios, hence, to evaluate
engineering solutions as well as to increase efficiency
by modification of existing water distribution networks
(Bruzzone et al., 2018).

3. Conceptual Model and Architecture

The general architecture proposed in this paper is
based on two nested loop based on Strategic
Engineering as proposed in figure 1. Data Fusion
driven by AI on data collected by different sensors,
instruments allows to combine different data source
and interact with fluid dynamic and plant simulation
to extract correct information about the status of the
water networks. By this approach, it is possible to
identify most probable causes of water losses and to
locate them in much more efficient way respect to
use of each single data source independently. In this
way it is possible to create a real Digital Twin of the
water network dynamically updated based on the
information extracted from big data by Al from
multiple sources and instruments.

Al and Simulation of the network are used to evaluate
the different actions and to recombine them in order
to identify most promising and more effective to
achieve multiple target functions (e.g. water saving,
energy saving, cost reduction, service improvement,
time to achieve the goal, return of investments). In
this sense the use of AI could be also devoted to
optimize the possible alternative actions as well as to
recombine investment proposals by the users to be
tested virtually on the Digital Twin at higher level by
using Modeling & Simulation: the analysis of these
virtual experimentations support the identification
of best strategies able to improve water
management. The AI allows to recognize
Development of systems based on machine learning
to correlate data from different sources (Bruzzone et
al., 2019b; 2013a; 2012). The Simulation Models are
able to evaluate the physical evolution of water
networks in terms of pressure, flow and quantities
under specific hypotheses on water losses and other
boundary conditions respect the scenario obtained
by Data Fusion of instruments, automation systems
and sensor. This comparison by using Genetic
Algorithms allows to investigate the most suitable
hypotheses in order to detect water losses and locate
them, will be carried out. Extensive use of fluid
dynamic models and discrete event simulation based
on continuity and Bernoulli equations provides a
reference to test hypotheses and consistency respect
collected and fused data.
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Indeed, the simulation models could be also used to
update dynamically the configuration and status of
the Digital Twin to keep it up-to-date respect the real
Water Network. The Genetic Algorithms (GAs) could
produce multiple configurations respect the
hypotheses on the losses to be experimented
virtually on the simulation models and compared
with fused data to conduct a reverse engineering on
the localization of the water losses. In similar way on
a high-level loop, it could be possible to use the GAs
also to conduct optimization respect the alternative
investments and strategies to be implemented to
improve water management. In fact, the use of
Artificial Intelligence allows to explore the possible
solutions and their effects on the system by the
Digital Twin and to get a feedback from real effect
measured on the reality.

The idea in this project is also to use the innovative
MS2G (Modeling, interoperable Simulation and
Serious Games) paradigm combining it with the use
of Extended Reality (combining Augmented and
Virtual Reality) to represent intuitively the situation
and its critical elements, as well as the impacts of
alternative actions respect the Digital Twin; this
could be a support for operators looking for losses as
well as for engineers and decision makers. These uses
could enhance the efficiency of the network not only
reducing water waste, but also respect multiple
target functions to be optimized by the GAs that
could include energy saving, quality of the service
and resilience. In facts, even respect recent events on
2021, cyber-attacks to Florida water network
(Bergal, 2021; Bruzzone et al., 2016; 2013b), the water
networks are critical infrastructures and it is
necessary to work to reduce vulnerabilities over
multiple layers, including cyber-attacks; indeed the

use of Modeling, Simulation and AI allow also to
reproduce cyber-attacks and carry out virtual
experiments on different scenarios to improve these
aspects

4. Materials and Methods

This First step of the development is related to the
identification of available data sources, including
analysis of data, its completeness, presence of noisy
and/or erroneous data entries, as well as definition of
criteria for its filtering and pre-processing. At this
point, it turns possible to proceed with identification of
correlations and features, most suitable for design of
the AI-based analytical algorithm. The Al proceed to
the fusion of the data and to a qualification of the
related sources through algorithms that highlight
inconsistencies assessing also the reliability of
different sources based on the achievements obtained
in identifying the water wastes. At this point, with
reverse engineering techniques starting from fluid
dynamic models integrated with discrete event
simulators, the most probable conditions that generate
the overall losses on the water distribution network
could be identified. Obviously, this identification phase
requires to explore a very large number of variables, so
the authors decided to use genetic algorithms in order
to find the causes and positioning of the losses among
the many variables involved. This process involves
hypothesizing many parameters related to missing
data which will have to be based on different evaluation
criteria, these may initially be set by analysts and/or
users, but the overall architecture is structured so that
they are progressively corrected on the basis of the
revelations. This component use Machine Learning for
fine tuning of these parameters, while the Genetic
Algorithms continues to define configuration of the
network to be evaluated by simulations to find the
losses. This process responds to the principle of
Strategic Engineering which in the proposed study
provides for two loops nested in each other: the first
internal one allows to merge the information and
hypothesize the configuration of the water network
and its problems through genetic algorithms that test
then on the simulators the most probable conditions
underlying the losses. In this paper it is proposed the
initial part of this research as well as the scenario to be
investigated to identify losses and the most effective
lines of action to monitor, measure and mitigate water
waste by innovative automation, mitigation and
management policies. One of the main advantages of
this approach is minimization of additional sensors
and instruments, required to detect and localize losses.
Indeed, while the brute force solution is based on
installation of as much instruments and sensors as
possible, at least in every critical point, the proposed
approach based on AI and M&S allows to reduce costs
and maximize the value extracted by already available
equipment, with only minimal additional investments,
much easy maintenance and improving energy saving,
safety and security of water networks



5. Case Study

The In order to validate the current approach the
authors propose a case study where to apply the
mentioned approach. The present paper includes just
preliminary results.

The tests were conducted over the following water
network proposed by Figure 2 that outlines in big
circles the demand of users and small circles the
bifurcation of different lines; the scenario
configuration is reported in table I and include
information about average demand and prevalence,
therefore it is important to outline that the demand is
variable over time and characterized by stochastic
behavior that is coupled in the simulation by analyzing
historical data and characterizing the best fitting
distribution of probability; considering the specific
nature of the process in this simulation empirical
distribution generated from the time series based on
predefined consumption classes over the different
timeframes of the day and of the week are adopted to be
used by the Monte Carlo technique embedded into the
Simulation Models. In this case, apart from the most
probable decision, thanks to statistical data used in
stochastic simulation it could be possible to obtain also
intervals of confidence (Bruzzone et al., 2021a). One of
very useful concepts in this regard could be utilization
of Modeling and Simulation as Serious Game approach
(MS2G), in which the user is able to learn behavior of
the system in an interactive and immersive way
(Bruzzone et al., 2021b; 2014).

Table 1 Water network data

6. Results

The experimentation was carried out just over the inner
loop based on GAs devoted to identify losses respect the
proposed network. In this case, the number of variables
to identify the loss are 26 that were coded based on 12
bit over a chromosome composed by 312 bits and a
population of 1000 individuals with reproduction rate
equal to 0.4 and mutation rate at 0.1.
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The target function was to measure the errors respect
available measurements of pressure and flow over the
network by the automation system plus a component
related to the reliability of the prediction. In this case
the reliability is expressed as

m }\:7W
RC = Z ( m ww
k=1 \uslu

RC Reliability consistency Rk
Suspect emersed on k-th nodes

1?}{ . 5;77( z
XLy Rf - Sty

m total number of nodes sn total

number of sensor networks and data sources
Srk Sensor Reliability used on k-th node

The Srk are hypothesized a priori, to be corrected based
on effective detection of water wastes based on
inspections. Just a preliminary result is proposed in the
following graph on Fitness Function related to
identification of most consistent water losses respect
the comparison of water network simulation and
collected data over the generations; in similar way the
external loop allows to optimize investments and
management policies.
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Fig.3 Preliminary result

7. Conclusions

This paper proposes an innovative approach based on
Strategic Engineering to the reduction of losses in
water networks able to guarantee improvements in
their design, refurbishment and management respect
energy, water and economical savings as well as
vulnerability reduction.

The approach proposed is under development by the
authors that currently are creating the models devoted
to address these issues and to validate the approach by
initial experimentation phase; currently the author are
extending this research to include a real water network
and combine new sensors and digital solutions to
provide the data to demonstrate the benefits on the
field. This is intended as a preliminary research activity
devoted to investigate the potential of this approach in
this area and currently the authors are further
developing the models in order to be used in different
real cases in synergy with major players in the sector.
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